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ABSTRACT

In the everevolving world of integrated circuits (ICs), manufacturing processes have made

it possible to deliver designs of staggering complexity with billions of transistors placed on

a single silicon die. However, with the very small feature sizes, these technologies are ex-
tremely fragile and vulnerable to new types of failure mechanisms and defects. In the auto-
motive domain, hyperscale data centers, healthcare ICs, and many otheatiapglielec-

tronic designs must be continuousigted during a product lifecycle to avoid malfunctions
caused by, for example, silicon degradation. A determinisgystem test is one of the most
prominent solutions, capable of detecting defects thrautghe lifecycle of statef-the-art

ICs. Although it can significantly improve the-field test quality, the very same test infra-
structure and other DFT schemes may expose a design to many security threats. Clearly,
securing the electronic devices thatarpin the global economy, businesses and personal
liveshas becomessential in the face of growing cybersecurity threats. In particulahipn

test instruments have to be protected againatithorized access and other malicious activi-
ties. To satisfy current and anticipated VLSI test requirements, the thesis introduces a number
of solutions that target two important aspectshefdeterministic insystem test paradigm:
advanced test response compaction argygtem test security.

In the first part of the thesisew X-masking methoddevoted to the ksystem test
response compacti@are examinedThe first compactor is designed for a logic birlself
test environment. Furthermore, it is capable of handling test data produced by observation
scan chains that may capture errors at every single scan shift cycle. The second solution is
strictly integrated with a deterministic-system test. As a result, thismasking scheme
receives controls from an arip test data decompressor. In addition to design prinayples
selection logicthe rules that govern the encoding of masking dedaalso discussed

The subsequent part of the thesis introduces new lightweight cryptographic schemes
which when working synergistically, may form a hardware root of trust destined to protect
the desigs IP and defend test infrastructure against intrusions. This part begins with a hybrid
ring generato(HRG), a modified version of a conventional ring generator. Among several
HRG applications, the work proposes three new lightweight cryptographic primitives: a
crypto hash function, a stream cipher of test data, and a true random number generator. Fi-
nally, a hardware root of trust is presented that builds on just described primitives to facilitate
development of challengesponse authentication protocolheTsolution has a low area
footprint, operates at very high frequencies, and is fully compatible with a design and DFT
flow. Although it primarily targets SSidased designs, i.e., System-Chip solutions with
packetized streaming of test data, the propaoset of trust can improve the security of other
test interfaces, as well.

Both test response compactors have been thoroughly examined through experiments
conducted on large and complex industrial designs representing the latest technology nodes
while varying with respect to design styles and scan methodologies. The new g@aurity
itives, on the other hand, have been verified using batteries of statistical tests, including those
provided by National Institute of Standards and Technology (NIST) and B8IGerman
IT security certification authority
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1. Introduction

As can be easily shown, beyond any doubt, the semiconductor industry is ever evolving, with
new integrated circuits (ICs) and their updates coming out all the time. For more than half a
century, Gordon MAdrhaswed descpladfand medgddrive) seeady
and staggeringly fast progress in computing technology. This unprecedented pace of micro-
electronic miniaturization has led to billions of tiny transistors put on single silicon dies. As
ICsare becomingncreasingly complex and densely structuredirephysical imperfections
whose likelihood of occurrence within ICs is raising alarmingly. They cause defects of vari-
ous types that may compromise circuits, have a detrimental impact on design performance,
and inevitably result in system malfunctions. Ineasrtb deliver reliable products, vendors
need to test ICs during their manufacturing. In the vast majority of cases, however, it will not
suffice to ensure that microchips will function properly throughout their expected lifespan.
Indeed, in a wide rangd mdustries, including automotive, healthcare, telecommunications,
space, defense, and consumer electronics, it is mandatory to thoroughly test designs during
system operation® avoid errors attributed to, for example, pdsployment silicon aging.
In another application area, cloud service providers have reporialled silent data cor-
ruption errors caused by subtle IC defects escaping manufacturing tests and prodiiging fa
results only occasionally which makes them extremely difficult to find. It appears that the
roots of these sporadic software failures have been traced to-tietatgd faults in hardware
where the performance of transistors may change with varyivigopamental conditions
while running application software. It has raised a call for not only high quality manufactur-
ing tests but alsm-system and Hfield tests of comparable quality.

Traditionally, deterministic structural tests are used to achieve high quality in chip
manufacturing, whereas-system tests rely on builh selftest (BIST). Unfortunately, the
test quality BIST attains may not be sufficient, primarily due to the psendom test pat-
terns it deploys. Although test points and reseeding of test generators may be helpful in cer-
tain cases, logic BIST is usually unable to reach fault coverage visibly higher than 90%.
Moreover, an acceptable fault coverage by virtue of pgandom patterns can only be ob-
tained for certain types of failures. On the other hand, conventional automatic test pattern
generation (ATPG) is capable of working with much more comprehensive fault models (see,
for example, celbware tests), and it typidaachieves a near complete fault coverage. Nev-
ertheless, while automatic test equipment (ATE) employed during the IC production phase
can easily handle deterministic test data, the cost of storing the same data directly on a chip
is often unacceptable his dichotomyeventuallygaverise to a new technologydetermin-
istic in-system test (DIST) that combines the quality of ATR@oduced stimuli with a
BIST-like paradigm of orchip test application and test response evaluation. It satisfies both
in-field and highquality test requements, necessary to ensure reliable operations of ICs
throughout their lifespan.
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DIST begins to play an essential role in saf@iyical applications, in large daten-
ters, or in monitoring silicon aging, to name just a few. These ecosystems require periodic,
high-quality tests to assure desired test coverage and short test application, especially in de-
signs that must test themselves when operating. For determiegttido be irsystem appli-
cable, multimillion-bit test responses with often unavoidable unknown (X) values have to
be reduced to small signatures. Typically, X states degrade test results, and thus test response
compaction schemes must be duly proteetgainst their negative impact. This is especially
true for time compactors, such as multipiput signature registers (MISRs), whose feedback
all ows X6s to quickly proliferate. Since cont
sponse compactorgquire some form of shielding. As a response to these challghiges,
thesis presents two-Kasking solutions. The first one is designed to work with a novel logic
BIST scheme that features a ymycle capture modellLg. The second technique has been
cudgomized to handle test responses in DIR& environments.

Thanks to deterministic stimuli and optimizednxasking circuitry, DIST can ensure
very high test quality, also for complex SoC designs. Unfortunately, the very same test solu-
tions may enable malicious activities. Sd¢zsed attacks are considered a seribteat 46|
[181]], even though test compression and the Streaming Scan Network (SSN) techd@logy [
can partially combat security concerns by, for example, scrambling test data. Other counter-
measures aimed at protecting test interfaces raise concganding their complexity, both
in terms of silicon area and the impact on a design flow. To address these concerns, the sec-
ond part of the thesis presents new security primitives that can be used to create a hardware
root of trust (RoT) capable of defenditest infrastructurespecificallythose based on SSN.

The remainder of the thesis is organized as follows. Chapter 2 provides a brief overview
of the stateof-the-art X-masking solutions. Having defined requirements for a reliable test
response compaction scheme, Chapter 3 presents maXpress, a new maolel@anXcom-
pactor that is applicable to LBIST with the observation scan technadlddy |n particular,
it employs dedicated selectors and scan gaters to mask unknown states within redefinable
groups of scan chains and during designated scan shift cyoldisnit additional test data
volume, the scheme allows a predefined number of patterns to share the same control settings.
X-masking discussed in Chapterbtiilt on certain modules of maXpress, is tailored to a
DIST environment. Here, the masking controls are reloaded once per pattern and decoded
using an Embedded Deterministic Test (EDI9g decompressor. Additionally, the scheme
involves the next level of masking that requires a very small amount of variables to observe
most of the easyo-detect faults. Chapters 3 and 4 are complemented by experimental results
obtained for both schemes aseleral large and complex industrial designs.

Chapter 5 opens the second part of the thesis. It brings back common security issues
implied by IC testing and recalls techniques developed to secure test infrastructure. It also
briefly reviews statef-the-art cryptographic hash functions and streameriphChapter 6 is
devoted to hybrid ring generators (HRG)structurally enhanced ring generatoi]].
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Although HGRs can be used as efficient test response compactors and programable pseu-
dorandom pattern generators, they have been primarily designed as key components of a new
lightweight cryptographic hash function introduced in Chapter 7 and a testréata sipher
presented in Chapter 8. Chapter 9 describes a new lightweight true random number generator
that leverages the benefits of both the timing jitter of a single muttiytieut ring oscillator

and a higkspeed ring generator (or a hybrid ring geter). New cryptographic primitives

of Chapters 7, 8, and 9 are comprehensively evaluated using a variety of statistical tests,
including the NIST and AISS1 test suites. Finally, a hardware root of trust destined for the
SSNbased designs is presenteimapter 10. It takes advantage of security primitives pro-
posed in the previous chapters and provides scalable and secure solutions for the authentica-
tion protocol between a chip and a secure server. The thesis concludes with Chapter 11.
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2. Unknown statesand design for testability

The semiconductor industry demand for test data compression has not slowed down since its
first introduction to the market in 2001. In fagst response compaction, in conjunction with
stimuli compressiongontinues tgplay a crucial role in handling test data volume growth.
Although development of compaction schemes reflects@wanging needs of many appli-
cation domains, reliable test response compsaeta expected to (1) maintain very high
compaction ratios, (2) provide ability to detect a varadtfailures found in real silicon, and

(3) assure design simplicity. This can only be achieved provided a compactor is capable of
presering observability othe vast majority aécan cells for aarietyof unknown (X) stats,

which are increasingly often identified as having potential for rendering test useess.
presencef X stateds attributed to uninitialized memories, recan flipflops, bus conten-

tions, floating buses, internal thrstate logic, unwrapped analog circuitry, false paths, €ross
domain paths, or paths with timing closure problems. X states may also show up due to last
minute timing violations associated with missing constraints, design issues, or engineering
change orderdn many scarbased designs, X states, once captured in scanarelfsjbse-
guently injected into a test response compastoerethey can severely affect test results.

For exampleXs can result in a loss of test coverdg€) if not handled properly and tend to
increase pattercountsrequired to test a device thoroughhs it is vital to control compactor
operations with a minimal amount of additiodatahaving no negative impact on the effec-

tive test compressionhis chaptemwill briefly revisit certain test schemes antethodsto

Figure2.1 X-value circulation in a foubit MISR.
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identify potential areas of improvement for existing scheimefacehe future requirements
of deep submicron IC testing.

2.1Impact on test response compaction

As already mentioned,nknown states, once injected into test response compactors, may
render the outcomes of a test unusaéspeciallyif one deploys @ime compactowhere X
states quickly multiply (due to a feedback-faut), contaminate a signature, and stay there
until a read out operatiotJsually,the time compactors areased orinear feedback shift
registes (LFSRs) that receive test responses through parallel inputs to finally form a structure
known as anultiple-input signature registefMISR). Fig. 2.1 is an example dow a single
X-value can damage a test respameeluced by a-bit MISR.

First, the faulty effect (Bvalué') is injected during the secoutbck cycle. Once an X
stateentersthe MISR in the fourth cycle, it overwrites the faulty effect only after the next
seven cycles. Clearly, in this case, the test willaxposeany faults. Inanotheroutcome a
MISR may contain both Xalues anderrors However,every X-stateoccuring in a final
signature doubles the required numbegolidensignatures (signatureorresponding to a
fault-free desigrio becompared with the signature generated by the compactoghdven

Golden signatures:

1000

1000, 1001

1000, 1001, 1010, 1011

1000, 1001, 1010, 1011
1100, 1101, 1110, 1111

Figure2.2 Golden signaturefor aMISR with 0, 1, 2, and X-states

! The use oferm D-value(or D, for brevity) followsthe convention originally introduced in a seminal
paper of P. Roth on D algorithph57].
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in Fig. 2.2, three Xtates placed in three different MISR locations would increase the number
of potential golden signatures from one to eight. It is therefesentiato ensure that data
injected intaheMISR or any other time compactareX free While incertaincases designs

can be Xclean it is usuallynecessary to eliminate all Yaluesby deployingan additional
X-masking logic.

In contrasto time compactionifs combinationatounterpag do not employ memory
elements to collect test responses but process liyemeans gffor example, XOR trees
[28]. An example ofan eightinput and three@utput combinational compactor is shown in
Fig. 2.3a ThreeXOR gatesare usedhereto compact responses from eight scan chains
obtaina2.67x compaction ratja.e.,the ratio ofthe number of scan chaiasdthe number
of compactor's outputs.vén thouglresponsesire not accumulated timése, Xs can still
dominate errors when obseniedhe sameycle Therefore, to preserve-alues, each scan
chain must be connected to at least two outpusscompactor.

Such a solution has been usedhe X-compact [14], where results fromaeh scan
chainreach three outputs in parall@sshownin Fig. 2.3, even though a compactor receives
botha single X anda single D,the errorcanstill be observed on two out of five compactor
outputs.The X-compact tolerancef unknown values highly depends on the compaction ratio
[114]. To maintainits acceptablalegree this schemecantypically handlejust a singleX
within a single cycle. Such toleranceusually insufficient hence there have been many
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Figure2.3 (a) Space compaction using linear compactor with eight inputs and three oRgputs [
(b) X-compac{114] with eightinputs awl five outputs
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solutions proposedver the yearaimed at reducing the negative impact of unknown values
on testoutcomss.

2.2 X-tolerant compactors

As documented by the scholarly literature, several works have been tackling desogn of
called Xtolerant compactorsn principle, these device not eliminate Xs in their entirety.
Instead, theyre capable of preserviegroneousesults provided the amount of ¥saching

a compactodoes not exceed a prespecified upper lifat. examplea convolutional com-

pactor 143, [15]] employsa finite memory tobuffer datafrom the scan chains for a few

shift cycles. Thecorrespondinglesignprinciples basd on the Steiner systef&8], signifi-

cantly reducehe probability oferrorcancellation As shownin Fig 2.4, every scan chain is
connected to three different memory elements. Consequently, an error cannot be masked by
a single X, and any pair or odd number of errors cannot mask each other. Depending on the
convolutional compactor's configuration (ait&l hardware footprint more than one X can
betoleratedatatime, whilethecompaction ratios remain relatively high.

scan chains
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Figure2.4 Convolutional compactdr51] with sixteen inputs and two outputs

Another solution115 combines a weighted pseudorandom pattern generator (PRPG)
with an X-tolerant MISR. Herethe signature analyzerare designed with the help of sto-
chastic codingThis methodesultsin high probability of Xmaskingandis theX-tolerance
basis.Yet anotheMISR-based scheme uses a programmable XOR netd@gk [The con-
trols providedo this circuitry are obtained by solving linear equations for a set of MISR bits
that when XORed togetheproduce an Xanceling combination. Anextraphase shifter
placed between scan chains aimeIMISR reducs a shift correlation of test response values
and decreasdghe possibility ofblocking faulty effects as a side effect ot¢éncelling. A-
othergroup of solutiong130, [166] is based on errecorrecting codes, such as Hamming
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and BCH codeswvhereprobability of error detection in the presence of several Xs could be
increased by adjustirgcheck word width.

While X-tolerantcompactorgan handlaip to several unknown values in a single cy-
cle, they are not designed to withstand a sudden burst afoXsesolve this problem and
reduce the number of Xgetting intoscan chains, one can identify potentiakdurces and
block themby utilizing X-boundinglogic (Fig 2.5). Withanadditional AND gatenonscan
flip-flops, floating ports, or analog block outpen beisolatedduring a test mode. How-
ever,not all X-sources can hteeatedthis way. Furthermor@dditional gating logic can neg-
ativdy impad both timing closure and silicon ar€aonsequentlythe presence of -Xtates
in test responses igevitable

J010edwo)

-~
X source } e

select

Figure2.5 X-boundinglogic.

2.3 Selective masking of scan chains

As demonstrated i€hapter 2.1, time compactors require a protective mechanism to com-
pletely block (mask) X states before they reladn € ¢ 0 nmpemaenyt element&8ypically,

this is accomplished by virtue of schenmagnitoringscan chains selectively. Usually, they
employ a dedicated circuitry to mask selected unload values so that Xs do not reach a com-
pactor.As a result,lie X-masking schemes capable of observing scan chains in a per pattern
or/and per cycle mannbavebeen extensively researched years. The proposed solutions

offer tradeoffs between a silicon area overhead, a potential fault covdngmeaused by
inadvertent masking of faulty effects, and the amount of additional test data used to control
X-masking circuitry. In OPMISRI1[]], [11], selected unload values can be masgeglvent-

ing X states from reaching a MISRs shown in Fig. 2.6a, external signals are used to control
mask logic,a MISR state, and the direction ofiSpins. The EDT technology [46] uses a
selective compactorfJ2l t o mask a given number of scan
encoding targeted scan chains. Iniadd to the masking logic, it usesnaenhancedTPG
algorithm capable ofhandlingXs. In [128], scan chains are gated in a-pgcle fashion

thanks tothe LFSR reseeding To minimize the linear dependencies between the masking
signals andto reduce the probability of blocking-Kee responsesnask dataan bepro-

cessed through phase shifters and AND gasgsesentedn [184]. Fig. 2.6b shows that the
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Figure2.6 (a) OPMISR test architecture with bidirectional scan pii$; [
(b) LFSRbased test compactor with mask bits generated through phase shifter and ANDR&tes [

mask bits must be set to 1replaceXs with known values. Furthermorthe X-compact is

used to mask Xo0s that could not be blocked du
The X-Block of [189 uses an LFSR to generate controlstirmasking logic.Simi-

larly to the solution 0f128], thisapproachalsoemploysLFSR reseeding to compress mask-

ing data Furthermoreit targes singledetected faultshusreducing the amount of control

data A hybrid selector presented ird4] combines a PRP®ased method to block Xs every

shift cyclewith aso-called "Xchains Register” to maskan chains affected by X& several

test patternslt alsoworks witha maskingaware test generation algorithmtargetfaults

that can be observenlitsideof blocked groups of scan chains. Aaxasking logic of [Z3]

is aimed at preserving the coverage of unmodeled defects, and its controls can be provided

by any LBIST or test compression scheme. Anotherdegendent masking circuitry is pro-

posed in [B7], where unknown values are replaced with a known conbyadedicated

comparison blocks. A channel masking scheme showsbjroffers three different channel

masking states that either disable all scan chains or select those belonging to one of two

groups at the price of possible ovaasking.The X-Pressscheme (used by EDT}49],
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Figure2.7 X-Presq149] test response compactor
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[150] combines two levels of masking. 8lsownin Fig 2.7, an X can be blocked in a twofold
manner either bya perchain masking circuitry or with the overdrive regist®uch an ap-
proachleads taa high probability of linear independence between mask Ifit€ cannot be
blockedby the first stage, it might be canceled within the second stégecontrols for both
modulesare obtained with acan chain ranking algorithbrased on the locations of observa-
tion points and Xalues.

A work presented in42] can block all X statewith a percycle resolutiorand is ca-
pable of reusing control data for various test responses n gener al , It
that many test responses in st@sed designs feature identical or similapréfiles, with
Xs grouped in adjacent areas of scan chains. A comprehensive scheme workinBRGh
MISR, and Xmasking logic that can be deployed in both soased test compression and
LBIST (including hybrid solutions) has been presented in a sequdmorks L921[197].
Recently, a hybrid space compactor has been introducg&@5hthat combines a pseudoran-
dom control of a stochastic test response compactiohl®f yvith a deterministic compac-

tion phase to cope with high Xthapdtdpeedtastse s
[77] used to detect small delay faults. Other techniques to block X states are disclosed in

patents; examples may includ®], [126], and [L48§].

Finally, X-masking schemes fdrybrid applications of test compression and LBIST
must respond tgetanothernumber of challenges and needs efigid and insystem test. A
major source of complexitin this scenaricomes from the requirement to control scan se-
lection with alow amount of data while handling a wide range of static and dynaratat¥

profiles. Many unknown states, even if clustered, are typically restrained from capturing by,

for example, DFT logic inserted during design implementation. However, thmilagte
timing violations can show up anywhere in a design, and the resxitant difficut to block
at this very late stage of a development cycle.

2.4 Deterministic in-system test and Xmasking

Another challenge for Xnasking schemes is related to the foreseen importance DiSfe
wheredeterministic test patterns are combined witsystem test compactiowith LBIST's

working only with basic fault models and reaching only around 90% fault coverage, DIST is

expected to gain adoption over the coming years. For example,-safieigl devices, com-
pliant with regulations such as the functional safety stah@&® 26262nust thoroughly test

vV a

themselves during system operations, and should a defect occur, they must put the entire
system in a safe state to avoid a system failure. Depending on the safety goal, desired fault

coverage may reach over 99%, whiohy not beachievable by a regular LBIST.

It appears that deterministguality test patterns are also needed to haBDIgfailures
thathave recently attractealot of interest47], [54], [80], [165. Their main symptoms are
typically subtle, erroneous computations. When such a failure is not detecedquickly
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spread across several services, leaving no trace or information in system logs about the de-
fect's origin. SDC failures atesuallycaused by smalielay faults that can be only targeted
by timing-aware patterns. Those test patterns must be applied periodically at various stages
of a device's life span. That creates new pesblems especially when considering defects
manifesting in corner cases or after pdsployment aging. Clearly, a deterministic test is
the only known method to guarantee the detaabibthese types of defects. To be used in
system, the deterministic test should also enable schemes based on tegeéamingonly
approach that reduces the volume of test data by employing advanced test compression tech-
niques B3], [96], and replacing all explicit test responses with a M{8Bduced signature.

The reduction ofestdata attributed ta MISR-basedcompactions meaningfuleven
within a single circuit The benefits are even more appreciable wdstateof-the-art X-
maskingschemas appliedin Systemon-Chip (SoC) designsomprisinghundreds of cores
(often forming 3D stacks)n addition, SoG may save a substantimimberof resources by
giving up on output channetbat can be reused to strengthen the input test intetfasea
vital commodity when testing SoC designs through, for exanapl&SN [40], i.e., a bus
based scan data distribution architecture that enablespagd test data delivery and facil-
itates testing of many cores with a constant cost (see also &igulzre tests are delivered
as packetized scan data on the SSN bus, and streamed through the Streaming Scan Host
nodes).

TG - - -
interface  |g 0o
l l SSN bus l I ‘ l
SSN EDT EDT EDT
interface
EDT EDT EDT
Secondary i T l 1 I l |
interface
high speed AMBA bus < < <

Figure2.8 Deterministic insystem test setup applied to-a@e SoC design using S$AD].

2.5Novel X-masking solutions

As shown in the previoushapters X-masking hardware ian essential padf many scan
selection schemes. It is, therefore, mandatory to reitlieeea especially incontemporary
designs with hundreds or thousands of scan chains that require programmable and very flex-
ible selection algorithms. To respond to these conc#ragiext chaptepresents a new-X
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tolerant tunable compactor termedXpressits modularscan selection logic allows mask-

ing X states withircontrollablegroups of scan chains and scan shift cycles. The proposed
technique helps to tolerate X's discovered very late during the design cycle so that LBIST
can still provide a desired TC. Furthermore, to facilitate aaygtem test whose TC is achiev-
able in a mich shorter time than that of a conventional LBIST, the presented scheme can
work with hybrid test points that capture fault effectsrgahift cycle into flipflops forming
separate observation scan chaitisd. Finally, Chapter 3 presents methods to find the best
control parameter settings for the proposed scan selection architecture.

A solution presented in ChapteisSintended for lowcost logic BIST applications that
typically achieve 90% coverage of simple fault models with a minimal amount of test data to
be stored. Howevegfficient as itis in LBIST, maXpress requireadditional and neviea-
tures to work withDIST. This is because of a gap between LBIST goals and DIST require-
ments manifested in:

1 the ability to target advanced fault models and attain a maximal po$sit{ebove
99% of testable faults),

1 the aggressive test time window paired with the ability to run periodic and frequent
tests in real time (especially in the automotive area),

1 reasonable test storagj@& might be of concern, if there is a need to accommodate not
only stuckat faults, but also transition, delay, or eaare failures,

1 an option to update tests based on defects seen in field returns or in new technology
nodes,

1 the ability to test selected (idle) cores while others are in a functional mode or to
perform fault diagnosis with coflevel resolution (it applies to multipleore designs
using IJTAG and SSN protocdlssee Fig. 2.8).

The X-masking scheme capable of workiwghin the frameworkof DIST is presented in
Chapter 4. While building on a highly scalable, layfigndly, and tesset independent scan
chain selection approach, the new scheme allows one to selectively block all X states. Work-
ing synergistically with methods to automate settiofghe scheme controls, it offers com-
plete observability of errors based on EBficoded test data.
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3. X-tolerant compactor for observation scan

This chapter presentmaXpress- an X-tolerart, modular, and programmable compactor
[1017], [102, deploying a new scan chain selection mechanism capable of completely mask-
ing X states, as required by manysystem or onglirectional streaming test applications.
The proposed schenaésosupportsseparate observation scan chains that, in contrast to con-
ventional scan, capture faulty effects every shift cydide their content is gradually shifted

into a compactothat also receives values from reguthains. In addition to a new layeut
friendly architecturealgorithms to automate control settings based on scan chain selection
rules deployed to suppress X stades presented

31Compactords circuitry

The proposed scheme is a part of arcbip test environment with multiple scan chains. It is
inserted outside the design core aaaisists of a few blocks, as shown in Fig. 3.1. A test
response compactor consists of an MISR, an XOR tree, and a highly moeulaskig

logic (the gray area in the figure) that outputs scan chain gating signals so that X states orig-
inating at various sm cells do not reach the MISR while observability of the remaining scan
cells is preserved to suemextent that the test quality remains uncompromised.

seeds CF-decompressor
masking
data
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Figure3.1 maXpress overall architecture
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The actual masking of the regular scan chains is carried out by scan-gigerses
located between the internal scan chain outputs and an MISR, often driven by an XOR tree.
Essentially, these devices partition scan chains into disjoint groups of almost equal size, and,
if needed, block test results leaving chains within eachpgbefiore they could enter a test
response compaction circuitry.

The scan gater (Fig. 3.2) is comprised ohauit gating logic, whera is the number
of scan chains served by a single scan gater. Cleasljs the total number of scan chains,
then the total number of scan groups (scan gaters) is givgs lain. The actual gating logic
is composed oif two-input AND gates, and multiplexers. All scan gaters are driven by a
common enable lin& which works with those scan gaters that have not been selected
through the configuration register (CR, see below). Setting a configuratieiofiipo O dis-
ables the corresponding scan gater, and the actual masking value depends exclusively on
signalE. If E= 1, then the scan gater remains transparent and channels test responses directly
to the compactor, thus making the associated scan chains fully observable. Elaging
0, however, blocks all scan chains linked with the disabled scan gatersuXwiana flops
supply signaE, as shown in Fig. 3.1. One of them acts as a shadow register trath&ave
current value ok while reloading its new content in parallel with a shifof the next data.

N L+

J

CR
S; So I E

Figure3.2 Scan gater serving= 8 scan chains.

The scan gaters are driven bg-ait CR, a reecolored item in Fig. 3.1. The purpose
of this device is to enable any desired combination of scan gaters. Since ev#op fop
CR serves a single designated scan gater, it eliminates additional address registers and the
corresponding carerters. Furthermore, there is no need to use muitiplet gates within
scan gaters, and there is no need to broadcast scan gaters address data. The GR is daisy
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chained with the remaining eship test instruments discussed in the following. The CR con-
tent is typically shared by several test patterns in a row. As a result, it is reloaded only occa-
sionally and thus is sequestered behind a configuration inserti@@IBit as shown in Fig.

3.3 in the spirit of the IEEE 1687 (IJTAG) standard whose segment insertion bits (SIBS)
allow access to embedded instruments of reconfigurable scan ck@hsJIB allows on
demand access to the CR and interfaces the same regtbta single channel used to seed
PRPG, and to deliver other tesiated data. If the CIB fliflop is set to O, CIB is set up to
bypass the CR and allows only registers&: Chapter 3.2ndE to be updated. Indeed, the

CR is unaffected in this mode by any data transfer due to clock gating. Once asserted, the
CIB flip-flop routes test data to the CR, at the same time enabling a clock signal to facilitate
a shift functionality of the CR. The shpath is established from the input channel, through
the register B, into the CR, and then the registekll changes in the CIB fliglop status are

done through the CIB enable input that allows to capture the first control bit of the input
sequence. This bit indicates whether the following sequence is to updatentagkig logic
configuration, oit is just a new content of other registers.

&

|

Enabled scan gate(their configuration bits are set to 1) receive the actual masking
values from a selector through a [&1ss shown in Figs. 3.1 and 3.2 (h&@ccommodates
8 bits). As can be seen, each scan chain can be individually blocked provided the correspond-
ing selector output is 0. The selector outputs are shared by all scan gaters, so having several
gaters enabled results in blocking the correspondiag shains in all involved groups. It is
worth noting that the scan gaters and the selector lend themselyeseleto scenarios
demanding very aggressive masking of scan chains for the purpose of observing very few or
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Figure3.3 Configuration insertion bit.
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just a single scan chain. Fig. 3.4 shows a simple summary of the maXpress control settings
for a single scan gater. We begin with a CR bit CR. If set to 0, then all scan chains of the
associated group are either masked Q) or connected to a compactir< 1). When CR =

1, the masking status is decided by the selector such that a given scan chain k is blocked
providedSc = 0, or observed otherwis&(E 1).
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Figure3.4 maXpress controls for a single scan gater.

To reduce pseudorandom PCs, maXpress may also work with observation scan chains
that capture faulty effects, provided by hybrid observation test points, every shiftidd@le [

[123. Essentially, the observation chains accumulate test responses using XOR gates placed
in the front of their scan cells (Fig. 3.1) in a manner similar to that of convolutional com-
pactors. It allowsoneto encapsulate shift and capture functionality within a single clock
cycle. The content of observation chains is continuously shifted into the compactor shared
with the remaining chains. The observation scan cells do not drive any gates of the original
desgn to prevent sequential dependencies between subsequent patterns occurring in these
chains and to avoid owesting. Selection of test points to elevate TC of pseudorandom
patterns follows the procedure presented it].

Because of their activity, it is fair to expect that the observation chains may capture a
significant fraction of unknown states. Consequently, these scan chains should not be
grouped, and have to be masked on an individual basis. A scan gatebsarvation chains
boils down to a set aftwo-input AND gates. It receives the masking signals from a selector
similar to that of the regular scan chains. However, per cycle selection data driving the se-
lector are obtained in a different fashion due to muchenaggressive »nasking require-
ments. It is worth noting th#te presented approach advocates orthogonal handling of regu-
lar and observation chains. It makesiuch easier to adapt the proposed solution in designs
with no observation scan chains.
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Table3.1 The selector settings

B-on | B-off
0 0 scan blocked
1 X scan observed
0 1 S per cycle

We will now discuss the design of a selector which containsthio registers Boff
and Bon and combinational logic to control and mask scan chains within enabled groups.
Recall that all scan gaters receive the same controls. The selector of Fig. 3.5 assumes that
each group consists of eight scan chains, similariy &gy. 3.2. There are two groups of the
selector inputs. The inputs denotedSagate individually the corresponding scan chains in a
percycle mode unless the content of registersfiBand Bon cecides otherwise. Indeed,
each scan chain is assigned a pair of control bits that determine its masking status, as shown
in Table 3.1. In response to suitablsignals on bit¥x of both registers, the selector output
kis set to 0, and thus scan chhiis blocked for the period of a complete scan unload. As-
serting bitbk of register Bon makes scan chaknfully observable. Finally, setting ik of
B-on to 0 and bibk of B-off to 1 allows masking of scan chdiras required by the current
status of iput S (this is illustrated in Fig. 3.4 by the scan chain controlled by both 0 s and 1
s). Note that Boff and Bon registers are updated via blockage inputs driven by a shadow
register B, once per pattern or a group of patterns.

zo Dt):
1 D T—>—

S; |-I_/I\ D
register B-off B-on register
- 1
B | ...

BIS

Figure3.5 Selector block.

It appears that the use of pwrcle controls is either relativehareor involves a few
scan chains only. Consequently, this type of data can be deterministically encoded and pro-
vided to the selector by a device referred to as a stgeeding decompressor, or-8&
compressor for brevity. Its architecture is shown in RBgpa. Seeds of this small
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decompressor are delivered through the same single input that is used to initialize PRPG.
Besides a ring generator and a phase shifter driving the selector inputs, a hold register is
placed between those two devices. It helps in sustaining the selectts fiopmore than a

single clock cycle, while allowing the generator to change its internal state to ensure encoding
of the next group of selection bits. Hence, one can repeat and pass on to the selector a given
SR-decompressor state for a number of congee scan shift cycles. As is typical of isomet-

ric test compressior®p], the SRdecompressor houses a circular template registersig-1

nal on its output allows the hold register to have the current content of the ring generator
entered as its next state. Because of its size, the very same template is typically used multipl
times within the duration of the same test pattern. Note that the ring generator and the tem-
plate register feature shadow registers that are-g¢asyed with the remaining schenestt
instruments.

ring generator ring generator

seed and hold register hold register
template phase shifter phase shifter
—] —]
— S, —— S,
N[ L | s AN 1L s
mask
input data
—/ \—/ |
S, update T > Sis
T~ S~

000 1 template

a) b)
Figure3.6 (a) SRdecompressor with eight outputs and (b}ddeompressor

The SRdecompressor is capable of decoding selection patterns with additional reload
points occurring asslin the template register to indicate when to update the hold register. It
is worth noting that within this framework a selection solver assumes that a single equation
is associated with all selection bits corresponding to the same output and covegadeloy a
hold period. As a result, only bits of the pe®first cycle become the subject of encoding
provided there is at least one such specified selection bit within that period. Experimental
results indicate that up to 50% of specified bits (on average) are typically handled by the
constant values of the hopetriods rather thadirect encoding, thus ensurihggh encoding
efficiency.
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A selector working with the observation scan chains has the same structure as that of
the selector shown in Fig. 3.5. It useit registers Boff and B-on, wheranis the number

of the observation chains. Similarly, thejogcle selection data available on its inpBtare

deterministically encoded and provided to the selector by a test data decompressor. However,
in contrast to the regular chains, a continuous flow compression (and henakeaddfpres-
sor)is usedo facilitate encoding of a much largeumber of masking signals. Compressed

data for the Cllecompressor (stored on chip) are delivered through a separate input (or in-
puts) along with data feeding the update input of the hold register, as shown in Fig. 3.6b.

3.2 Selection of controls

The maXpress performance depends on a method employed to select scan gaters through the

CR, and then individual scan chains by means of the selector and Bigdaling fault
propagation sites and cells that capture X statese{ls) associated with test responghbs,
following part now demonstratehow to automate selection of the appropriate maXpress

controls. As the presented
serving as many faulty sites as possible.

scheme

S

t o

wor

To reducdest data volume, several successive test responses are expected to share the
same control settings. Its selection begins, therefore, by superposing a predefined number of
test responses, further referred to as a segment. The output patterns of Higst@aieithis

process by using three groups dbi8long scan chains, each group comprising four chains.

Redfilled circles indicate Xcells, whereas scan cettswhichfault f propagatesare labeled
with numberf. When superposing test responses, the following rules are observed. First of
all, the status of >€ells is superimposed on the same cells in the remaining test responses of

the same segmeanten if these cells are fault propagation sites. This is a collateral damage

case, and it applies to faults 1, 2, and 3 in responses 1 and 2 of Fig. 3.7 (indicated by three
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0000 ®
000 020 000
@ O,
0% 0 ©» 0 0O o
@® ®OO® @ @
® @ 0 o
®0 0
000 00
@ ®

Figure3.7 Superposition of test responses.
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red-circled cells). A fault that propagates to exactly the same cell a few times (for a given
segment) is counted only once, as shown by grayed out scan cells that capture faults 6, 7, 8,
and 9. However, if a fault propagates to different locations, el soan cells yield a propa-
gation site count of that fault. The resultant superposition of three test responses of Fig. 3.7

is shown on the rightand side of the same figure.

The next step sets the CR. In terms of TC, this process is dependent on the value of
signalE. Recall that setting: to 1 enables all scan chains that feed the compactor through
disabled scan gaters (Fig. 3.4). Consequently, all scan chain groups thaickedstiXust be
enabled by having their CR flifiops set to 1. It allows the actuatiasking by means of
the seletor module. CR fligflops of the remaining groups are reset, as shown in Fig. 3.8
where, for the sake of more comprehensive illustratimre ardwo extra xfree scan chain
groupsappendedo the result of Fig. 3.7. Since the same selgutoduced dat drive all
enabled scan gaters, the corresponding groups are merged once more&€llkaade again
superimposed on the corresponding cells hosted by other scan chains.

The first row of the masking pattern (the rigtaind side of Fig. 3.8) contains six X
cells and a single site that captures fault 7. As fault 7 is also observed by two other sites in
the last row, the first rowan be blocketly setting bitdy of the B-off and B-on registers to
0, thus effectively gating the first chains of groups 0, 1, and 2. Furthermore, as there are no
X-cells in the last row, settingg of B-on to lletsthe fourth chains in groups 0, 1, and 2 to

configuration bits
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Figure3.8 Finding maXpress controls fé&r= 1.
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be observed in their entirety. Meanwhile, the two internal rows feature a mixtureeafsX

and fault propagation sites. These rows are handled by the selector (recall theeuitis,

of the Boff and B-on registers must be set to 1 and 0, respectively) in such a way-that X
cells are masked, whereas faults 5 and 6 are let to go. There is no need to encode separately
selection bits for faults 8 and 9, as these faults are observedastinew. Savings like this

one increase the likelihood of succes&incoding of other selection bits.

As can be easily verified, the above assignments let all faults but four enter the com-
pactor. However, we also need to consider another scenario Bigeset to 0. Within this
control, all scan chains governed by disabled scan gaters are blocked. Scan chains with X
cells can be, therefore, masked either by means of the selector or by disabling certain scan
gaters, while having set to 0. This dual functionality may allow us to observe more failing
scan cells than those of the approach presented prex{ail E set to 1). For that, however,
onewould need to examine® 2lifferent setups of the CR, whegels the number of scan
gaters. And only after that one can decide which selection of enabled/disabled scan gaters
delivers the best performance of maXpress. For the running example, consider the CR shown
in Fig. 3.9 that disables scan gaters 0 and 2. Hallcecan chains of groups 0 and 2 are
blocked because & = 0. The remaining groups are processed by applying the previously
mentioned rules. As asalt, faults 16 and 9 are observed. Note that in this case, there is no
need to employ individual selection bits at all.
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Figure3.9 Finding maXpress controls f@& = 0.
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3.3Weights assignment

Given hundreds of thousands of scan cells and millions of faults, a slow processing of long
fault lists associated with scan cells (or scan cell lists associated with faults) is needed to
determine the actual TC for a given content of the CR. To allahigtproblem and to avoid
an exponential growth of the CR states, this registasetup through a greedy approach
resembling a hill climbing paradignvioreover,lists of faults for propagation sitese re-
placedwith the corresponding fault weights, ahén weights of scan cells.

A gi ven f awuslthe inersenotits grépagation site coonthat isw = 1/c.
This weight is linked with all different propagation sites of the faMithin the superposition
of test patternsa scan cell receives a weight obtained by summing up all individual weights
of faults propagating to this particular site. For example, fault 4 (Fig. 3.7) propagates to two
different scan cells, so its weight equals 0.5. Similarly, fault 7, as readiries different
scan cells, gets 0.33. The resulsaperposing of the three responses of Fig. 3.7 in terms of
weights is shown in Fig. 3.10. The last but one cell in the fourth scan chain gets the value of
1 =0.5+ 0.5 as a sum of weights associated with faults 8 andélsxget the Qveight.
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Figure3.10 Scan cell weights.

Groups of weighted scan cells can be superposed in such a waydbbs ¥rce 0
weights on the corresponding cells in other groups, whereas weights of the remaining sites
are obtained by summing up weights of the corresponding cells. Finally, thamegutiup
weight is equal to the sum of individual weights over all cells of that group. For example, the
weights of the groups of Fig. 3.10 are equal to 1.3, 5.5, and 2.1, while the weight of a super-
posed group is going to be (as can be easily verifigd)This metric is used as a primary
figure of merit to assess the performance of the scheme in the selection settings procedure
presented in the followingassage

As soon as all cell weights are determined, finding the best setup of the CR proceeds
as follows. LeH = [hg 7 .. h1 ho] be ag-bit binary vector representing the CR, ite.7 1, if
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kth stage of the register is set to 1. Starting with its randomly selected initialtlsteftest
step is tacompute a weight of the resultant group obtained by superposing groups associated
with the enabled scan gaters, i.e., those for wihiehl. Subsequently, the following process
iterates.The current state oH is inverted one bit at a timeto find the resultant weight of
groups being superposed. Note that throughout this step, either an additional scan gater be-
comes enabledr a sefar-active scan gater gets disabled. Having determined the weights for
all g inversions, we pick, in a greedy fashion, vedtowith a bit whose flipping yields a
weight higher than do any of the other bits. Then the procesluspeatedor the current
state ofH except the bit whose inversion was the most effective in the previous step. Alt-
houghonemay need to compute weights upgfadimes, computations for all inversions are
independent, and therefore can be easily run in parallel. The@elpicess continues until
the method fails to produce a weight higher than the best value obtained so far and represent-
ing the current state dfi. Typically, the above selection process is repeated a number of
times, as a final result may depend on the initial (random) stdte Gfiven the ultimate
solution, theobtainedTC is used to compare this scenario against the approachtwith

In summary, it is immediately clear that every segment of test responses is deployed to
arrive with a separate set of maXpress control settings. Fig. 3.11 sketches out the maXpress
controls selection flowrirst, all response patterns a segmsrtomprised oére superposed
For E = 1, it suffices to determine all groups that featureeXs, set the CR fliflops of
these groups to 1, disable the remaining scan gaters, and merge all enabled groups into a
single one. That allowsomputation off C, i.e., the number of faults whose propagation sites
have not been canceled out by X values.Ba10, the greedy optimization procediseised
to determine the best setup of the CR with respect to TC. Having found the coverage numbers
for both scenarios, we pick the one that yields better result and proceeds with finalizing the
selector setup by assigning the appropriate values to-tfedBidB-on registers, as well as
by choosing the individual selection bits, whenever it is necessary. If thetisnooepres-
sion is unable to encode all selection bits because of constraints imposed by available seed
variables and the size of the test templates shouldeduce the number of selection bits by
gating the least crucial scan chains through setting the corresponding bits of regafters B
and Bon to 0.

Interestingly, a large body of experimental evidence shows that a rate of Edtiidg
versus havinde de-asserted is clearly a circtdependent factor, and it is primarily deter-
mined by scan architecture, the number of the scan gaters, and the last but éidhéeast
distribution of X states across test responses. Back to Fig. 3.11, if there ard stdidenses,
the method goes back to form a new segment of patterns and to create their superposition.
Otherwise, the procedure terminates.
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Figure3.11 Control setting selection flow.

3.4 Masking observation scan chains

Whereas regular scan chains may capture X states only once per pattern, the observation scan
chains can do that repeatedly in apgele mode. As a result, a single X value may invalidate
several faulty effects on its way to the serial output of a scain.chhis is illustrated in Fig.
3.12 for a 4bit observation chain.

The lefthand part of the figure lists variables representing a circuit response that enter
the observation scan either during regular capture €dleingleindex variables, by, ...),
wherek =0, 1, 2, ..., or during scan shift cy&e (doubleindex variablesy;, by, ...), where
j=0,1, 2, 3. The variables are gradually X@dR as indicated by the diagonals, to yield the
final responses shown on the rigtend side of Fig. 3.12. Each variable represents either an
X state (red circle) or a fault ID (blue circle). It is ignoredothing has been injected into
the observation scan at a particular location and time. Clearly -Ii@RBn X with another
combination of variables yields X. Adding several fault IDs produces a list of faults being
observed at the corresponding stagéhefobservation scan unless two fault IDs are identi-
cald they cancel each other as a result of aliasing. Successive responses, corresponding to a
given segment of test patterns, are then superposed, as shown in the figure, using the same
rules as stated ale (except of having the same ID fault several times; such a fault is counted
only onceas there is no error aliasing in the superposition process).
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Figure3.12 Superposition of signals in ablt observation scan chain.

Now the superposed test responses become the subject of the scan chain selection pro-
cess that partially resembles the approach presented earlier for the regular scan chains. First,
we identify X-free observation chains and exclude them from further asaitsigether with
faults propagating to these chains. They will be unconditionally observed by asserting the
respective bits of the registerdh so as to reduce the encoding burden on thdeCbm-
pressor. For the remaining fayltssingtheir propagatiorsite counts, every cell that cap-
tures a given fault iassigred aweightw = 1/c, as shown in Chapt&3 (a fault propagating
multiple times to the same cell is counted once within a given segment of patterns). Recall
that X-cells receive the value of 0. Moreover, cells that capture neither X nor an error are
assigned a small, nonzero weight. The actualdinggphase begins by sorting a lisof the
nonzero observation scan cells such that they are in order by largest weights. As with the
regular scan chains, all peycle gating signals are represented by linear functions of mask
variables injected into the Gdlecompressor. Initially, the sef gating equations is com-
prised of expressions corresponding to atiefls. Clearly, the righbhand sides of these equa-
tions are assigned the logic value of 0. The main loop of the encoding procedure expands the
set of equations by adding an expressiomesponding to the first element on thellisthen,
it tries to solve the current set of equations and removes the first item from the list, continuing
until the list is empty. If, at any stage, the equations are not solvable, then the newly added
eqguation is deleted and the corresponding gatimpkig discarded. Note that the rigtand
sides of all equations taken from the listare always assigned the logic value of 1. It is
crucial to observe that equations representing both Xs and errors tareegessarily
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associated with their actual propagation sites. This is because of how-tlec@rpressor
hold register is updated.

The encoding procedure partitions a superposed test response intoldecksabm-
prising certain number of consecutive clock cyatesucha waythat there are no observation
scan chains that capture both Xs and errors inside the blocks. It alietesrepeat the same
gating signal many times in succession by using the hold register storing a state that the ring
generator entered at the beginning of a block. Hemesgan coskeffectively encode identi-
cal data such as clustered Xs or multiple errors. The block size is determitiexhbifity
to encode data within its boundaries. The encoding process begins with a block and the cor-
responding state of a ring generator which should be applied first, and it gradually moves
toward the end of a test response. As long as the gating signdls encoded, the algorithm
works by repeatedly increasing the size of the block, and by including successive equations.
At some point, a solution may not exist anymore. This particular time frame is then assigned
a new block (a reload point), and thegadure continues. It is worth noting that observation
scan chains that capture exclusively X states are unconditionally blocked, as shown in Table
3.1. The same rule applies to those observation chains that capture errors, but none of them
have been evendily added to the set of gating equations. Finally, observation cells with
small weights can also be taken into account, the encoding capacity perrtitsimpssible
to include unmodeled faults that may propagate to the observation scan chains, as well.

3.5 Experimental results

A. Regularscanchains

This chapterreports several experimentsth eight large industrial designs having all com-
ponents of the solution on a chip. In this section, the benchmark designs do not use the ob-
servation scan technology. The experimental results addressing the presence of the observa-
tion chains are presentén Section3.5B. Table 3.2 listsnajor characteristics of test cases

used in the experiments: the number of gates, the number of scan cells, and the scan archi-
tecture. MoreoveiTable 3.2 containthe following metrics:

1) the number of control and observation points used in each design, and the number of
stuckat faults;

2) the erroffill rate, i.e., the fraction of scan cells that capture faulty effects, averaged over
all test patterns;

3) the total number of scan cells-€€lls) that capture, at least once, X states across all test
patterns;

4) the total number of scan chains-€Kains) that capture, at least once, X states across all
test patterns;

42



Table3.2 Circuit characteristics

Test cov-| Pattern

Gates Scan Scan Test points Stuckat faults Erroril X-cells | X-chaing Testcov- erage | count
cells rate erage

CP oP w/Xs ISO

D1] 1.30M | 76.9K | 1,200% 65 | 1,029 | 2,362 | 3,925,255 | 4.94% 82 60 91.00% | 89.41% | 5,120

D2 1.34M | 78.1K | 1,200% 66 | 976 | 2,479 | 3,876,452 | 5.15% 83 48 91.17% | 89.57% | 4,608

D3] 1.12M | 86.9K | 5283 169 | 952 | 1,818 | 2,425,160 | 2.34% 96 11 91.80% | 89.77% | 4,928

D4] 1.75M | 119.3K| 7293 175 | 1,229 | 1,183 | 3,176,430 | 2.54% | 126 51 91.79% | 87.43% | 3,456

D5] 2.57M | 194.2K | 8173 242 | 1,365 | 2,608 | 4,831,590 | 2.14% 102 16 92.71% | 91.00% | 2,112

D6 | 6.66M | 294.8K | 1,2363 242| 2,329 | 3,603 | 8,967,807 | 2.51% | 105 49 91.66% | 89.45% | 2,624

D7 ] 3.73M | 207.4K| 9002 237 | 2,771 | 3,731 | 8,480,378 | 5.77% | 107 54 91.40% | 89.61% | 5,184

D8 | 14.2M | 899K |3,163% 291| 2,418 | 1,600 | 30,513,081 | 5.41% | 317 63 90.83% | 89.92% | 6,848

5) the reference TC of 10 K pseudorandom patterns, recorded at the scan cell outputs, i.e.,
assuming that there is no test response compaction;

6) the reference TC of 10 K pseudorandom patterns, recorded at the output of a compactor
masking individually Xchains for a duration of their entire unload,

7) the pseudorandom PC necessary to comply with the functional safety standard ISO 26262
and its Automotive Safety Integrity Level D (ASIL D) ratings that call for the 90% TC
target [/9] (again, assuming no test response compaction).

It is worth noting that errors may occur in clusters; local diliorates can be therefore
higher than the average values. In particular, it applies to the first groups of patterns that have
much higher error fill rates than the remaining responses.

Table 3.3 summarizes the results of the experiments with the proposed scan selection
logic enabled. For each circuit, the following information is provided:

1) the TC of 10 K pseudorandom test patterns;

2) the PC of tests needed to regain the 90% TC target;

3) the total number of control bits (CB) per segment necessary to operate maXpress; CB
multiplied by the number of segments gives the total number of control bits;

4) the second (real) metricin the column CB is the number of segments that maXpress
can deploy, if the total number of maXpresed control bits was the same as that of a
reference scheme masking individuadlgcan chains for a duration of their unload, i.e.,

} =s/CB;

5) average observability (OB+) of scan cells which capture neither X states nor errors; this
figure of merit can be used to asskstuitous TC, i.e., the odds that an unmodeled fault
can be detecteiflit propagates to scan cells which are not observed on purpose.
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Table3.3 Experimental results the group sizell2s .

The number of segments
1 2 4 8 10 CB

TC % 70.99 75.93 84.69 90.24 90.54 162
D1|PC 82,048 51,264 20,544 9,024 7,232 } =74

OB+ % 44.68 43.88 47.19 52.08 51.35

TC % 73.76 77.66 83.45 90.51 90.77 162
D2|PC 92,224 46,144 23,104 8,320 7,232 } =74

OB+ % 51.16 51.9 46.90 57.54 60.86

TC % 86.12 87.48 90.42 91.82 91.89 131
D3| PC 30,784 20,544 8,448 5,952 5,184 } =4

OB+ % 88.95 89.42 90.72 92.93 93.83

TC % 69.51 74.46 86.90 90.58 91.00 141
D4|PC 92,288 61,568 18,368 8,448 6,912 } =5.2

OB+ % 62.83 62.28 67.22 65.99 72.91

TC % 82.73 85.80 90.76 92.49 92.56 145
D5|PC 71,744 30,784 7,744 3,904 3,136 } =56

OB+ % 83.99 83.46 84.63 78.97 86.18

TC % 64.24 71.01 83.39 90.98 91.19 165
D6|PC > 100K 66,752 20,544 7,744 6,208 } =75

OB+ % 56.38 56.76 58.22 66.93 68.70

TC % 72.88 78.57 85.14 90.45 90.58 149
D7|PC 72,128 43,200 20,544 9,024 8,256 } =6

OB+ % 62.73 61.01 55.08 69.24 66.48

TC % 71.93 75.02 84.92 89.37 90.00 225
D8|PC > 100K > 100K 35,200 12,224 10,240 | } =141

OB+ % 64.72 63.88 66.11 72.19 72.89

In all experiments but one, maXpratploys a 3bit SRdecompressor with a 33t
templateThe presented resulisryin the number of segmentghich implies different rates
of control reloads. It also determines the amount of test data represented by the number CB
of control bits. Recall that CB comprises the content of the following storage elements: the
g-bit CR, the registersBff and B-on, the SRdecompressor seed and the test template, plus
bit E. Given the numbes of scan chainspneneed to store a total of + 2s/g + Seed +
Template +1 bits per load. To minimize the number of ffipps, one should find a value of
g for which the abog formula assumes its minimum. As can be easily verified, the desired

number of groups is given lgy= 12s. Consequently, the experiments are run for the number
of groups being equal t#2s . Because of its size, design D8 uses-hi6&Rdecompressor
and doubles the number of groups.
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The number of Xcells in designs of Tabld.2 ranges from 82 (D1) up to 126 (D4).
Clearly, sites that capture X states as well as the likelihood of this occurring may shape the
final results. For example, X states populate quite a few scan chains in almost all designs in
a uniform manner across aflst patterns, whereas there are only a feshXins in design
D3 where the vast majority of scans has no unknown states at all. It appears that the ability
of the scheme to work with different sets of groups (scan gaters) allows maXpress to address
these challenges in an efficient way; see results collected in 3.8bla particularwith the
increasing number of Xhains, the new scheme appears to be much more robust and flexible
than conventional solutions (compare the coverage numbers in the last but one column of
Table3.2and the corresponding results in Tab®. Data reported in Tab3indicate that
test coverage increases with the increasing number of segments, whereas the corresponding
number of test patterrsystematically decreas As a result, one can tradé#f these factors
against a test data volume (the number CB of bits) necessary to control maXpress with the
varying number of segments. It is also worth noting that themasking hatow impact on
the test quality, as shown in rows OB+. Indeed, the average observability of scan cells, in-
cluding those not directly protected by them@asking scheme, remains very high and, in
particular, guarantees detection of several unmodeled faults.

Fig. 3.13 plots more detailed outcomes for design D4 while observing test coverage
and sweeping the number of applied test patterns. The experimental results consist of five
curves:
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Figure3.13 Test coverage for design D4.
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1 the reference test coverage recorded at the outputs of scan cells (a blue curve),

i test coverage observed on the output of a compactourse by maXpress while
partitioning test patterns into 4, 8, and 10 segments (a yellow, green, and red curve,
respecively) of equal size; recall that the number of segments corresponds directly to
thenumber of maXpress configurations,

1 the reference test coverage seen at the output of goaotar disabling individually
scan chains for the entire period of their unload (a black curve; see als@Pable

Clearly, significant parts of curves representing the reference coverage and that of 10
segments lie close to each other. Given a minor (or in some cases negligible) difference be-
tween these two cases, one may conclude that the new scheme offers velysgooability
of scan errors even in the presence of a gross number of X states. In other words, maXpress
does not compromise test quality, and this is accomplished in a vemgfiaasive manner
see the amount of test data needed to control the sébepseh test case. This trend occurs
systematically across all designs, including those not reported here.

For the sake of summary, Tallle brings back the key results presented in¢hapter
Besides two reference test coverage metrics of TaBlat lists three maXpregsroduced
outcomes: (1) test coverage achievable for the same amount of control data (TCCD) as that
of the scheme masking individuaByscan chains for a duration of unload (it negdsntrol
bits), (2) the best test coverage (BTC) achieved (typically for 10 segments), (3) a difference
D between BTC and the second reference. Clearly, maXpress outperforms the conventional
X-maskingschemand comes c¢cl ose to the upper bound re
compactiono) where test coverage is recorded

Table3.4 Test coveragfb] summary

References maXpress
no WIXs TCCD BTC D
compaction
D1 91.00 89.41 90.24 90.54 1.13
D2 91.17 89.57 90.51 90.77 1.20
D3 91.8 89.77 90.42 91.89 2.12
D4 91.79 87.43 86.90 91.00 3.57
D5 92.71 91.00 90.76 92.56 1.56
D6 91.66 89.45 90.98 91.19 1.74
D7 91.0 89.61 85.14 90.58 0.97
D8 90.83 89.92 90.00 90.00 0.08

B. Observation scan chains

Essentially, experiments described in the followsegtionare parallel to those of the previ-
ous section. This time, however, the same designs as before (industrial cores) deploy a certain
number of observation scan chains replacing a similar number of the regular chains. As
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adding the observation scan to an original core changes #Helastd functionality, in par-

ticular locations and breakdown of test points (note that almost all observation points are now

feeding exclusively respective flipops of the observation chapTable 3.5 listsll relevant

characteristicagain Note that the reference TC metrics reported in Table 3.5 have the same
definition as that of Table 3.2, including observation scan cells. The number of faults is in-

creased due to additional logic asisted with every observation scan c&te basic data of

test coresarealready available in Table 3.Zable 3.5 containghough,additionalcharac-

teristicsd/v of the CFdecompressor, whekis its size, and/ gives the number of input

channels (it accounts for a separate -i
celandoctmdi nso refer exclusively to the
Table3.5 Circuit characteristicaith observation scan
Ovseriator CF docor TS | Stuckat | E10ul | ot x| 1% | coueagel P

cp | op 99 wixs
D1 34 x 63 32/3 1,278| 2,113| 3,943,552 | 54.92% | 1194 32 93.82% | 89.20% 512
D2 39 x 64 32/3 1,367| 2,088| 3,953,440 | 44.41% | 1201 33 92.66% | 89.27% 1024
D3 6x 174 32/2 1,726| 1,044| 2,452,660 | 26.45% | 534 4 93.80% | 89.81% 1344
D4 3x162 32/2 1,823| 589 | 3,190,925| 42.19% | 261 3 92.02% | 86.28% 2688
D5 4x 233 32/2 3,041| 932 | 4,861,675| 30.84% | 302 4 94.31% | 89.55% 640
D6 8 x 262 32/2 3,839| 2,093| 9,084,951 | 35.52% | 615 6 91.84% | 89.58% 2496
D7 7 x 238 32/2 4,838( 1,664| 8,634,398 | 35.15% | 1403 7 95.52% | 88.72% 706
D8 3x236 32/2 3,310| 708 | 30,581,516 46.37% | 644 3 92.60% | 89.64% 3136

in Table 3.3. Also, the average observability of scan cells, including tbossrgeted by the

nput
obse

The results of experiments involving regular and observation scan chains are summa-
rized in Table 3.6. The entries regarding TC, the PC, and the average observability of scan
cells have the same definition as those of Table 3.3. Recaththtablerepors TC of 10 K
pseudorandom test patterns and the number of tests needed to regain the 90% TC target. The
column CB of Table 3.6 provides the tataimberof test data used to operate selection logic

of maXpresgper segment, including bits received by-@&€ompressor. The latter number is

eqgual to the product of the number of input channels and the number of scan shift cycles plus
the size of the decompressor, i.e., variables uploaded during the decompreabpatiih
As can be seen, the TC of 10K pseudorandom test patterns is elevated in a very sys-
tematic fashion, whereas tests needed to regain the 90% TC target are shorter than those listed

X-masking scheme, remains very high. As a result, one may conclude that maXpress is ca-
pable of successfully working with the observation scan chains in such a way that their basic

functionality is preserved despite of X states, and, ightrbe expected, given a PC, the use

of observation scan increases the resultant TC, or alternatively it reduces PCs given a target
coverage.
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Table3.6 Observation scan resultghe group sizell2s .

The number of segments

1 2 4 8 10 CB
TC % 74.15 77.14 87.04 92.95 93.13
D1|PC >16K | >16K | 15,360 | 6,400 5,120 455
OB+ % 38.37 35.69 41.58 43.79 50.05
TC % 78.60 82.42 87.51 92.31 92.56
D2 |PC >16K | >16K | 12,864 | 6,144 | 4,416 470
OB+ % 52.04 52.9 54.08 52.56 58.87
TC % 88.55 90.00 92.28 93.53 93.@0
D3|PC 10,688 | 10,240 | 5,120 3,264 | 3,072 535
OB+ % 85.10 84.82 85.93 88.39 89.26
TC % 73.47 77.32 87.79 90.75 91.31
D4 |PC >16K | >16K | 15,744 | 7,744 | 6,464 501
OB+ % 57.5 57.27 61.30 60.75 55.16
TC % 83.45 87.58 91.03 92.07 92.14
D5|PC > 16K | 15,424 | 7,680 3,456 3,072 681
OB+ % 79.27 81.81 76.54 79.66 84.0
TC % 67.23 72.44 84.05 91.10 91.33
D6 |PC >16K | >16K | 15,488 | 5,952 | 4,416 737
OB+ % 52.01 51.24 53.62 60.89 58.49
TC % 70.28 76.49 87.29 93.52 93.83
D7|PC >16K | >16K | 11,328 | 5,120 | 4,160 671
OB+ % 55.82 56.13 41.08 58.43 60.37
TC % 73.16 75.78 85.51 91.23 92.09
D8 |PC >16K | >16K | >16K | 8,192 6,272 735
OB+ % 55.2 53.51 58.47 65.65 67.96
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4. Masking unknown values in deterministic insystem test

The following chapter introducesiatherusertunable Xmasking schemgl03], [127. It

works synergistically witlnon-chip testcompression logic by employing encoded test data

to completely filter out unknown values that otherwise might reach a test response compactor
such as a MISR or test result stidigs used by the eohip compare frameworkioreover,
methods to select control settings employed by threasking scheme to suppress X states

in both per pattern and per cycle modes discussed

4.1 New scheme vamaXpress

Although Xmas ki ng i s regarded a mature area of
Law coupled with evemcreasing complexity in architectural design creates a need for new
methods that could be used to handle X states in aeffestive manner, espiadly with
respect to the resultant hardware and optimal place and route. In response to these challenges,
a new Xxmasking scheme, called maXpress, has been proposed in the previous chapter. It
wasdesigned to maskut X values in logic BIST while (1) pres/ing the around 90% fault
coverage (2) with the relatively small amount of test data. Consequently, maXpress works
with relatively large clusters of pseudorandom patterns that share a reasonable amount of
controls suppressing Xs per pattern and per cycleserdefined tunable structure of maXx-
press allows grouping of scan chains. As a result, it offers-tfisi®etween test logic com-
plexity, the collateral damage caused bgpreventablenasking of nosX values, the result-
ant test coverage, the test time, as well as test data needed to cantaskig itself.

However, as mentioned in Chapter D5ST requirements are much highlkanthose
of logic BIST, and have a namegligible footprint on any »nasking scheme serviiST.
This is confirmed here, as thibapter introducgea technique to filter X states out of re-
sponses produced within a DIST environment. It builds on certain architectural principles of
maXpress to let the new scheme become reusable in the LBIST mode. Still, the new scheme
is tightly integrated with the EDTechnology 146 so that masking of Xs is controlled by
EDT-encoded test data, i.e., data shared with tespoession logic; this is done for each test
pattern individually. Accordingly, it makes the entire approach compatible with sequential
test data decompressors acting as PRPGs in test compression/LBIST hybwdser, t
implieschanges in maXpress scan gaters and requires novel algorithms to select scan chains,
pick the corresponding masks, integrate ATPG, reduce the amount of control data, and run
fault crediting.
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42Compactoro6s circuitry

Fig. 4.1 shows a new test response compactor design. A modutasking logic (the grey

area in the figure) outputs scan chain gating signals to block Xs originating at scan cells. The
usual ATE input interface is replaced (if needed) with anldp memory storig compressed

test patterns and control data, while test responses are channeled to a MISR through a group

of XOR trees (spatial compactors).

EDT decompressor

elep 153}
passaidwor)

Jo1d9|as

GR,

ol

Figure4.1 Test response compactor overview.

Modular
X-masking
logic

The actual blocking of test responses, captured by the scan chains, is carried out by
scan gatersThese devices are located between the scan chain outputs and the MISR. One of
the key structural features of the scheme is its equal grouping of scan chains such that each
group is served by a dedicated scan gaternllet the number of scan chains served by a
single scan gater. As can be seen (#ig), it is comprised of 2 2-input AND gates and

—

S70 IR7.0

Figure4.2 Scan gater serving= 8 scan chains.
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3-input OR gates. §is the total number of scan chains, then the number of scan groups (and
thus scan gaters) is given §y= s/ na

Scan gaters are individually controlled by the corresponding segmentshof eon-
figuration registe{CR) and ay-bit group registef(GR). The first register enablégper pat-
terni a desired combination of scan gaters. The second one aims to increase observability of
X-free groups, as detailed @hapter 4.3There is also an-bit index register(IR) that is
shared by all scan gaters, as shown in &if. This control allowsleactivaion of masking
of kth scan chain from every group by settingrabit of IR to 1. Clearly, this should be done
only if kth scan chain of every group isfk€e. All registers described so far are daibgined
with a 2h-bit register B (Fig4.3) to allow test data upload. As can be seen, all registers come
with shadow counterparts to ensure updates at a proper time. As a result, reloads of the reg-
isters with new content can occur in parallel with a shifif data for the next pattern.

test data
clock update

B-on / B-off
A
5193151831 dnouo 3 uonelngyuod

Index register

—

" ‘[& update

Figure4.3 Feedingdaisy-chainedcontrolregisters.

Scan gatersnabled by CR receive masking data frosekectorthrough a single bus
S (in Fig. 4.2the bus width is equal to 8). The selector consists ofntlvib registers Boff
and Bon, and a simple combinational circuit that intakes primary inputs deno@drag.
4.4). SignalsC are intended to filter test responses of corresponding scan chaingein a
cyclemode unless values stored in registexsBand B-on decide otherwise. These registers
are reloaded once per pattern. Each scan chain is assignedtkadd bits. Ikth bits of
registers Bon and Boff are both set to 0, then scan chiaia blocked during the entire scan
unload (the selector output iS set to 0). Setting theh bit of B-on to 1 makes scan chan
fully observable. Finally, deasserting the very same bit while asserting the corresponding bit
of B-off allows us to mask scan chaiper cycle by means & inputs. It is worth recalling
here that all enabled scan gaters receive exactly the same ca¥trotstrol signals used
by the poposed scheme are summarized in Table 4.1.
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Figure4.4 The selector block.
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There is a large body of experimental evidence thatpee control settings are usu-
ally used for just a few scan chains. Therefore, data occurring on i@pcas be EDT
encoded and delivered to the selector by the ED&hgmdecompressor. This is a key finding
for the modus operandi of the test response compactor shown #hiFigor further details
on how to master steps needed to make 6B3ed compression part of themasking see
the nextchapters

Table4.1 Control signals

Name Purpose Update

GR Selectgroupsof scan chains to be observed

IR Selectindexedscan chains to be observed

- Per pattern

CR Selectgroupsof scan chains to be masked by S

B Mask/observe indexed scan chains in€§dRectedyroups

C Mask/observe scan cells in &Rlectedyroups

Per cycle

S Controls shared by CRelectedyroups y

4.3 Mask generation

Selection of masking (or gating) signals plays a key role in the proposed test scheme. With
three levels of masking, finding values used to either block or observe groups of scan chains,
individual chains, and finally individual scan cells, is a nontrigi@icess. Thishapterpre-
sents an automated method that aims at assuring observability of scan cells which are unique
fault propagation sites while reduciag overmaskingf nonX values.

We begin by setting the group register GR, and then, orthogonally, the index register
IR. These registers are dominators of the entire masking logic, as can be seef.ih Hig
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group register GR allows one to observe those bundles of scan chains that are efrily X
Furthermore, if there are-Kee scan chains in all groups, and these chains have the same
index, then the index register IR unlocks them by sharing the condisgobit with all

groups. Faults that propagate to scan chainsddRR-unlocked are detected by default (ex-

cept an unlikely event of aliasing), and therefore they are not processed any further. In par-
ticular, they do not play a part in generation ofgids, as described below, thus raising the
chances of other faults to be observed and detected. Moreover, the use of GR and IR increases
the observability of cells that do not capture target faults. This, in turn, may increase the
likelihood of detecting mmodeled faults propagating to scan cells that are not observed on
purpose.

The next paragraphs will use the following notion. A fault detected tgst patterns
will be designated ag-D, e.g., 1D, 2-D, 3-D, etc. In particular, faults detected by just a
single test pattern {D) are often referred to as essential faults, and they are the most crucial
ATPG targets.

Scan chains not served by GR and IR are put through an additional mask generation
process that resembles the approach presented in Chapter 3, although masks are determined
individually per patternrather than a group of patterns. Consider the example shown in Fig.
4.5, Here, there are ten scan chains, each comprising eight scan cells. These scan chains are
split into two groups. Let us also assume that there are three test pattétnsid B. The
following descriptionwill demonstrate how to obtain weights forest response correspond-
ing to the first pattern @. Propagation sites of Xs {¥ells) and faults are indicated by red
and labeled circles, respectively. While certain faults are detected (and thus observed) more
than once, special attention should be paid to faldtected by just a single test patfern
further referred to as 1D faults. In principle, such faults are the most important ATPG targets,
and hence to guarantee their observability is of primary concern. As faults from A to G belong
to the clas of 1D faults (they are only detected hy, Rl their propagation sites are assigned
a weight equal to 1, even if some of them propagate to multiple sites, such as faults B and F.
Following this convention, X cells get the 0 weight. Faults H, J, K, and L (blue circles) are

P, P, P, P,: weights
o 0 0 @ ® 1 1
00 0 (H]
o 0 0 0o ®) 1
00 0 0000 (0o]oJo]o]
2 00 000 © 00 1 (0] 0
<
He og 0 000 °o
= o: 0 B
o 0000 00 000 OnD: DD
000 ® ® 1 1
00 o (>} 000 © [0]o]o] 1

Fiaure4.5 Generation of weiahts for 1D faults
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also detected by patternsdahd R. Hence their propagation sites are not assigned any weight

as far as the response corresponding to patteisiddncerned. However, if they cannot be
observed after applying masking signals for patterrfidalts L and H will become 1D faults

in a test response corresponding ipwhile faults K and J will get the same status in a test
response obtained after applying pattesrnlRe same rule applies to gD faults,q> 1: in

the worst case (they are maskedduéstinqi 1 t est responses) each
get the status-D and will be subjected to the weight generation process.

The weights associated with successive observation sites are subsequently used to su-
perpose groups of test responses, as illustrated i lBigX-free scan chains with fault ob-
servation sites as well as chains with no observation sitéeé but having Xs are ena-
bled/disabled using a proper combination eb®B-off values. Back to Fig4.6, the first
scan chain of every group is to be observed by asserting the first bit ofchedgjister,
whereas the last scan chain of every group will be blockeddeasserting the last bits of
B-off and B-on registers. The remaining scan chains receiveyse data from the selector
(see the nexthapte): Xs are masked with the value of 0, and faults are observed with the
masking values set to 1. It is worth noting that some fault observation sites may overlap with
certain Xcells when superposing groups of test responses. As maskingedisXs manda-
tory, it will inevitably result in ovemasking of faults. The mask selection has to take account
of this fhenomenon.

1 X-free chain
(oJoJo]o 1
! (o] o) [ o BNl o [ 0 | Per-cycle,
K : (0] o] control
| ) vihc
D: 0 B (0] o] o) (0] o]
nn 1 nn D-free chain
1
(0]o]o] 1

Figure4.6 Superposition of groups.

Selection of controls is an iterative greedy process as outlined id.Fipr a single
pattern. It uses gebit binary vectoH = [hg.1 € h1 ho] representing the configuration register
CR, i.e.,hk =1, if kth stage of the register is set to 1 (recall thstthe number of groups).
Essentially, after random initialization &f, the method inverts successive bitsHband
check the resultant masking solution, keeping the best one, i.e., a group selection that yields
the largest population of 1D faultshwh are observed. It then becomes a starting point for
the next iteration. Typically, N = 3 repetitions of the outer loop (including random initializa-
tion of H) suffice to find the best masking configuration. If there are several masking
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configurations with the same number of observable 1D faults, the number of other faults
observed fortuitously is used to break a tie. Having determined the group selection for a given
pattern, a list of 1D faults can be updated. Furthermore, faults whesevability could not

be secured have their status changed fybrto (gi 1)D, with 1D faults becoming new addi-

tions to their list.

Maximum sum M« 0O
while thenumber of iterations is less than N
select randomly initial state &f
Temporary maximum sumd O
do
for each bit inH
set a given bit to its opposite value
compute sum S of weights
if S>TthenT« S
setH to the value of the best vector resulting in T
while T changes its value
if T>MthenM « T
update list of 1D faults

Figure4.7 Finding masks

4.4 Encoding of masking cubes

It has beemdemonstrated earlier how to determine thepatern content of the configura-
tion, group, index as well as-&f and B-on registers. The control signals that can be con-
trasted with these settings are masking values provided through the selectdC inpafser
cycle regime (Fig4.4). As shown inChapter 4.2these masking signals are to be E&IF
coded and delivered by the main EDT decompressor. Hence, encoding of a given test pattern
p is precededy an attempt to encode a masking cube associated with the previousgpattern
T 1. This procesgan be characterized as follaws

In principle, a twedimensional masking cube consists of as many cycles as the scan
chains length while the number of rows matches the number of scan chains per group. Its
entries are set to O or 1, if one needs to mask Xs or enable fault observatioespadively.
These rules do not apply to the entries that are observed or blockedrbgrial Boff regis-
ters. Al | the remaining 78 Backto EBigd.6,amaskimgon s i d
cube corresponding to the superposed pattern (thehagit side of the figure) would have

the following form:
| T Y O B I B |
0107V 07 ii
i001i 00i
ii1000O0i
C T
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Starting withq = 1, the process of forming a masking cube (see alsatR”gbegins
with the creation of a list comprising all sites observirgp faults. Recall that they were
obtained as a result of group superposition (#if). The list is sorted in descending order,
i.e., an entry with the largest countghi faults comes first. After filling a masking cube with
Os corresponding to all-Bells (this initial step is mandatory to ensure that all X states will
be blocked), we iteratively pick the first item bst L, set the corresponding entry of the
masking cube to 1, delete that item from the list, and try to encode the resultant cube. If the
encoding try fails, then a newly added 1 is removed from the masking cube. It is worth noting
that it need not necessariyeclude detection of certain faults provided they propagate to
other observation sites. Moreover, assuring observation of a given site results in dropping all
faults that propagate to it. The above steps are carried oulistritiibecomes empty. Once
all test patterns have their masks encoded with respegl faults, the process repeats for
the next (incremented) value @lntil all faults are processed. This iterative approach opti-
mizes the usage of masking variables with 1D faults being targeted in the first round. Clearly,
other sites that have been successfully encoded in every step may enable fortuitus observa-
bility of other faults that remain to be tackled.

q« 1

while there are any target faults
create list of sites observingD faults
sortL in descending order of the numberglf faults
pick the first item S fron.
add S to the masking cube
if encoding failthen remove S from the masking cube
elsedrop all faults in S from the fault list
remove S froni

q« q+1

Figure4.8 Encoding of a masking cube.

Borrowing input variables to encode masking data may reduce thebB&ed encod-
ing capabilities, but typically the -¥hasking process requires a very small fraction of the
total number of variables, and hence it does not compromise the quality of commpuodssio
the actual test patterns. This is clearly confirmed in48y.It plots experimental data show-
ing how masking cubes consume EDT input variables as a function of test application time
(these curvesepresents moving average to smooth out the actiaah points). The experi-
ments were run for four industrial designs (for further details regarding these designs see
Chapter 4.5 As can be seen, the use of EDT variables tends to decrease as tests proceed. At
the end, design D9 needed only 5% of the total test data budget, whereas designs D1 and D4
used just a few bits to encode {@gcle masking signals. More importantly, howewghat
wasneeded in all experiments to encode masking data at any time was just eieshaii
of input variables injected tbugh a single EDT input channel.
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Figure4.9 Test data usage by masking cubes.

In the unlikely event of a decreased degree of test cube merging dumasking,
one will just observe a slight increase in a pattern count. It appears that securing observability
of a given 1D fault in the first place is less expensive in termsbd#ta usage than encoding
a new test cube targeting that fault again. It is also worth recalling that faults propagating to
scan chains selected by either IR or GR registers are not subject to mask encoding. It may
substantially reduce demands for seadables.Table4.2 presents how many faults, out of
al |l faults detected so far and reported i
selected by IR and GR registers during the first 64 and then 640 test patterns deployed in ten
industrial designs. In fact, moreath 50% of faults can be detected this way when applying
the very first test patterns. Typically, these qiefaults, whereg > 1. In other words, a
majority of faults that require a peycle mask encoding and are detected byetad test
patterns are 1Raults.

Table4.2 Faults observed in scan chasedected by IR anGR.

After 64 patterns After 640 patterns
Total IR&GR % Total IR&GR %
D1 792846 699982 88.29% 1181133 973500 82.42%

D2 2021033 2016535 99.78% 2647322 2613605 98.73%
D3 2165261 2160930 99.80% 2591442 2577347 99.46%
D4 1531689 1072445 70.02% 2113270 1368517 64.76%
D5 1593889 1401699 87.94% 2658616 2128851 80.07%
D6 1207023 1198191 99.27% 1376839 1335092 96.97%
D7 5212999 4960110 95.15% 7363481 6769248 91.93%
D8 157352 138739 88.17% 188675 153555 81.39%
D9 2672367 2137507 79.99% 3383130 2357365 69.68%
D10 | 2318705 1737063 74.92% 3084714 2074486 67.25%
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4.5 Experimental results

Several experimentsutlined belowwere performeavith 10 large industrial cores having all
components of the proposed compactor on a chip. BabBlests major characteristics of the
examined test cases: the number of gates, the number of scan cells, and the scan architecture.
FurthermoreTable 4.3repors the following metrics:

1 the number of stucht faults,

the number of EDT input channels and the size of the EDT decompressor,

the total number of scan cells that capture X statese{)s) across all test patterns,

the total number of scan chains that capture X stateb@is) across all test patterns,

the reference test coverage recorded for a test setup deploying the EDT default X
tolerant test response compactePkess 149.

= =4 =4 A

The number of groups (Fig.1) used in the experiments is equal i2s , wheres is
the number of scan chains; such grouping minimizes the number of memory elements used
to store the control data, as showrGhapter 3. Designs reported in Table 3 feature a
certain spectrum of Kill rates represented by the number ot&lls ranging from 223 (D3)
T it corresponds to 0.12% of the entire population of scan tells to 9,668 (6.52%) for
D10. Furthermorethe amount of scan chains thapture any unknown valuesay also
impactthe final results. For example, X stajgspagate t@ few scan chains in several de-
signs in a uniform manner across all test patterns reaching over 54% of all scan chains (D10),
whereas there are only a few percent of s¢ains with some accumulation of X states in
design D2, D3, and D7 where the vast majority of scans (more than 96%) have no unknown
states at all.

Table4.3 Circuit characteristics.

Gates igﬁ: Scan S]E;Sllfsat inplljztg-/rsize X-cells | X-chains| cove-l;zzte (%]
D1 | 1.02M 35.6K 1443 249 | 2,721,968 81/32 2,213 56 97.89
D2 | 2.47™M 149.4K 1,400% 374 | 5,933,388 2/46 837 36 99.71
D3 | 2.43M 185K 5003 371 | 6,354,467 2/60 223 16 99.84
D4 1.21M 72.3K 3813 190 3,812,564 16/ 64 7,185 148 96.40
D5 | 2.09M 145.1K 4203 346 | 5,610,954 4/46 6,906 101 98.54
D6 1.18M 97.8K 3003 327 4,251,354 2137 472 22 97.65
D7 | 7.86M 428.7K 8573 502 | 8,357,022 8/32 1,981 10 92.65
D8 | 0.22Mm 12.6K 1223 138 188,486 4/32 375 9 98.97
D9 2.49M 173.7K 114 x 1964 | 3,688,965 432 5,708 39 91.23
D10 | 2.14M 148.1K 70 x 2579 6,898,121 4/32 9,668 38 98.20

58



Table4.4summarizes the key experimental results. It lists the following outcomes:

1 the total amount of (static) control data used to feed (per pattern) the configuration,

group, index as well as-Bff and Bon registers; as can be seen dtagic control data
is a small fraction of the overall data volume (see the last but one column of the table)
used by the proposed solution, i.e., it takes a bit more than 2% for design D6, it
reaches 15% for D3, while the average value over the repasgghd equals 7.54%,

1 the fraction of EDT seed variables needed per pattern to encode the masking cubes;
this figure ofmerit is further represented by three numbers: lower (different than 0)
and upper extremes, as well as the average value; for example, the value of 3.49 in
the column average indicates that only 3.49% of all seed variables deployed by the
EDT-based compraeson were used, on the average, to encode the masking cubes
handling test responses in the-pgcle mode; as one may expect, the number of EDT
seed variables needed to encode the masking cubes is typically a negligible fraction
of the total number of vaables employed to encode successive test patterns with only
one exception of design D10 (here the ratio is above 9%),

1 the effective test coverage achievable with the proposed scheme based on-a MISR
produced signature.

Table4.4 Experimental results.
) Dynamic control data pgrattern
Stt%t\il?)%?:- 1% of EDT seed variables] ggsgecg%_] Pattern count Data volume [Mb] Rerc::i%tion
min max average X-Press| DIST X-Press DIST
D1 0.145 0.05 16.3 0.88 97.89 3,040 2,112 17.5806 4.1572 4.23x
D2 1.6885 0.13 40.13 0.57 99.71 15,797 15,232 34.7705 12.4927 2.78x
D3 1.3438 0.13 43.92 0.09 99.84 11,897 | 11,008 26.0047 9.1333 2.85x
D4 0.2051 0.03 76.32 2.07 96.40 1,920 1,920 17.0801 5.7715 2.96x
D5 0.9841 0.02 65.35 1.06 98.54 11,328 8,896 45.7625 12.7258 3.60x
D6 2.4225 0.14 54.66 0.15 97.65 22,976 | 22,680 354.793 | 115.5872 3.07x
D7 0.8738 0.02 25.52 3.49 92.65 5,888 5,454 68.416 21.7624 3.14x
D8 0.0459 0.17 9.76 0.03 98.97 764 752 1.2299 0.4418 2.78x
D9 0.375 0.01 81.11 9.68 91.23 6,015 6,144 135.3779 | 46.4063 2.92x
D10] 0.5619 0.01 61.74 0.62 98.2 3,903 3,876 22.5416 7.9843 2.82x

In addition to the metrics listed above, the last section of Pablerovides a compar-

ison between a reference E@sedn-chip comparescheme and the solution presented in
thischapter The reference scheme deploys thBp€ss test response compactodd®] with
the same number of outputs as the number of EDT inputs shown in 4i38blEhe total
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volume of data used by-Rress contains its own control settings and the reference data. The
reference volume V is equal to

V=2303p3L, 4.1)
whereo is the number of XPress outputg is the number of patterns, and L is the size of the
longest scan chain. This quantity has talbebledto account for extra bits needed to differ-

entiate between X and nofiresults. Consequently, the last five columns of the table display
respectively:

1 the X-Pressbased pattern count,

1 the new pattern count,

1 the X-Press data volume, including the EDT seed variables (in megabits),

1 the new data volume; this quantity includes primarily the number of seed variables
obtained by multiplying the number of test patterns, the number of EDT input chan-
nels, and the size of scan chains plus initialization cycles, the remaining tiny part is
shown in the first column reporting the static control data,

1 aratio between the total volume of test data used by the referePms3based on
chip compare technique and the method introduced irchiaigter

As can be easily verified, the proposednésking scheme does not compromise the
test qualityl test coverage remains unaffected in all test cases. Similarly, the resultant pattern
counts of the new scheme remain virtually the same as those ofRhes¥ased approach.

It is worth recalling that XPress 149] treated here as the reference is not even required to
mask all unknown states as opposed to the proposed scheme. In fact, the pattern counts get
even decreased for three examined circuits. Othegrdesbserve a slight increase in their
pattern counts. This phenomenon is attributed to a distribution of X states which in order to
be masked intercept (occasionally) a magligible fraction of EDT seed variables. This, in

turn, reduces the EDbased Bcoding capacity and thus elevates the pattern counts. Never-
theless, the new scheme reduces the total test data volume in all test cases by the average
factor of 3.12x relative to the exhip compare solution.

Another pragmatic metric used to characterize a new DFT solution is its test logic sili-
con real estate. As shown @hapter4.2, the newX-masking scheme requires three logic
gates per scan chain. Additional gates are used to implement the selector; here two logic gates
are needed per the selector oufpthieir total number is equal to the number of scan chains
placed in a single group h€ total gate count equals 3 g a 3s. Also, two flipsflops (CR
and GR) are employed per group (or a scan gater) altogether with their shadow counterparts.
Furthermore, the index register, registersfB B-on, and their shadows require, in totat, 6
flip-flops, wheren is the number of scan chains served by a single scan gater. Eventually, the
total number of fligflops is given by 4 + 6n a 7g. It can be verified that if the numbgof
scan chains is greater than or equal to 100, then thBdfipcount becomes smaller than
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Consider, as an example, design D5 that features 2.09M gates &af) scan chains, with

the longest chain comprising 346 memory elements (see Zalén total, this design em-

ploys 145,177 scan cells. Its scan chains are evenly divided into 29 groups, with almost all
groups comprising 15 chains. D5 requires additional 206l8js and 1290 gates to imple-
ment the proposed-Kasking logic. Hence, tHeaction of extra flipflops is equal to 0.14%,

while the total area overhead incurred by the newrseh@ssuming that a single fiifop is
equivalent to 6 gates) amounts to 0.12%. Similar results can be obtained for the remaining
designsand they are listed in Table 4.5.

Table4.5 Hardware footprint of a new scheme.

#Groups #c;:)in;sper Extra gates Exft;:pgip TOt[’f}/Iof rea
D1 17 9 449 122 0.116
D2 53 27 4253 374 0.263
D3 32 16 1532 224 0.118
D4 28 14 1171 196 0.194
D5 29 15 1289 206 0.121
D6 25 13 925 178 0.169
D7 42 21 2613 294 0.056
D8 16 8 382 112 0.479
D9 16 8 358 112 0.041
D10 12 6 222 84 0.034
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5. Hardware security and IC tests

As shown in the previous chapters, DIST applydiegerministic test patterns and using test
response compaction protected by the nemasking schemes is well positioned to deliver
high quality manufacturing tests for large SoC designs. However, the very same test frame-
work may provideunrestricted access to internal states of a dauickertest. Thus, it opens

a backdoor for security threats such as IP theft/piracy, reverse engineering, counterfeiting,
tampering, or IC overproduction. This scenario is similar to otherlsased testchemes

that can make a circuitndertest potentially vulnerable to various forms of attacks trying to
retrieve or modify sensitive data and asse®d][ Although the presence of arhip test com-
pression and encoded test data make a circuit more resistagain attacks, test compression
facilities are not as effective countermeasures to-Ezarched attacks4p] as one might
expect. Notwithstanding the fact that an SSN forms yet another defense line, it remains es-
sential to apply access restrictions and to secure test infrastructure to prevent leakage of any
secret information while tests are carried out. Consetly, the second part tfethesisis
devoted to design and analysis of several new security primitives that can eventually establish
a lightweight hardware root of trust guarding a variety of DFT ecosystelegirs with a

brief review of darge volume of published studies describing techniques that address secu-
rity issues caused by IC testing, and then move on with the presentation of new security
solutions.

5.1 Design for test vs. security concerns

A wide range of solutions have been proposed so far to secure test circuitry and test access
ports in general, and scan chains in particular, with the aim of making it more difficult to
launch scatbased attack®ne of the first countermeasumgasrandomly inserting inverters
between scan cell& 4. As a result, test patterns and test responses are transformed during
the shiftin and shiftout test phases, respectively. This simple approach, however, can be
easily broken by resetting a chip and shifting data out in the test mode. Positions thiels in
resultant response reveal locations of the corresponding inverters. A solution immune to such
resetbased attacks was presenteddn As shown in Fig. 5.1a,-Biput XOR gates are used

to combine given scan cell input with the outputs of two successiveilips. As shown in

[7], this approach is not secure, either. In addition to a method unveiling locations of XOR
gates, the authors of][ presented another technique to secure scan chains. To eliminate
purely deterministic approach and to add randomness to thebé®&& security mechanism,

they used a physical unclonable function (PUF). Fig 5.1b shows a PUF serving as a source
of multiplexer controls. As a result, signals from either the preceding stlaor the XOR

gate are selected in a pseudorandom fashion. While this change increases the overall security
of DFT logic, changes made to scan chains are still $tatimdifications are test independent

63



Figure5.1 (a) Double feedback XOR sca8i |
(b) Secure scan with PUsased feedback selectior] [
(c) Dynamically modified scan structure employing state dependent scan flipflop [

as they are based on a known PUF response. A secure scan architheterecan data is
changed dynamically was presentedSh To achieve this functionality, randomly selected
scan cells are converted into stdependent scan fliffops (SDSFF). With the addition of a
latch and an XOR gate, the SDSFF value is determined by beftofiiand latch values. As
shown in Fig. 5.1.c, an update of the latch value depends on thei¢ped. The authors
recommendedssering the load signal evenyclock cycles, witm set individually for every
circuit to further reduce chances of a successful attack.

Other secure scan architectudeployed keybased scrambling mechanisr8§][ [78],
[97], [153], or additional registers to separate critical and regular 21} fegrouped scan
chains into sets of smaller sahains 8], or took advantage of a combinational ATPG with
a secure partial scaBd], [84]. However, a secure scan architecture cannot be considered
safe when an attacker can get design netlists thromighrse engineering/hich has to be,
therefore, considered a real threBd][ [90]. Knowing the locations of additional logic like
XOR feedbacks or latches, one can easily access scan data by virtue of, for example, a Bool-
ean satisfiability based Y( attack. Therefore, to increase chip security, it is mandatory to
employ techniques that guarantee access to a test infrastructure only to authorized users. One
of the techniques presented I2f] introduces two additional instructions to the JTAG TAP
controller. By invoking one athese instructions, one can either block or gain access to the
test infrastructure, provided a correct password is used. Similarly, the solution presented in
[36] modifies the IEEE 1500 test wrapper by employing an additional LFSR. Users can un-
|l ock the test wrapper with the proper combi na
key corresponds to the final state of the LFSR; thus the seed/key combinatiamyche o
generated, if one knows an LFSR characteristic polynomial. Clearly, this knowleddy is on
granted to legitimate users.
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The passwordbased solutions presented 86[and [L29 relies on the fact that a secret
password or an LFSR polynomial is known only to authorized users. However, if attackers
could obtain this data, all the countermeasures become ineffective. Fortunately, the security
of test infrastructure can be improveyg adapting challengeesponse communication proto-
cols. Solutions based on symmetrical cryptography employ, for example;2S6Based
protection B7]. Here, a device generates a unique, random clgaland sends it to a user.

The challenge is then combined with the secret key and hashed with th256HBoth hash

values are then compared on the dhthey can only match if the user and the design store

the same secret key. In the RO&sed protectim[45], the user must store a PUF challenge
response pairs (CRPs) instead of a secret key. Here, the challenge sent by a device is a de-
sired, random distance between two PUF responses. The user looks through all the stored
CRPs to find a proper pair of dlemges and sends it back to the device. Finally, access to a
test infrastructure is granted only if the obtained distance is the same as the expected one.
However, the PUbased approach may also need to store individual CRP databases for each
design ando read out PUF responses during the manufacturing phase. What is more, a SHA
256 hardware implementation may be problematic, especially within small devices with lim-
ited silicon area resources. Consequently, the chalergpmnse authentication is tydiga

carried out by a device implementilightweightcrypto hash functions.

5.2 Lightweight cryptographic hash functions

In recent years, the number of publications devoted to lightweight crypto hashing has been
increasing steadily in volume and importance as hash functions became key hardware secu-
rity primitives. The existing lightweight cryptographic hash functions cacldssified into
a few groups determined by a construction met8d][ These constructions include (a) the
MerkleDa mg - r d 44]dI11&, (bethe[sponge constructiohd] with the Keccak hash
function [16] T its most prominent, although not lightwetghstance and the winner of the
NIST SHA-3 secure hash standard competition, (c) blmpkerbased solutions such as the
Davies Meyer hash functionslBg or functions deploying nonbinary erroorrecting codes
[94], and finally (d) methods which are based on cellular autoniataof (e) deterministic
chaotic finite state machineg]|

Lightweight cryptographic hash function, while designed to be compactafase!f-
testablewithin resourceconstrained devices, must be still relatively immune to brute force
and cryptanalytic attacks. Typically, it is expected that a cryptographic hash function H has
the following properties related to the brute force attacks:

1 preimage resistanc@ne way): for virtually every outpwt it is computationally in-
feasible to determine inputhashing to that output, i.e., ¥J(= z,

1 secondpreimage resistancat is computationally infeasible to determine another
(distinct) inputy hashing to the same output as any given ixpue., HK) = H(y),
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1 collision resistanceit is computationally infeasible to find two colliding inputand
y | xsuch that H{) = H(y).

Each resistance is evaluated asydnt security, meaning that to conduct a successful brute
forceattack, one should perform (on averagedf@erations. For a hash function of a size

the best possible preimage resistance and squ@ntiage resistanae= m. For example, a

successful preimage and secgmdimage attack on a 24t hash output would require a

22°¢ hash generations (assuming highest possible resistances). On the other hand, an ideal
collision resistance = my/2, as is indicated by a birthday paradox. Table 5.1 presents the
resistance of the selected lightweight y pt ogr aphi ¢ hash functions,
reports the hash value length.

Table5.1 Security parameters of selectaghtweight cryptographic hash functia

Hash function Resistance
Name Size | Preimage | 2nd Preimage | Collision
ARMADILLO 160 160 160 80
256 256 256 128
ASCON 256 128 128 128
PHOTON 160 124 64 64
256 224 128 128
DM-PRESENT 64 64 none none
H-PRESENT 128 128 none none
QUARK 256 224 112 112
SLiscp 160 128 80 80
SPONGENT 128 120 64 64
SPONGENT 256 240 128 128

Metrics shown above describe the resistance to attacks based efvilneir@ethods.

More sophisticated techniques are based on the cryptanalytical approach, i.e., identifying
weak points of hash functions in their structures and algorithms. Cryptanadytacds cur-

rently known are based on differential, integral, algebraic, or linear analysis. Other popular
methods include cube, slide, or rebound attacks as well aswerorotational, or meét-
the-middle distinguishers and truncated or impossiliffereéntials. Due to architectural dif-
ferences between targeted functions, each cryptanalysis is usually dedicated to a single hash-
ing algorithm. An overview and references to the cryptanalytical methods for lightweight
cryptographic hash functions canfoend in [L91].

It is widely agreeable that a proper hash function matching desired hardware and safety
requirements is an indispensable component required to implement a secure challenge
sponse procedure. However, to increase the overall security, the authenticasi®mgly be
combined with the encryption/decryption of test data by usiregam ciphers
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5.3Hardware stream ciphers

Stream ciphers (SCs) are other key security primitives that can be successfully used in the
area of VLSI test. Their mission is to encrypt and decrypt streams of test data by combining
them with the secret, cipheroduced, cryptographically secure pseatolom keystreams.

Since the role of a combiner is typically assumed by the exclosigperations, binary ad-

ditive ciphers 93] make up the vast majority of actually implemented SCs.

As documented by a large volume of scholarly literature on hardware SCs, many SC
designs are based on nonlinearly filtered sequences produced by. [G&€3Rrators that were
proposed by Geffe, Jennings, Beth and Piper, Rueppel, Rao, Briier, Massey and Rueppel, or
Chambers and Gollmann belong to this category; the corresponding details can be found in
[161]. Other schemes include the shrinking gener&@; WG [61], [70], the selfshrinking
generator112), the reconfigurable feedback shift regis07], the Toeplitzhashbased ci-
phers #8], SNOW [60Q] , as wel |l as XPD, Nanot eq, Rambut
[16]]. Some are based on congruential additive generators (Fish, Pike, Mabhdr, like
the BlumBlum-Shub generatod][/], reuse certain concepts employed in public key cryptog-
raphy. More recent schemes integrate LFSRs with sequential circuits having nonlinear feed-
back networks. Such solutions can be found among the finalists of the eSTREAM competi-
tion funded by the EuropeaJnion. Their listincludes Decim, Edon80,-FCSR, Grain,
Mickey, Moustique, Pomaranch, and Trivium. Detailed descriptions of those significant
milestones are available i©34]. It is worth noting that the Grain cipher has evolved into a
family of solutions including smaltate SCs such as Sprout, Fruit, Plantlet, or Liz3®{ [

The same has been observed for the Trivilien designs.

It appears that LFSRs can be replaced with nonlinear feedback shift registers
(NLFSRs), as implemented in Achterbahi28 [68]. Interestingly, some SCs have never been
officially disclosed. Nevertheless, their details eventually became publicly available. The
SCs EO (developed for Bluetooth technology), A5/1 (used by GSM), and RC4 (deployed in
the 802.11 wireless LAN standard) can serve here as examples. More advanced designs may
use special forms of finite state machines, as done in StangkwAhothergroup of SCs
belonging to this category are designs deploying certain concepts used by cryptographic hash
functions such as Keccak. For example, the Ascon family of SCs is based on a sponge frame-
work [55]. Since manySCsshare similar building structures with hash functions, methods
used for SCs cryptanalysis resemble those mentioned earlier. The comprehensive surveys of
the most representative and state¢he-art solutions in the SC domain can be found in the
review pagrs such asdp|, [135, [204], [205. They also discuss SC resilience against var-
ious forms of attacks and highlight schemes that can be used exempactdevices with
limited computing resources.
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5.4 Hardware root of trust

Cryptographic hash functions a&ds play a vital role in shaping hig¢nd hardware roots

of trust (RoT)i foundations on which secure operations of diditabdepend 167]. Typi-

cally, they are integrated into silicon as customized security blocks that handle chip and de-
vice identities, manage cryptographic keys and functions, secure boot processes, attestation,
authentication, firmware updates, etc. The hardware roaisifig expected to be capable of
detecting an intrusion, disabling access pendintpéuractions, and/or obfuscating logic op-
erations of the IC. What lays the foundations for a silicased fixeefunction root of trust

is its authentication protocol. As an initial part of the actual challeeggonse procedure,

an IC creates a truly rdom token, commonly known as a challenge or a nonce, and sends it
over to asecurity processdahatcomputes a hash of the nonce. This hash (or digest) is sub-
sequently returned to the IC to be compared with a hash value produced inigm g

IC). The latter is usually done by a device implementing a lightweight cryptographic hash
function. Once the user is granted access to the test logic, SCs are used to yield encrypted or
decrypted streams of test stimuli and test responses.

The previoushaptes have recalled lightweight cryptographic hash functions, general
purpose SCas well asolutions designed to secure-cimnp DFT ecosystems. However, the
complexity of these solutions may still be considered unacceptable by many IC vendors who
often face the dilemma of using an SHA enging pr other IP security cores where com-
putations do not lend themselves to lightweight hardware implementa8dn$45]. Fur-
thermore, SoC integration flow, distinguished by the prevalence ofrdesige, may gener-
ate extra iterations as pdesigned intellectual property (IP) security soft cores often need to
be finetuned and incrementally optimized until the registansferlevel (RTL) synthesis
process reaches the best traffebetween perfonance, area footprint, security, power, and
also testability.

A hardware RoT that maintains both data integrity and hardware quality ensured by
test should satisfy at least the following requirements:

a high degree of defenge-depth against scan attacks,

the ability to scale by adopting cryptographic primitives of a wide range of sizes,
full compatibility with a design and DFT flow,

a low area overhead,

1 no performance degradation ofsgteed test applications.

= =4 -4 A

To address the above concerns while fulfilling requirements of IC testing, lightweight, yet
effective, suitable for implementation in an-digital, standaretell-synthesis flow, new se-
curity primitives that can be used to design a hardware RoT are ptbaog analyzed in the
next chapters, as summarized below.
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Chapter 6 introduces hybrid ring general®fBG)1 a new class of lightweight linear
finite state machines. While thaye structurally similar toonventional ring generators, the
new devices canirculate test data fasterhis improves the performance of linear circuits
used in test and security realms. Several applicatioA®&fsuch as MISRs or programable
PRPGs are also discussadng with data providing architectural detailsHRGs for sizes
up to 11.84bits.

HRGs working in tandem with a nonlinear sequential circuitry whose feedback net-
work employs Boolean functions that are based on bent funciomsised to build a scalable,
lightweight cryptographic family of hash functionsBHpresented in Chapter 7. Two groups
of tests, including the NIST test suite, confirm that the scheme can fulfill requirements for a
trustworthy and cryptographically secure hash functiemthermore resilience against
bruteforce, cryptanalytic, and sidehannel attacks, as well as the ge#iting capabilities of
the presented designdescribed

Chapter 8 presents lightweigBCs that can work as standalone units or be destined
for the root of trust applicationsligh-speedHRGs andNLFSRswork synergistically to
yield output keystream®esiredfeatures of the ciphersere comprehensively examined
using severastatistical tests. It is also shown tliag¢ proposed SCsan resist various types
of cryptographic attacks.

The last presented item is a lightweight true random number generator producing a
nonce, as shown in Chapter 9. The scheme performveaestudied with the help of hard-
ware and simulation platforms. The randomness of the raw binary sequences without any
postprocessingvastested with NIST and AIS1 test suitesThe performance of the new
scheme is compared with six statethe-art solutions

Finally, a hardware root of trust (RoT) is presented in Chapter 10. It works with just
a few blocks whose architectural details are discussed earlier in Ch@pter8, and®. It
easily integrates with SSN technology by taking advantage of its inherent data scrambling
and packetized test data distribution. In addition to -888kd designs, the proposed RoT
can improve security of other test interfaces that employ a chaltlesgense authentication
protocol.
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6. Hybrid ring generators

Test compression introduced ring generatohégh speed devices formed by transforming

the structure of conventionBFSRs while preserving their transition functions. Ring gener-
ators feature a reduced number of levels of XOR logic, minimized internalutan and
simplified layout and routing. Thishapterpresentshybrid ring generatorfHRGs)[140]

which take linear finite state machinasthe next evolutionarievel in the development of

their ecosystems. While using the principal design rules of ring generators, the new devices
are structurally improved with enhanaeeerall performance.

6.1 Ring generators

On-chip test data decompressors are the very first devices that had deplgygeherators

[120Q, [121], [125, [146], [147] T high performance LFSRisthat quickly started carving

out a reputation for themselves as versatile solutions capable of outperforming traditional
schemes through an unmatched speed of operations andiagodly structures. Given a
characteristic @edback) polynomial, ring generators feature smaller internabuts)

shorter propagation paths, and simpler circuit layout and routing than popular and commonly
used Fibonacci or Galois LFSRA&]], [99] whose bng irregular feedback paths may limit

the operating speed, cause severe frequency degradation, and may take up a considerable
silicon area, especially for polynomials with a large number of terms6 Eigecalls a basic
architecture of a 3Bit ring generator with a primitive polynomiafx) = x32 + x?8 + x23 + x°

+x7+ x12+ x8 + x* + 1, which causes this ring generator to go through all possibie 2
nonzerovalues before entering a seed state. Typically, its structure can be created by forming
a ring counter, and then by adding feedback vagsh correspond to successive terms of a
characteristic polynomial. A feedback loop associated with‘tepmade up fronk adjacent
flip-flops, beginning with the leftmost ongsee Fig. 6.1)Note that two feedback nets cannot
cross each othel21]. If one uses an appropriate characteristic polynomial, then a ring gen-
erator may assume a regular ladlilee shape. An extensive collection of such primitive
polynomials is available in144]. Since a subset d&f adjacent flipflops can be chosen in
different ways as long as the resultant feedback line does not cross any other feedback line,
the ring generators offer an appreciable degree of flexibility in forming their structures.

Figure6.1 Ring generator implementing a primitive polynomial
h(x) =x32+x28 + X3 + x20+ 7+ x2 +x8 + x* + 1.
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In addition to nanometer testng generators can perform more quickly and reliably
than their conventional predecessors on a wide range of problems in such areas of engineer-
ing as communications, digital broadcasting, data transmission, mobile telephony, security
and cryptography, wke noise generation, error detection and correction, data compression,
or event counting124. In this thesis new schemes have been proposed to pretaot
based designagainstunauthorized usage of their test lagithese hardware roots of trust
may use ring generatofsr their hybrid versionsfo hash proprietary data (Chapter 7), en-
crypt/decrypt test data streams (Chapter 8produce true random numbéZhapter 9)

Ring generators remerged as a research topic in 20188] with the observation that
conventional ring generators can be rearchitected in such a way that its XOR gate count is
virtually halved provided a characteristic polynomial meets certain criteria. It has given rise
to a new solution termed hybrid ring geswers, similarly to hybrid LFSRs 0186].

6.2 Hybrid linear feedback shift registers

Hybrid LFSRs reduce the number of XOR gates by combining both exi@falandinter-
nalXOR logic within the same register. It was shod@q] that if a characteristic polynomial
can be rewritten as

h(x) = x“b(x) + b(x) + 1, (6.1)
wherex* b(x) andb(x) have no terms in common biogx), then a hybrid tofpottom LFSR
can be set up using the following feedback:

F(X) = xKb(x) T X<+ 1. (6.2)
Note thats y mbi@ | i fin d i c-tapg cermectaon aak (o the first stage, whessasbol
A+0 1 ndi c ddpeosnedionlodhe hert stage. Similarly, if a characteristic polyno-
mial can be rewritten as

h(x) = x™ + x* b(X) + b(X), (6.3)

then a hybrid bottoatiop LFSR can be constructed using the following feedback:

F(X) =x"T X"+ b(x). (6.4)
Again,s y mb ool sanid A+0 are used to indicate respect.

have proved that if a given LFSR candmverted into a hybrid one, then the same can be
done with the corresponding ring generat@7, [188. This is illustrated in Fig6.2 for the
8-bit ring generator implementing a primitive polynomial

h(X) =x3+x8+ x>+ + 1, (6.5)
which can be rewritten as
h(x) =30 +x3) + (C +x°) + 1. (6.6)
The above formula indicates thatl®G can be constructed based on the following feedback:
FO)=x30C+x) T x3+1=x+x87 x3+ 1. (6.7)

72



In fact, the same result can be obtained by applying transformations moving feedback con-
nections around LFSRs with the possibility of addingacellingcertain XOR gateslP]]

shoulda source tap crossdestination tap (XOR gate) or vice vers@. 62 illustrates suc-
cessive steps of such a transformation. The grey arrows indicate a tap and a direction it is
moved to rearrange the LFSR while preserving its characteristic polynomial. For example,
the first step rotatdeedback tap & 2 counterclockwise by three flifflops. Thenfeedback

tap7 Y 1is moved by two fligflops. After step 4 two feedback taps cancel each other leading
finally to an HRG with just two feedback taps as anticipated by forr6ula (t is also worth

noting that a hybrid ring defined by its feedback functgx) can be easily arranged in the
same way as it is done for conventional ring generators, i.e., by encompassing a given number
k of flip-flops to form a given feedback loop corresponding to coeffiofent

Figure6.2 Ring generator and its hybrid version (after transformations).

By virtue of the above methods, the numgef 2-input XOR gates employed by a
conventional ring generator (similarly to conventional LFSRs) can be reducgd-th)(2
provided a suitable feedback polynomial is used. In particular, an HRG with a primitive pen-
tanomial will feature two Anput XOR gates instead of three ones. The referdi@& ¢ffers
a list of primitive pentanomialsf degree up to 800 that can be employed to get HRGs having
two 2input XOR gates. No primitive polynomials, however, have been reported with more
than 5 terms that meet the requiremefts)(or 6.3). Moreover HRGs with more aggres-
sively reduced XOR gate counts have not been thoroughly examined yet, including those
with a varying number of tepottom and bottortop feedback nets. The results presented in
the nextchaptersare the first steps in this direction.

6.3 Basic design scheme

TheHRGs of [187] have an intrinsic component: a single feedback connection going in the
opposite direction than all the remaining feedback wiresmpareFig. 63 showing a 24
bit HRG implementing the primitive polynomial
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that satisfies@.1) since

Figure6.3 Hybrid ring generator with(x) = x?4 + x22 + x1® + x4 + x12 + x104+ x" + x2 + 1
obtained by using a method dfd7].
As a result, the only advantage of that hybrid ring is its reduced XOR gate count from 7 to 4,
as otherwise it offers similar performance to that of the conventional ring generators. It ap-
pears, however, that the maximum length HRGs may have much morsiféddelayouts
and may offer more substantial area savings. Considebd B8f&aximum length HRG shown
in Fig. 64a with the following feedback function:
F(X) =x327 x28 4 x247 x18+ x127 x> +1.
It was found in Of?) time, wheren is the HRG size, by using the fast LFSR simulation
technique of 125. As can be seen, this HRG features five feedback connections selected in
such a way that they run alternately up and down to form two groups of oppositely disposed
nets whose mutual spatial separations are roughly the same making the feedback lines

Figure6.4 Primitive hybrid ring generators with
a) h(X) = X32 + X2 + x26 + x25 + x22 + X21 + %20 4 x19 4 18 4 16 4 %15 4
X+ x4 ) +x104 59 + 58 + 38+ X0+ x* + 1,
and b)h(X) = X32 + X26 + X24 + X23 + X21 + X19 + X18 + X17 + X16 + X13 + X12 + XlO + X6 + X4 + 1.
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(approximately) uniformly distributed. Interestingly, the HRGHaj. 64a implements the
following primitive polynomial:

h(X) = X32 + X2 + x26 4 x5 4 x22 4 x21 4 %20 4 x19 4 18 4 416 4 415 4 14 4 313 4 311 4
X0+ +58+x8 + X0+ x4+ 1.

This result can be easily verified by taking an output sequence lsift2observed on any
stage of the register, and then by running the BerleKdagsey algorithm1[1( to find the
minimal polynomial of that linearly recurrent sequence. In contrast to a conventional ring
generator that would need 19 XOR gates (each having two inputs), the HRG 64a
employs just five such gates, thus achieving a 19/5 = 3.8 times reduction of the XOR gate
count. Another example is illustratedfig. 64b with the enlarged number of feedback taps.
This HRG uses the feedback function

FOX) =x32+x2871 x4+ x197 xB+x31 X0+ X7 x2+ 1.
This is equivalent to the following primitive polynomial:

Given the high computationafficacy of the primitiveness test25, one carselect a
suitable HRG by means of the following procedure. Every iteration it works with a candidate
HRG topology rather than a candidate feedback polynomial. It allows designers to pick the
most preferable structure characterized by its size, a desineldem of feedback taps, their
orientation (up or down), their mutual separation (minimal or maximal), and other constraints
that can be easily added. Givenrabit HRG, the appropriate teistusedto seefithe exam-
ined structure can yield an-sequence. Recall that this task can be accomplishednfy O(
time. If the test fails, we pick another HRG by relaxing some of the constraints, primarily
locations of one or more feedback taps. Having found a maxilength HRG, one can
retrieve the corresponding characteristic polynomial by virtue of the Berlekéampey al-
gorithm, as shown earlier. It is worth noting that seeking an appropriate primitive polynomial
to set upthe corresponding HRG would take CPU time proportional t8)@& well. Unfor-
tunately, there are riklmowncriteriaunder which one could decide if a given primitive pol-
ynomial can be used to form a desired HRG. Badkigo 64, it remains to devise how to
arrive with the HRGs of this figure basedly on the primitive polynomials (listed in the
caption) in an algebraic manner similar to thatl&q.

Usingthis structural approacHRGs have been identified for all degrees up to 1184
Selected results are gathered in Tdble All HRGs listed there are optimal in the sense of
having feedback connections distributediagormly as possible. They are, therefore, ame-
nable to be highly modular structures. Furthermore, feedback#sesbeerselected such
that theyalternatelygo up and down to accelerate internal circulation of data CSegpter
6.5). Note that only the exponents of nonzero terms are represented, and terms corresponding
to feedback taps fAgoing upo are underlined.
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Table6.1 Primitive hybrid ring generators) ¢ 1184

8520

13830

16 1411740

17139620

191712840

241913830

3125181360

3226201370

363126191270

4032231790

44 372818100
484132231470
524335271770
5647373020100
6051423322110
6152423122110
6456494032231570
6861524435271890
7264554537281880
7667574737281890
8070595039291890
8473635241301990
88786654433220100
89796858473524120
92806957453321100

96 87766555443322110

100 90786656453321100

104 92816957453321100

107 9684 7259463421100

108 96857260473523110

112 102918070604938281890
116 1079787766655443322110
120 10978574625038271890
124 11310191806856443220100
127 11610493816957453322110
128 1151008571574228130
132 1181028671564026130
136 12110690755944 28140
140 1251099376 604428140
144 12811296796346 30150
148 13211510084 675033160
152 1351179982644730150
156 14012210487705234160
160 14212310487685132160
168 14913111192725334170
176 157138119100806040200
184 164143123103826241200
192 1711501281078564 43220
200 178155132109876542210
208 186162140117947147240
216 193170145120957248240
224 199173147122987248230
232 2061801541281017448240
240 2141871601341078053270
248 2211941671391118355270
256 2281991701421138557290
264 2352051751461188858300
272 2422121821511219160290

280 2492171851541239261300
288 2562241911581269462310
296 2632301971631309662310
304 2702352021671349964320
312 27824220717213610266 330
320 28524921317714110772360
328 29225521818314611073360
336 29926422718915211476380
344 30726823119315511677380
352 31327523519515611777380
360 32128023919815711678380
368 32828624420216212078390
376 33529325220916612381400
384 34129825421116712482410
392 34930426121717312885420
400 35631126822317913489440
4083512932331721168758290
416 37132527823118413790450
424 37733128423618814194460
432 38633728924019114294460
440 39234229224419414595470
448 39834729624619514596 480
456 40635430225019814798490
464 413360307254203152100500
472 420367314263210157105530
480420359300241180119580
488 434379326271217163108540
496 442388332276220166111550
504 449393338282225168112550
512 455397339281225169111550
520 462406348289230171112560
521464405346288230171113560
528 470411351291233173114570
536 477416356295234174116580
54447239832325017613288440
55247639932225018013590450
560 498435373310247185122610
568 506442380316253189125620
576 513448386323258194129640
584 519453387322257191126630
592 52545839132525819212864 0
600 533465398330264197130650
607540472404336270203135680
608 540471402334267199132660
616533451370286208156104520
624 555485415347277207138690
632 562491422351281210140690
640 569499427356285213142700
648 576504431359286213142710
656 585512438364290216142710
664 590515441367294219144720
672 598524448372297222147730
680 605528451375299224149740
688598506416325240180120600
696605514421329244183122610
704 627550471392313234155760
712 633554475395315235155770
720 640562481400319238159790

728 648566484402321240158790
736 654573490408325244161800
744 661578495411329246162810
752 667583498413328246164820
760 676591506421337252167820
768671572472372276207138690
776 690604517431345258171840
784 699611523435347259172850
792 704617528439351263175870
800 712623533444354266177870
808 719629538447358268177880
816 725634543452361270180890
824 732641548457365272180900
832727619511407304228152 76 0
840 748654562469375281187930
848755661566471376281186930
856 761666572476380285189930
864 769672575480383287191950
872 776678580484387289191950
880 784685586488389290192960
888 789691592494394294196970
896 796698599498398299199990
904 8067056045034023012021010
912796679562446340255170850
920 8197166155134113082051020
928 8257226185154113082051010
936 8327286235184133092061020
944 8407356295234173132071030
952 8467396335274213162091040
960 8537456385324243162101050
968 8607526455374293202121060
976857734612489368276184920
984860737619495372279186930
992 8827716635524413302191090
1000 874747623496380285190950
1008 8977856725604483352221100
1016 9047906765634503372241110
1024 9107966825674533402261120
1032 9178036875714553402261130
1040 9268096925774613452281140
1048 9177866625314003002001000
1056 9398237055884703522341160
1064 9488297115934743572381190
1072 9538337135944743552361180
1080 9608417216004793582381180
1088 9688467246034833612391190
1096 9758527306074853632421200
1104 9818587356124883662421210
1112 9888637406174933692451220
1120 9828477085704323242161080
1128 10048787526295033782521260
1136 101(B867596335063792541270
1144 1018917646365093822541260
1152 10248957666375083822551270
1160 10319017746445163862561270
1168 1038087776465173862571280
1176 104P177856535223902581290
1184 1053821790657524 3922611300




For example, 3282418125 0 stands for the feedback functiondF€ x32 i x28 + x4
i x¥®+x127 x°+ 1 of HRG in Fig. 6.4a. Note that in addition to sizes which are multiplicities
of 4 and 8the tablealsoincludesprimitive HRGs with a period equal to a Mersenne prime
number, i.e., fon=13, 17, 19, 31, 61, 89, 107, 127, 521, and 80viding the number of
polynomial terms by the number of the corresponding HRG feedback function terms (with
the exception of termsand 0) gives the XOR count reduction. It appears that this reduction
can bestrikingly ashigh as 7.57x, fon 01184 This is for HRG

F(X) - X168 T X148 + X128 T X106 + X82 T X59 + X36 T X18 + 1'
whose feedback polynomial is

168 150 148 145 144 130 128 127 126 125 124 121 110 109 107 106 105 104 103 102 101
98 8987 868584 8382818079 7869 6564636261 6059 585645434241 40 38 36 23
22 20 18 0.

The approach presented in tlgisaptercan be easily used to obtain HRGs of many
other architectures that may be required, for example, due to space, layout, or routing con-
straints.

6.4 Reciprocal and dual HRGs

This chapterbriefly discussestwo important aspects of deploying HRGs in applications
where one needs to produce a pseudorandom sequence or its derivatives. In many instances,
instead of the original pseudorandom sequence, it is necessary to employ a sequence which
is exactly the reuse of the original vector. Typically, this is achieved by using LFSRs or

ring generators implementing a reciprocal polynonhigk) of a given polynomiah(x),
whereh’(x) = x" h(1/x). As could be expected, given abit HRG, one can obtain its recip-

rocal byconverting the feedback function of the HRG the same way it is done for conven-
tional rings. Note that all feedback connections will maintain their original directions. Con-
sider, for example, a 3@it maximumlength HRG shown in Fig. 6.5a. Its feedbackdion

is given by

F() =532+ 37 530+ 3277 x2+ 377 x4+ xH7 X+ 3+ 1,
where the corresponding primitive polynomial is
h(X) = 332 + 3L+ x30 4+ x29 4 %26 4 x5 4 x24 4 323 4 520 4 18 4 17 4 414 4 413 4 B 4
X+ + 3+ x+ 1.
If another HRG is constructed with

F'(X) =32+ x2%1 x2+ 3217 x20+ x5 x10+ 07 2+ x1+ 1
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as its feedback function (Fig. 6.5b), it will generate a sequence which is the exact reversal of
the sequence produced by the circuit of Fig. 6.5a. A key point here is that a reciprocal of a
given HRG is obtained as its exact mirror image (compare Fig.ah8 6.5b). Consider the
following two feedback taps in Fig. 6.5a2 andx!’. Their reciprocals ariex?° andx?L. Tap

x?1, however, is not driven directly by fhfop 26 (as it might be implied by a formula used

to compute a reciprocal). Instead,stem is fed by an XOR gate placed on the output of flip

flop 26 due to tajx?°. This arrangement preserves the HRG mirror image and assures cor-
rectness of the reciprocal form. The same phenomenon occurs foxtaasdx®?, and their
reciprocal§ x? andx

Figure6.5 32-bit HRG (a) and its reciprocal forgh).

Similarly to reciprocal structures, every HRG has its alual counterpart. Given a
conventional ring generator, its dual form has the direction of all feedback connections re-
versed. Hence, a dual ring generator features XOR gates placed on the outputs of those flip
flops that have been used to drive feedback tapiseiroriginal circuit, while the feedback
lines originate now at the former locations of the respective XOR gates. Dual ring generators
are instrumental in the process of phase shifter synitessghown in145. A phase shifter
consists of an XOR network driven by a maximlength LFSR, and is employed to spread
apart shifted replicas of the same data in various outputs. Every output is driven by a linear
combination of LFSR stages. It generatesesequence with a desired separation from other
m-sequences by employing the "skaftdadd” property according to which a bitwise sum of
any two shifts of am-sequence is a shift of the samesequence. The actual phase shifter
synthesis follows th steps presented ih49. It appears that the same procedure can be used
for any HRG. A phase shifter can be obtained by using a dual HRG the same way it is done
for the conventional rings. For example, a dual HRG for-aiBBIRG of the upper part of
Fig. 6.6 is shown in the Veer part of the same figure. Assuming an initial state of a dual
HRG with a single logic 1, the state of the dual HRG ajtelock cycles is of interest as
locations of logic 1s in this vector identify the outputs of the origHR& to be XORed to
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produce a sequence spacgshifts up a reference, i.e., a sequence originating from a stage
pointed out by the logic 1 in the initial state of the dual circuit. The validity proof of this
technique is analogous to that @#f]. Back to Fig. 6.6, logic simulation of the dual HRG
for as many as 13,154 clock cycles reveals locations of four 1s in (blu@pfigl10, 11, 12,

and 16. Hence, a sum of bits stored in these foufflbijps yields amsequence shifted by
13,154 steps relative to a referemesequence observed on flilop O.

BOon DDD-D0E DE-00

dddc-008 0O0O0-88 80

i oocoono ooAa-00 On

d00-080 O000:-000 0000

Figure6.6 32-bit primitive HRG and its dual form used to obtain a phase shifter.

6.5 Multiple -input signature registers

A multiple-input signature register is one of the most straightforward applications of HRGs.
MISR-based test response compacschemes received a lot of attention in scholarly liter-
ature in the pastlBg. One of the prominent results was the observation that the transient
behaviorof the aliasing error probability depends on architectural details of a compactor, and
it can be shortened by proper selection of how injected test data circulate within a MISR.
Clearly, this internal circulation can be accelerated in many cases previdé®G is used

to implement a MISR rather than a conventional ring generator. Consider a MISR&TFig.

It is built on a maximurtength 24bit HRG with 4 input channels delivering test results
through 2 injectors each. If a single error is injected through one of those channels, then one

Figure6.7 24-bit MISR driven by 4 input channels.
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