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ABSTRACT 

In the ever-evolving world of integrated circuits (ICs), manufacturing processes have made 

it possible to deliver designs of staggering complexity with billions of transistors placed on 

a single silicon die. However, with the very small feature sizes, these technologies are ex-

tremely fragile and vulnerable to new types of failure mechanisms and defects. In the auto-

motive domain, hyperscale data centers, healthcare ICs, and many other applications elec-

tronic designs must be continuously tested during a product lifecycle to avoid malfunctions 

caused by, for example, silicon degradation. A deterministic in-system test is one of the most 

prominent solutions, capable of detecting defects throughout the lifecycle of state-of-the-art 

ICs. Although it can significantly improve the in-field test quality, the very same test infra-

structure and other DFT schemes may expose a design to many security threats. Clearly, 

securing the electronic devices that underpin the global economy, businesses and personal 

lives has become essential in the face of growing cybersecurity threats. In particular, on-chip 

test instruments have to be protected against unauthorized access and other malicious activi-

ties. To satisfy current and anticipated VLSI test requirements, the thesis introduces a number 

of solutions that target two important aspects of the deterministic in-system test paradigm: 

advanced test response compaction and in-system test security. 

In the first part of the thesis, new X-masking methods devoted to the in-system test 

response compaction are examined. The first compactor is designed for a logic built-in self-

test environment. Furthermore, it is capable of handling test data produced by observation 

scan chains that may capture errors at every single scan shift cycle. The second solution is 

strictly integrated with a deterministic in-system test. As a result, this X-masking scheme 

receives controls from an on-chip test data decompressor. In addition to design principles of 

selection logic, the rules that govern the encoding of masking data are also discussed.  

The subsequent part of the thesis introduces new lightweight cryptographic schemes 

which when working synergistically, may form a hardware root of trust destined to protect 

the designôs IP and defend test infrastructure against intrusions. This part begins with a hybrid 

ring generator (HRG), a modified version of a conventional ring generator. Among several 

HRG applications, the work proposes three new lightweight cryptographic primitives: a 

crypto hash function, a stream cipher of test data, and a true random number generator. Fi-

nally, a hardware root of trust is presented that builds on just described primitives to facilitate 

development of challenge-response authentication protocols. The solution has a low area 

footprint, operates at very high frequencies, and is fully compatible with a design and DFT 

flow. Although it primarily targets SSN-based designs, i.e., System-on-Chip solutions with 

packetized streaming of test data, the proposed root of trust can improve the security of other 

test interfaces, as well. 

Both test response compactors have been thoroughly examined through experiments 

conducted on large and complex industrial designs representing the latest technology nodes 

while varying with respect to design styles and scan methodologies. The new security prim-

itives, on the other hand, have been verified using batteries of statistical tests, including those 

provided by National Institute of Standards and Technology (NIST) and BSI - the German 

IT security certification authority. 
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STRESZCZENIE  

W dynamicznie rozwijajŃcej siň domenie scalonych ukğad·w cyfrowych, procesy ich wytwa-

rzania umoŨliwiğy dostarczanie ukğad·w o bezprecedensowej zğoŨonoŜci z miliardami tran-

zystor·w umieszczonymi na pojedynczej matrycy krzemowej. Niestety, w zwiŃzku z bardzo 

mağymi rozmiarami element·w p·ğprzewodnikowych, nowe technologie sŃ niezwykle wraŨ-

liwe i podatne na nowe rodzaje uszkodzeŒ. Ukğady scalone uŨywane w przemyŜle motoryza-

cyjnym, medycynie, w centrach danych oraz w wielu innych zastosowaniach muszŃ byĺ te-

stowane przez cağy okres ich eksploatacji, aby uniknŃĺ nieprawidğowego dziağania spowodo-

wanego m.in. starzeniem siň ukğadu. Deterministyczne testowanie systemowe to jedno z naj-

bardziej obiecujŃcych rozwiŃzaŒ, pozwalajŃcych na wykrywanie uszkodzeŒ w trakcie eks-

ploatacji najnowszych ukğad·w scalonych. Takie podejŜcie umoŨliwia znaczne podniesienie 

jakoŜci testowania, jednak moŨe jednoczeŜnie zostaĺ wykorzystane do nielegalnego zidenty-

fikowania wewnňtrznej struktury lub funkcjonalnoŜci ukğadu. Zabezpieczenie urzŃdzeŒ elek-

tronicznych staje siň niezbňdne, szczeg·lnie w obliczu rosnŃcej liczby zagroŨeŒ zwiŃzanej z 

cyberbezpieczeŒstwem. Narzňdzia testujŃce w ukğadach scalonych muszŃ byĺ w szczeg·lno-

Ŝci chronione przed nieautoryzowanym dostňpem i innymi dziağaniami o wrogim charakte-

rze. W zwiŃzku z przedstawionymi wymaganiami w pracy przedstawiono rozwiŃzania, kt·re 

koncentrujŃ siň na dw·ch istotnych aspektach deterministycznego testowania wbudowanego: 

zaawansowanej kompakcji (redukcji) odpowiedzi testowych oraz bezpieczeŒstwie narzňdzi 

testujŃcych. 

W pierwszej czňŜci rozprawy podano metody eliminacji stan·w nieznanych dla kom-

pakcji odpowiedzi testowych. Pierwsze rozwiŃzanie zostağo zaprojektowane dla wbudowa-

nego testu, opartego o pseudolosowe wektory testowe. Zaproponowane podejŜcie umoŨliwia 

r·wnieŨ kompakcjň odpowiedzi testowych wygenerowanych przez ŜcieŨki testujŃce, kt·re 

pobierajŃ dane o uszkodzeniach w kaŨdym cyklu zegara. Drugie rozwiŃzanie jest ŜciŜle zin-

tegrowane z wbudowanym w system deterministycznym testowaniem. W rezultacie stero-

wanie dla nowego kompaktora pochodzi z umieszczonego na chipie dekompresora danych. 

Poza szczeg·ğami dotyczŃcymi projektowania ukğad·w maskujŃcych stany nieznane, w 

pracy przedstawione zostağy r·wnieŨ zasady kodowania danych sterujŃcych kompaktorami. 

W drugiej czňŜci rozprawy przedstawione zostağy nowe techniki kryptograficzne, 

kt·re mogŃ stanowiĺ bazň dla sprzňtowego rozwiŃzania zapewniajŃcego obronň infrastruk-

tury testujŃcej przed niepoŨŃdanym dostňpem. Ta czňŜĺ rozpoczyna siň wprowadzeniem hy-

brydowego generatora pierŜcieniowego. WŜr·d kilku zastosowaŒ tego ukğadu, w pracy za-

proponowano trzy nowe moduğy kryptograficzne: kryptograficznŃ funkcjň skr·tu,  generator 

dla potrzeb szyfrowania strumieniowego oraz sprzňtowy generator liczb prawdziwie loso-

wych. Nastňpnie zostağy one wykorzystane w ostatnim rozdziale pracy, gdzie zapropono-

wano sprzňtowe rozwiŃzanie, kt·re zapewnia protok·ğ uwierzytelniania oparty o koncepcjň 

wyzwania/odpowiedzi. Przedstawiona metoda wymaga niewielkiej iloŜci miejsca na ukğa-

dzie scalonym, dziağa przy bardzo wysokich czňstotliwoŜciach oraz jest w peğni kompaty-

bilna z narzňdziami projektowania ukğad·w scalonych. ChociaŨ jest on gğ·wnie skierowany 

do ukğad·w scalonych wykorzystujŃcych pakietowe przesyğanie danych testowych, propo-

nowana metoda moŨe r·wnieŨ poprawiĺ bezpieczeŒstwo innych zğŃczy testujŃcych. 
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Metody kompakcji odpowiedzi testowych przedstawione w pracy zweryfikowano 

eksperymentalnie za pomocŃ opracowanego przez autora oryginalnego oprogramowania, bň-

dŃcego rozszerzeniem istniejŃcych narzňdzi komercyjnych. W eksperymentach wykorzy-

stano produkowane wsp·ğczeŜnie cyfrowe ukğady scalone. Nowe rozwiŃzania kryptogra-

ficzne zostağy zweryfikowane za pomocŃ test·w statystycznych, w tym opracowanych przez 

amerykaŒski National Institute of Standards and Technology (NIST) oraz BSI - niemieckŃ 

instytucjň certyfikujŃcŃ bezpieczeŒstwo informatyczne. 
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1. Introduction  

As can be easily shown, beyond any doubt, the semiconductor industry is ever evolving, with 

new integrated circuits (ICs) and their updates coming out all the time. For more than half a 

century, Gordon Mooreôs eponymous law [119] has well described (and helped drive) steady 

and staggeringly fast progress in computing technology. This unprecedented pace of micro-

electronic miniaturization has led to billions of tiny transistors put on single silicon dies. As 

ICs are becoming increasingly complex and densely structured, so are physical imperfections 

whose likelihood of occurrence within ICs is raising alarmingly. They cause defects of vari-

ous types that may compromise circuits, have a detrimental impact on design performance, 

and inevitably result in system malfunctions. In order to deliver reliable products, vendors 

need to test ICs during their manufacturing. In the vast majority of cases, however, it will not 

suffice to ensure that microchips will function properly throughout their expected lifespan. 

Indeed, in a wide range of industries, including automotive, healthcare, telecommunications, 

space, defense, and consumer electronics, it is mandatory to thoroughly test designs during 

system operations to avoid errors attributed to, for example, post-deployment silicon aging. 

In another application area, cloud service providers have reported so-called silent data cor-

ruption errors caused by subtle IC defects escaping manufacturing tests and producing faulty 

results only occasionally which makes them extremely difficult to find. It appears that the 

roots of these sporadic software failures have been traced to timing-related faults in hardware 

where the performance of transistors may change with varying environmental conditions 

while running application software. It has raised a call for not only high quality manufactur-

ing tests but also in-system and in-field tests of comparable quality.  

Traditionally, deterministic structural tests are used to achieve high quality in chip 

manufacturing, whereas in-system tests rely on built-in self-test (BIST). Unfortunately, the 

test quality BIST attains may not be sufficient, primarily due to the pseudorandom test pat-

terns it deploys. Although test points and reseeding of test generators may be helpful in cer-

tain cases, logic BIST is usually unable to reach fault coverage visibly higher than 90%. 

Moreover, an acceptable fault coverage by virtue of pseudorandom patterns can only be ob-

tained for certain types of failures. On the other hand, conventional automatic test pattern 

generation (ATPG) is capable of working with much more comprehensive fault models (see, 

for example, cell-aware tests), and it typically achieves a near complete fault coverage. Nev-

ertheless, while automatic test equipment (ATE) employed during the IC production phase 

can easily handle deterministic test data, the cost of storing the same data directly on a chip 

is often unacceptable. This dichotomy eventually gave rise to a new technology ï determin-

istic in-system test (DIST) ï that combines the quality of ATPG-produced stimuli with a 

BIST-like paradigm of on-chip test application and test response evaluation. It satisfies both 

in-field and high-quality test requirements, necessary to ensure reliable operations of ICs 

throughout their lifespan.   
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DIST begins to play an essential role in safety-critical applications, in large data cen-

ters, or in monitoring silicon aging, to name just a few. These ecosystems require periodic, 

high-quality tests to assure desired test coverage and short test application, especially in de-

signs that must test themselves when operating. For deterministic tests to be in-system appli-

cable, multi-million-bit test responses with often unavoidable unknown (X) values have to 

be reduced to small signatures. Typically, X states degrade test results, and thus test response 

compaction schemes must be duly protected against their negative impact. This is especially 

true for time compactors, such as multiple-input signature registers (MISRs), whose feedback 

allows Xôs to quickly proliferate. Since contaminated signatures render test useless, test re-

sponse compactors require some form of shielding. As a response to these challenges, this 

thesis presents two X-masking solutions. The first one is designed to work with a novel logic 

BIST scheme that features a per-cycle capture mode [118]. The second technique has been 

customized  to handle test responses in DIST-like environments.  

Thanks to deterministic stimuli and optimized X-masking circuitry, DIST can ensure 

very high test quality, also for complex SoC designs. Unfortunately, the very same test solu-

tions may enable malicious activities. Scan-based attacks are considered a serious threat [46] 

[181], even though test compression and the Streaming Scan Network (SSN) technology [40] 

can partially combat security concerns by, for example, scrambling test data. Other counter-

measures aimed at protecting test interfaces raise concerns regarding their complexity, both 

in terms of silicon area and the impact on a design flow. To address these concerns, the sec-

ond part of the thesis presents new security primitives that can be used to create a hardware 

root of trust (RoT) capable of defending test infrastructures, specifically those based on SSN.  

The remainder of the thesis is organized as follows. Chapter 2 provides a brief overview 

of the state-of-the-art X-masking solutions. Having defined requirements for a reliable test 

response compaction scheme, Chapter 3 presents maXpress, a new modular X-tolerant com-

pactor that is applicable to LBIST with the observation scan technology [118]. In particular, 

it employs dedicated selectors and scan gaters to mask unknown states within redefinable 

groups of scan chains and during designated scan shift cycles. To limit additional test data 

volume, the scheme allows a predefined number of patterns to share the same control settings. 

X-masking discussed in Chapter 4, built on certain modules of maXpress, is tailored to a 

DIST environment. Here, the masking controls are reloaded once per pattern and decoded 

using an Embedded Deterministic Test (EDT) [146] decompressor. Additionally, the scheme 

involves the next level of masking that requires a very small amount of variables to observe 

most of the easy-to-detect faults. Chapters 3 and 4 are complemented by experimental results 

obtained for both schemes and several large and complex industrial designs.  

Chapter 5 opens the second part of the thesis. It brings back common security issues 

implied by IC testing and recalls techniques developed to secure test infrastructure. It also 

briefly reviews state-of-the-art cryptographic hash functions and stream ciphers. Chapter 6 is 

devoted to hybrid ring generators (HRG) ï structurally enhanced ring generators [121]. 
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Although HGRs can be used as efficient test response compactors and programable pseu-

dorandom pattern generators, they have been primarily designed as key components of a new 

lightweight cryptographic hash function introduced in Chapter 7 and a test data stream cipher 

presented in Chapter 8. Chapter 9 describes a new lightweight true random number generator 

that leverages the benefits of both the timing jitter of a single multiple-output ring oscillator 

and a high-speed ring generator (or a hybrid ring generator). New cryptographic primitives 

of Chapters 7, 8, and 9 are comprehensively evaluated using a variety of statistical tests, 

including the NIST and AIS-31 test suites. Finally, a hardware root of trust destined for the 

SSN-based designs is presented in Chapter 10. It takes advantage of security primitives pro-

posed in the previous chapters and provides scalable and secure solutions for the authentica-

tion protocol between a chip and a secure server. The thesis concludes with Chapter 11. 
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2. Unknown states and design for testability 

The semiconductor industry demand for test data compression has not slowed down since its 

first introduction to the market in 2001. In fact, test response compaction, in conjunction with 

stimuli compression, continues to play a crucial role in handling test data volume growth. 

Although development of compaction schemes reflects ever-changing needs of many appli-

cation domains, reliable test response compactors are expected to (1) maintain very high 

compaction ratios, (2) provide ability to detect a variety of failures found in real silicon, and 

(3) assure design simplicity. This can only be achieved provided a compactor is capable of 

preserving observability of the vast majority of scan cells for a variety of unknown (X) states, 

which are increasingly often identified as having potential for rendering test useless. The 

presence of X states is attributed to uninitialized memories, non-scan flip-flops, bus conten-

tions, floating buses, internal three-state logic, unwrapped analog circuitry, false paths, cross-

domain paths, or paths with timing closure problems. X states may also show up due to last-

minute timing violations associated with missing constraints, design issues, or engineering 

change orders. In many scan-based designs, X states, once captured in scan cells, are subse-

quently injected into a test response compactor where they can severely affect test results. 

For example, Xs can result in a loss of test coverage (TC) if not handled properly and tend to 

increase pattern counts required to test a device thoroughly. As it is vital to control compactor 

operations with a minimal amount of additional data having no negative impact on the effec-

tive test compression, this chapter will briefly revisit certain test schemes and methods to 

 

Figure 2.1 X-value circulation in a four-bit MISR. 
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identify potential areas of improvement for existing schemes that face the future requirements 

of deep submicron IC testing.  

2.1  Impact on test response compaction 

As already mentioned, unknown states, once injected into test response compactors, may 

render the outcomes of a test unusable, especially if one deploys a time compactor where X 

states quickly multiply (due to a feedback fan-out), contaminate a signature, and stay there 

until a read out operation. Usually, the time compactors are based on linear feedback shift 

registers (LFSRs) that receive test responses through parallel inputs to finally form a structure 

known as a multiple-input signature register (MISR). Fig. 2.1 is an example of how a single 

X-value can damage a test response produced by a 4-bit MISR. 

 First, the faulty effect (D-value1) is injected during the second clock cycle. Once an X 

state enters the MISR in the fourth cycle, it overwrites the faulty effect only after the next 

seven cycles. Clearly, in this case, the test will not expose any faults. In another outcome, a 

MISR may contain both X-values and errors. However, every X-state occurring in a final 

signature doubles the required number of golden signatures (signatures corresponding to a 

fault-free design to be compared with the signature generated by the compactor). As shown 

 

1 The use of term D-value (or D, for brevity) follows the convention originally introduced in a seminal 

paper of P. Roth on D algorithm [157]. 

 

Figure 2.2 Golden signatures for a MISR with 0, 1, 2, and 3 X-states. 
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in Fig. 2.2, three X states placed in three different MISR locations would increase the number 

of potential golden signatures from one to eight. It is therefore essential to ensure that data 

injected into the MISR or any other time compactor are X free. While in certain cases designs 

can be X-clean, it is usually necessary to eliminate all X values by deploying an additional 

X-masking logic. 

In contrast to time compaction, its combinational counterparts do not employ memory 

elements to collect test responses but process them by means of, for example, XOR trees 

[28]. An example of an eight-input and three-output combinational compactor is shown in 

Fig. 2.3a. Three XOR gates are used there to compact responses from eight scan chains to 

obtain a 2.67x compaction ratio, i.e., the ratio of the number of scan chains and the number 

of compactor's outputs. Even though responses are not accumulated timewise, Xs can still 

dominate errors when observed in the same cycle. Therefore, to preserve D-values, each scan 

chain must be connected to at least two outputs of a compactor.  

Such a solution has been used in the X-compact [114], where results from each scan 

chain reach three outputs in parallel. As shown in Fig. 2.3b, even though a compactor receives 

both a single X and a single D, the error can still be observed on two out of five compactor 

outputs. The X-compact tolerance of unknown values highly depends on the compaction ratio 

[114]. To maintain its acceptable degree, this scheme can typically handle just a single X 

within a single cycle. Such tolerance is usually insufficient; hence, there have been many 

 

Figure 2.3 (a) Space compaction using linear compactor with eight inputs and three outputs [28]; 

(b) X-compact [114] with eight inputs and five outputs. 
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solutions proposed over the years aimed at reducing the negative impact of unknown values 

on test outcomes. 

2.2  X-tolerant compactors 

As documented by the scholarly literature, several works have been tackling design of so-

called X-tolerant compactors. In principle, these devices do not eliminate Xs in their entirety. 

Instead, they are capable of preserving erroneous results provided the amount of Xs reaching 

a compactor does not exceed a prespecified upper limit. For example, a convolutional com-

pactor [143], [151] employs a finite memory to buffer data from the scan chains for a few 

shift cycles. The corresponding design principles, based on the Steiner systems [38], signifi-

cantly reduce the probability of error cancellation. As shown in Fig 2.4, every scan chain is 

connected to three different memory elements. Consequently, an error cannot be masked by 

a single X, and any pair or odd number of errors cannot mask each other. Depending on the 

convolutional compactor's configuration (and its hardware footprint), more than one X can 

be tolerated at a time, while the compaction ratios remain relatively high. 

 Another solution [115] combines a weighted pseudorandom pattern generator (PRPG) 

with an X-tolerant MISR. Here, the signature analyzers are designed with the help of sto-

chastic coding. This method results in high probability of X-masking and is the X-tolerance 

basis. Yet another MISR-based scheme uses a programmable XOR network [178]. The con-

trols provided to this circuitry are obtained by solving linear equations for a set of MISR bits 

that, when XORed together, produce an X-cancelling combination. An extra phase shifter 

placed between scan chains and the MISR reduces a shift correlation of test response values 

and decreases the possibility of blocking faulty effects as a side effect of X-cancelling. An-

other group of solutions [130], [166] is based on error-correcting codes, such as Hamming 

 

Figure 2.4 Convolutional compactor [151] with sixteen inputs and two outputs. 
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and BCH codes, where probability of error detection in the presence of several Xs could be 

increased by adjusting a check word width. 

 While X-tolerant compactors can handle up to several unknown values in a single cy-

cle, they are not designed to withstand a sudden burst of Xs. To resolve this problem and 

reduce the number of Xs getting into scan chains, one can identify potential X-sources and 

block them by utilizing X-bounding logic (Fig 2.5). With an additional AND gate, non-scan 

flip -flops, floating ports, or analog block outputs can be isolated during a test mode. How-

ever, not all X-sources can be treated this way. Furthermore, additional gating logic can neg-

atively impact both timing closure and silicon area. Consequently, the presence of X-states 

in test responses is inevitable.  

2.3  Selective masking of scan chains  

As demonstrated in Chapter 2.1, time compactors require a protective mechanism to com-

pletely block (mask) X states before they reach the compactorsô memory elements. Typically, 

this is accomplished by virtue of schemes monitoring scan chains selectively. Usually, they 

employ a dedicated circuitry to mask selected unload values so that Xs do not reach a com-

pactor. As a result, the X-masking schemes capable of observing scan chains in a per pattern 

or/and per cycle manner have been extensively researched for years. The proposed solutions 

offer tradeoffs between a silicon area overhead, a potential fault coverage drop caused by 

inadvertent masking of faulty effects, and the amount of additional test data used to control 

X-masking circuitry. In OPMISR [10], [11], selected unload values can be masked, prevent-

ing X states from reaching a MISR. As shown in Fig. 2.6a, external signals are used to control 

mask logic, a MISR state, and the direction of SI/O pins. The EDT technology [146] uses a 

selective compactor [172] to mask a given number of scan chains by deploying a register ýle 

encoding targeted scan chains. In addition to the masking logic, it uses an enhanced ATPG 

algorithm capable of handling Xs. In [128], scan chains are gated in a per-cycle fashion 

thanks to the LFSR reseeding. To minimize the linear dependencies between the masking 

signals, and to reduce the probability of blocking X-free responses, mask data can be pro-

cessed through phase shifters and AND gates, as presented in [184]. Fig. 2.6b shows that the 

 

Figure 2.5 X-bounding logic. 



.2                                   INTERNATIONAL TEST CONFERENCE  

                                                                                  

                                                    

24 

mask bits must be set to 1 to replace Xs with known values. Furthermore, the X-compact is 

used to mask Xôs that could not be blocked during the previous stage. 

The X-Block of [189] uses an LFSR to generate controls for the masking logic. Simi-

larly to the solution of [128], this approach also employs LFSR reseeding to compress mask-

ing data. Furthermore, it targets single-detected faults, thus reducing the amount of control 

data. A hybrid selector presented in [194] combines a PRPG-based method to block Xs every 

shift cycle with a so-called "Xchains Register" to mask scan chains affected by Xs for several 

test patterns. It also works with a masking-aware test generation algorithm to target faults 

that can be observed outside of blocked groups of scan chains. An X-masking logic of [173] 

is aimed at preserving the coverage of unmodeled defects, and its controls can be provided 

by any LBIST or test compression scheme. Another test-dependent masking circuitry is pro-

posed in [137], where unknown values are replaced with a known constant by dedicated 

comparison blocks. A channel masking scheme shown in [35] offers three different channel 

masking states that either disable all scan chains or select those belonging to one of two 

groups at the price of possible over-masking. The X-Press scheme (used by EDT) [149], 

 

Figure 2.7 X-Press [149] test response compactor. 

 

Figure 2.6 (a) OPMISR test architecture with bidirectional scan pins [11]; 

(b) LFSR-based test compactor with mask bits generated through phase shifter and AND gates [184]. 
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[150] combines two levels of masking. As shown in Fig 2.7, an X can be blocked in a twofold 

manner: either by a per-chain masking circuitry or with the overdrive register. Such an ap-

proach leads to a high probability of linear independence between mask bits ï if X cannot be 

blocked by the first stage, it might be canceled within the second stage. The controls for both 

modules are obtained with a scan chain ranking algorithm based on the locations of observa-

tion points and X values.  

A work presented in [42] can block all X states with a per-cycle resolution and is ca-

pable of reusing control data for various test responses. In general, it is based on a ýnding 

that many test responses in scan-based designs feature identical or similar X profiles, with 

Xs grouped in adjacent areas of scan chains. A comprehensive scheme working with PRPG, 

MISR, and X-masking logic that can be deployed in both scan-based test compression and 

LBIST (including hybrid solutions) has been presented in a sequence of works [192]ï[197]. 

Recently, a hybrid space compactor has been introduced in [105] that combines a pseudoran-

dom control of a stochastic test response compaction of [115] with a deterministic compac-

tion phase to cope with high X ýll rates varying with frequencies of faster-than-at-speed tests 

[77] used to detect small delay faults. Other techniques to block X states are disclosed in 

patents; examples may include [25], [126], and [148]. 

Finally, X-masking schemes for hybrid applications of test compression and LBIST 

must respond to yet another number of challenges and needs of in-field and in-system test. A 

major source of complexity in this scenario comes from the requirement to control scan se-

lection with a low amount of data while handling a wide range of static and dynamic X-state 

profiles. Many unknown states, even if clustered, are typically restrained from capturing by, 

for example, DFT logic inserted during design implementation. However, the last-minute 

timing violations can show up anywhere in a design, and the resultant Xs are difficult to block 

at this very late stage of a development cycle. 

2.4  Deterministic in-system test and X-masking 

Another challenge for X-masking schemes is related to the foreseen importance of the DIST, 

where deterministic test patterns are combined with in-system test compaction. With LBIST's 

working only with basic fault models and reaching only around 90% fault coverage, DIST is 

expected to gain adoption over the coming years. For example, safety-critical devices, com-

pliant with regulations such as the functional safety standard ISO 26262 must thoroughly test 

themselves during system operations, and should a defect occur, they must put the entire 

system in a safe state to avoid a system failure. Depending on the safety goal, desired fault 

coverage may reach over 99%, which may not be achievable by a regular LBIST.  

It appears that deterministic-quality test patterns are also needed to handle SDC failures 

that have recently attracted a lot of interest [47], [54], [80], [165]. Their main symptoms are 

typically subtle, erroneous computations. When such a failure is not detected, it can quickly 



.2                                   INTERNATIONAL TEST CONFERENCE  

                                                                                  

                                                    

26 

spread across several services, leaving no trace or information in system logs about the de-

fect's origin. SDC failures are usually caused by small-delay faults that can be only targeted 

by timing-aware patterns. Those test patterns must be applied periodically at various stages 

of a device's life span. That creates new test problems, especially when considering defects 

manifesting in corner cases or after post-deployment aging. Clearly, a deterministic test is 

the only known method to guarantee the detection of these types of defects. To be used in-

system, the deterministic test should also enable schemes based on the input-streaming-only 

approach that reduces the volume of test data by employing advanced test compression tech-

niques [83], [96], and replacing all explicit test responses with a MISR-produced signature.  

The reduction of test data attributed to a MISR-based compaction is meaningful even 

within a single circuit. The benefits are even more appreciable when a state-of-the-art X-

masking scheme is applied in System-on-Chip (SoC) designs comprising hundreds of cores 

(often forming 3D stacks). In addition, SoCs may save a substantial number of resources by 

giving up on output channels that can be reused to strengthen the input test interface. It is a 

vital commodity when testing SoC designs through, for example, an SSN [40], i.e., a bus-

based scan data distribution architecture that enables high-speed test data delivery and facil-

itates testing of many cores with a constant cost (see also Fig. 2.8, where tests are delivered 

as packetized scan data on the SSN bus, and streamed through the Streaming Scan Host 

nodes).  

2.5  Novel X-masking solutions 

As shown in the previous chapters, X-masking hardware is an essential part of many scan 

selection schemes. It is, therefore, mandatory to reduce its area, especially in contemporary 

designs with hundreds or thousands of scan chains that require programmable and very flex-

ible selection algorithms. To respond to these concerns, the next chapter presents a new X-

 

Figure 2.8 Deterministic in-system test setup applied to a 6-core SoC design using SSN [40]. 
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tolerant tunable compactor termed maXpress. Its modular scan selection logic allows mask-

ing X states within controllable groups of scan chains and scan shift cycles. The proposed 

technique helps to tolerate X's discovered very late during the design cycle so that LBIST 

can still provide a desired TC. Furthermore, to facilitate an in-system test whose TC is achiev-

able in a much shorter time than that of a conventional LBIST, the presented scheme can 

work with hybrid test points that capture fault effects every shift cycle into flip-flops forming 

separate observation scan chains [118]. Finally, Chapter 3 presents methods to find the best 

control parameter settings for the proposed scan selection architecture. 

A solution presented in Chapter 3 is intended for low-cost logic BIST applications that 

typically achieve 90% coverage of simple fault models with a minimal amount of test data to 

be stored. However, efficient as it is in LBIST, maXpress requires additional and new fea-

tures to work with DIST. This is because of a gap between LBIST goals and DIST require-

ments manifested in: 

¶ the ability to target advanced fault models and attain a maximal possible TC (above 

99% of testable faults), 

¶ the aggressive test time window paired with the ability to run periodic and frequent 

tests in real time (especially in the automotive area),  

¶ reasonable test storage ï it might be of concern, if there is a need to accommodate not 

only stuck-at faults, but also transition, delay, or cell-aware failures,  

¶ an option to update tests based on defects seen in field returns or in new technology 

nodes,  

¶ the ability to test selected (idle) cores while others are in a functional mode or to 

perform fault diagnosis with core-level resolution (it applies to multiple-core designs 

using IJTAG and SSN protocols ï see Fig. 2.8).  

The X-masking scheme capable of working within the framework of DIST is presented in 

Chapter 4. While building on a highly scalable, layout-friendly, and test-set independent scan 

chain selection approach, the new scheme allows one to selectively block all X states. Work-

ing synergistically with methods to automate settings of the scheme controls, it offers com-

plete observability of errors based on EDT-encoded test data.  
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3. X-tolerant compactor for observation scan 

This chapter presents maXpress - an X-tolerant, modular, and programmable compactor 

[101], [102], deploying a new scan chain selection mechanism capable of completely mask-

ing X states, as required by many in-system or one-directional streaming test applications. 

The proposed scheme also supports separate observation scan chains that, in contrast to con-

ventional scan, capture faulty effects every shift cycle while their content is gradually shifted 

into a compactor that also receives values from regular chains. In addition to a new layout-

friendly architecture, algorithms to automate control settings based on scan chain selection 

rules deployed to suppress X states are presented.  

3.1  Compactorôs circuitry 

The proposed scheme is a part of an on-chip test environment with multiple scan chains. It is 

inserted outside the design core and consists of a few blocks, as shown in Fig. 3.1. A test 

response compactor consists of an MISR, an XOR tree, and a highly modular X-masking 

logic (the gray area in the figure) that outputs scan chain gating signals so that X states orig-

inating at various scan cells do not reach the MISR while observability of the remaining scan 

cells is preserved to such an extent that the test quality remains uncompromised. 

 

Figure 3.1 maXpress overall architecture. 
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The actual masking of the regular scan chains is carried out by scan gaters - devices 

located between the internal scan chain outputs and an MISR, often driven by an XOR tree. 

Essentially, these devices partition scan chains into disjoint groups of almost equal size, and, 

if needed, block test results leaving chains within each group before they could enter a test 

response compaction circuitry. 

The scan gater (Fig. 3.2) is comprised of an n-bit gating logic, where n is the number 

of scan chains served by a single scan gater. Clearly, if s is the total number of scan chains, 

then the total number of scan groups (scan gaters) is given by g = s/n. The actual gating logic 

is composed of n two-input AND gates, and n multiplexers. All scan gaters are driven by a 

common enable line E which works with those scan gaters that have not been selected 

through the configuration register (CR, see below). Setting a configuration flip-flop to 0 dis-

ables the corresponding scan gater, and the actual masking value depends exclusively on 

signal E. If E = 1, then the scan gater remains transparent and channels test responses directly 

to the compactor, thus making the associated scan chains fully observable. Having E set to 

0, however, blocks all scan chains linked with the disabled scan gaters. Two auxiliary flops 

supply signal E, as shown in Fig. 3.1. One of them acts as a shadow register that saves the 

current value of E while reloading its new content in parallel with a shift-in of the next data.  

The scan gaters are driven by a g-bit CR, a red-colored item in Fig. 3.1. The purpose 

of this device is to enable any desired combination of scan gaters. Since every flip-flop of 

CR serves a single designated scan gater, it eliminates additional address registers and the 

corresponding converters. Furthermore, there is no need to use multiple-input gates within 

scan gaters, and there is no need to broadcast scan gaters address data. The CR is daisy-

 

Figure 3.2 Scan gater serving n = 8 scan chains. 
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chained with the remaining on-chip test instruments discussed in the following. The CR con-

tent is typically shared by several test patterns in a row. As a result, it is reloaded only occa-

sionally and thus is sequestered behind a configuration insertion bit (CIB), as shown in Fig. 

3.3 in the spirit of the IEEE 1687 (IJTAG) standard whose segment insertion bits (SIBs) 

allow access to embedded instruments of reconfigurable scan chains [206]. CIB allows on-

demand access to the CR and interfaces the same register with a single channel used to seed 

PRPG, and to deliver other test-related data. If the CIB flip-flop is set to 0, CIB is set up to 

bypass the CR and allows only registers B (see Chapter 3.2) and E to be updated. Indeed, the 

CR is unaffected in this mode by any data transfer due to clock gating. Once asserted, the 

CIB flip-flop routes test data to the CR, at the same time enabling a clock signal to facilitate 

a shift functionality of the CR. The shift path is established from the input channel, through 

the register B, into the CR, and then the register E. All changes in the CIB flip-flop status are 

done through the CIB enable input that allows to capture the first control bit of the input 

sequence. This bit indicates whether the following sequence is to update the X-masking logic 

configuration, or it is just a new content of other registers. 

Enabled scan gaters (their configuration bits are set to 1) receive the actual masking 

values from a selector through a bus S, as shown in Figs. 3.1 and 3.2 (here S accommodates 

8 bits). As can be seen, each scan chain can be individually blocked provided the correspond-

ing selector output is 0. The selector outputs are shared by all scan gaters, so having several 

gaters enabled results in blocking the corresponding scan chains in all involved groups. It is 

worth noting that the scan gaters and the selector lend themselves very well to scenarios 

demanding very aggressive masking of scan chains for the purpose of observing very few or 

 

Figure 3.3 Configuration insertion bit. 



.2                                   INTERNATIONAL TEST CONFERENCE  

                                                                                  

                                                    

32 

just a single scan chain. Fig. 3.4 shows a simple summary of the maXpress control settings 

for a single scan gater. We begin with a CR bit CR. If set to 0, then all scan chains of the 

associated group are either masked (E = 0) or connected to a compactor (E = 1). When CR = 

1, the masking status is decided by the selector such that a given scan chain k is blocked 

provided Sk = 0, or observed otherwise (Sk = 1).  

To reduce pseudorandom PCs, maXpress may also work with observation scan chains 

that capture faulty effects, provided by hybrid observation test points, every shift cycle [118], 

[123]. Essentially, the observation chains accumulate test responses using XOR gates placed 

in the front of their scan cells (Fig. 3.1) in a manner similar to that of convolutional com-

pactors. It allows one to encapsulate shift and capture functionality within a single clock 

cycle. The content of observation chains is continuously shifted into the compactor shared 

with the remaining chains. The observation scan cells do not drive any gates of the original 

design to prevent sequential dependencies between subsequent patterns occurring in these 

chains and to avoid over-testing. Selection of test points to elevate TC of pseudorandom 

patterns follows the procedure presented in [118]. 

Because of their activity, it is fair to expect that the observation chains may capture a 

significant fraction of unknown states. Consequently, these scan chains should not be 

grouped, and have to be masked on an individual basis. A scan gater for n observation chains 

boils down to a set of n two-input AND gates. It receives the masking signals from a selector 

similar to that of the regular scan chains. However, per cycle selection data driving the se-

lector are obtained in a different fashion due to much more aggressive X-masking require-

ments. It is worth noting that the presented approach advocates orthogonal handling of regu-

lar and observation chains. It makes it much easier to adapt the proposed solution in designs 

with no observation scan chains. 

 

Figure 3.4 maXpress controls for a single scan gater. 
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We will now discuss the design of a selector which contains two n-bit registers B-off 

and B-on and combinational logic to control and mask scan chains within enabled groups. 

Recall that all scan gaters receive the same controls. The selector of Fig. 3.5 assumes that 

each group consists of eight scan chains, similarly as in Fig. 3.2. There are two groups of the 

selector inputs. The inputs denoted as S gate individually the corresponding scan chains in a 

per-cycle mode unless the content of registers B-off and B-on decides otherwise. Indeed, 

each scan chain is assigned a pair of control bits that determine its masking status, as shown 

in Table 3.1. In response to suitable 0-signals on bits bk of both registers, the selector output 

k is set to 0, and thus scan chain k is blocked for the period of a complete scan unload. As-

serting bit bk of register B-on makes scan chain k fully observable. Finally, setting bit bk of 

B-on to 0 and bit bk of B-off to 1 allows masking of scan chain k as required by the current 

status of input Sk (this is illustrated in Fig. 3.4 by the scan chain controlled by both 0 s and 1 

s). Note that B-off and B-on registers are updated via blockage inputs driven by a shadow 

register B, once per pattern or a group of patterns. 

It appears that the use of per-cycle controls is either relatively rare or involves a few 

scan chains only. Consequently, this type of data can be deterministically encoded and pro-

vided to the selector by a device referred to as a static-reseeding decompressor, or SR-de-

compressor for brevity. Its architecture is shown in Fig. 3.6a. Seeds of this small 

 

Figure 3.5 Selector block. 

Table 3.1 The selector settings. 

B-on B-off  

0 0 scan blocked 

1 x scan observed 

0 1 Sk per cycle 
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decompressor are delivered through the same single input that is used to initialize PRPG. 

Besides a ring generator and a phase shifter driving the selector inputs, a hold register is 

placed between those two devices. It helps in sustaining the selector inputs for more than a 

single clock cycle, while allowing the generator to change its internal state to ensure encoding 

of the next group of selection bits. Hence, one can repeat and pass on to the selector a given 

SR-decompressor state for a number of consecutive scan shift cycles. As is typical of isomet-

ric test compression [96], the SR-decompressor houses a circular template register. A 1-sig-

nal on its output allows the hold register to have the current content of the ring generator 

entered as its next state. Because of its size, the very same template is typically used multiple 

times within the duration of the same test pattern. Note that the ring generator and the tem-

plate register feature shadow registers that are daisy-chained with the remaining scheme test 

instruments.  

The SR-decompressor is capable of decoding selection patterns with additional reload 

points occurring as 1s in the template register to indicate when to update the hold register. It 

is worth noting that within this framework a selection solver assumes that a single equation 

is associated with all selection bits corresponding to the same output and covered by a given 

hold period. As a result, only bits of the periodôs first cycle become the subject of encoding 

provided there is at least one such specified selection bit within that period. Experimental 

results indicate that up to 50% of specified bits (on average) are typically handled by the 

constant values of the hold periods rather than direct encoding, thus ensuring high encoding 

efficiency.  

 

Figure 3.6 (a) SR-decompressor with eight outputs and (b) CF-decompressor. 
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A selector working with the observation scan chains has the same structure as that of 

the selector shown in Fig. 3.5. It uses m-bit registers B-off and B-on, where m is the number 

of the observation chains. Similarly, the per-cycle selection data available on its inputs Sk are 

deterministically encoded and provided to the selector by a test data decompressor. However, 

in contrast to the regular chains, a continuous flow compression (and hence a CF-decompres-

sor) is used to facilitate encoding of a much larger number of masking signals. Compressed 

data for the CF-decompressor (stored on chip) are delivered through a separate input (or in-

puts) along with data feeding the update input of the hold register, as shown in Fig. 3.6b. 

3.2  Selection of controls 

The maXpress performance depends on a method employed to select scan gaters through the 

CR, and then individual scan chains by means of the selector and signal E. Having fault 

propagation sites and cells that capture X states (X-cells) associated with test responses, the 

following part now demonstrates how to automate selection of the appropriate maXpress 

controls. As the presented scheme is to work with LBIST, it has to mask all Xôs while pre-

serving as many faulty sites as possible.  

To reduce test data volume, several successive test responses are expected to share the 

same control settings. Its selection begins, therefore, by superposing a predefined number of 

test responses, further referred to as a segment. The output patterns of Fig. 3.7 illustrate this 

process by using three groups of 8-bit long scan chains, each group comprising four chains. 

Red-filled circles indicate X-cells, whereas scan cells to which fault f propagates are labeled 

with number f. When superposing test responses, the following rules are observed. First of 

all, the status of X-cells is superimposed on the same cells in the remaining test responses of 

the same segment even if these cells are fault propagation sites. This is a collateral damage 

case, and it applies to faults 1, 2, and 3 in responses 1 and 2 of Fig. 3.7 (indicated by three 

 

Figure 3.7 Superposition of test responses. 
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red-circled cells). A fault that propagates to exactly the same cell a few times (for a given 

segment) is counted only once, as shown by grayed out scan cells that capture faults 6, 7, 8, 

and 9. However, if a fault propagates to different locations, all such scan cells yield a propa-

gation site count c of that fault. The resultant superposition of three test responses of Fig. 3.7 

is shown on the right-hand side of the same figure.  

The next step sets the CR. In terms of TC, this process is dependent on the value of 

signal E. Recall that setting E to 1 enables all scan chains that feed the compactor through 

disabled scan gaters (Fig. 3.4). Consequently, all scan chain groups that host X-cells must be 

enabled by having their CR flip-flops set to 1. It allows the actual X-masking by means of 

the selector module. CR flip-flops of the remaining groups are reset, as shown in Fig. 3.8 

where, for the sake of more comprehensive illustration, there are two extra X-free scan chain 

groups appended to the result of Fig. 3.7. Since the same selector-produced data drive all 

enabled scan gaters, the corresponding groups are merged once more. The X-cells are again 

superimposed on the corresponding cells hosted by other scan chains.  

The first row of the masking pattern (the right-hand side of Fig. 3.8) contains six X-

cells and a single site that captures fault 7. As fault 7 is also observed by two other sites in 

the last row, the first row can be blocked by setting bits b0 of the B-off and B-on registers to 

0, thus effectively gating the first chains of groups 0, 1, and 2. Furthermore, as there are no 

X-cells in the last row, setting b3 of B-on to 1 lets the fourth chains in groups 0, 1, and 2 to 

 

Figure 3.8 Finding maXpress controls for E = 1. 
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be observed in their entirety. Meanwhile, the two internal rows feature a mixture of X-cells 

and fault propagation sites. These rows are handled by the selector (recall that bits b1 and b2 

of the B-off and B-on registers must be set to 1 and 0, respectively) in such a way that X-

cells are masked, whereas faults 5 and 6 are let to go. There is no need to encode separately 

selection bits for faults 8 and 9, as these faults are observed in the last row. Savings like this 

one increase the likelihood of successful encoding of other selection bits.  

As can be easily verified, the above assignments let all faults but four enter the com-

pactor. However, we also need to consider another scenario where E is set to 0. Within this 

control, all scan chains governed by disabled scan gaters are blocked. Scan chains with X-

cells can be, therefore, masked either by means of the selector or by disabling certain scan 

gaters, while having E set to 0. This dual functionality may allow us to observe more failing 

scan cells than those of the approach presented previously (with E set to 1). For that, however, 

one would need to examine 2g different setups of the CR, where g is the number of scan 

gaters. And only after that one can decide which selection of enabled/disabled scan gaters 

delivers the best performance of maXpress. For the running example, consider the CR shown 

in Fig. 3.9 that disables scan gaters 0 and 2. Hence, all scan chains of groups 0 and 2 are 

blocked because of E = 0. The remaining groups are processed by applying the previously 

mentioned rules. As a result, faults 1ï6 and 9 are observed. Note that in this case, there is no 

need to employ individual selection bits at all.  

 

Figure 3.9 Finding maXpress controls for E = 0. 
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3.3  Weights assignment 

Given hundreds of thousands of scan cells and millions of faults, a slow processing of long 

fault lists associated with scan cells (or scan cell lists associated with faults) is needed to 

determine the actual TC for a given content of the CR. To alleviate this problem and to avoid 

an exponential growth of the CR states, this register is set up through a greedy approach 

resembling a hill climbing paradigm. Moreover, lists of faults for propagation sites are re-

placed with the corresponding fault weights, and then weights of scan cells. 

A given faultôs weight w is the inverse of its propagation site count c, that is w = 1/c. 

This weight is linked with all different propagation sites of the fault. Within the superposition 

of test patterns, a scan cell receives a weight obtained by summing up all individual weights 

of faults propagating to this particular site. For example, fault 4 (Fig. 3.7) propagates to two 

different scan cells, so its weight equals 0.5. Similarly, fault 7, as reaching three different 

scan cells, gets 0.33. The result of superposing of the three responses of Fig. 3.7 in terms of 

weights is shown in Fig. 3.10. The last but one cell in the fourth scan chain gets the value of 

1 = 0.5 + 0.5 as a sum of weights associated with faults 8 and 9. X-cells get the 0-weight. 

Groups of weighted scan cells can be superposed in such a way that X-cells force 0-

weights on the corresponding cells in other groups, whereas weights of the remaining sites 

are obtained by summing up weights of the corresponding cells. Finally, the resultant group 

weight is equal to the sum of individual weights over all cells of that group. For example, the 

weights of the groups of Fig. 3.10 are equal to 1.3, 5.5, and 2.1, while the weight of a super-

posed group is going to be (as can be easily verified) 4.9. This metric is used as a primary 

figure of merit to assess the performance of the scheme in the selection settings procedure 

presented in the following passage.  

As soon as all cell weights are determined, finding the best setup of the CR proceeds 

as follows. Let H = [hgī1 ... h1 h0] be a g-bit binary vector representing the CR, i.e., hk = 1, if 

 

Figure 3.10 Scan cell weights. 
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kth stage of the register is set to 1. Starting with its randomly selected initial state, the first 

step is to compute a weight of the resultant group obtained by superposing groups associated 

with the enabled scan gaters, i.e., those for which hk = 1. Subsequently, the following process 

iterates. The current state of H is inverted, one bit at a time, to find the resultant weight of 

groups being superposed. Note that throughout this step, either an additional scan gater be-

comes enabled or a so-far-active scan gater gets disabled. Having determined the weights for 

all g inversions, we pick, in a greedy fashion, vector H with a bit whose flipping yields a 

weight higher than do any of the other bits. Then the procedure is repeated for the current 

state of H except the bit whose inversion was the most effective in the previous step. Alt-

hough one may need to compute weights up to g2 times, computations for all inversions are 

independent, and therefore can be easily run in parallel. The selection process continues until 

the method fails to produce a weight higher than the best value obtained so far and represent-

ing the current state of H. Typically, the above selection process is repeated a number of 

times, as a final result may depend on the initial (random) state of H. Given the ultimate 

solution, the obtained TC is used to compare this scenario against the approach with E = 1. 

In summary, it is immediately clear that every segment of test responses is deployed to 

arrive with a separate set of maXpress control settings. Fig. 3.11 sketches out the maXpress 

controls selection flow. First, all response patterns a segment is comprised of are superposed. 

For E = 1, it suffices to determine all groups that feature X-cells, set the CR flip-flops of 

these groups to 1, disable the remaining scan gaters, and merge all enabled groups into a 

single one. That allows computation of TC, i.e., the number of faults whose propagation sites 

have not been canceled out by X values. For E = 0, the greedy optimization procedure is used 

to determine the best setup of the CR with respect to TC. Having found the coverage numbers 

for both scenarios, we pick the one that yields better result and proceeds with finalizing the 

selector setup by assigning the appropriate values to the B-off and B-on registers, as well as 

by choosing the individual selection bits, whenever it is necessary. If the isometric compres-

sion is unable to encode all selection bits because of constraints imposed by available seed 

variables and the size of the test template, one should reduce the number of selection bits by 

gating the least crucial scan chains through setting the corresponding bits of registers B-off 

and B-on to 0.  

Interestingly, a large body of experimental evidence shows that a rate of setting E to 1 

versus having E de-asserted is clearly a circuit-dependent factor, and it is primarily deter-

mined by scan architecture, the number of the scan gaters, and the last but not leastðthe 

distribution of X states across test responses. Back to Fig. 3.11, if there are still test responses, 

the method goes back to form a new segment of patterns and to create their superposition. 

Otherwise, the procedure terminates. 
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3.4  Masking observation scan chains 

Whereas regular scan chains may capture X states only once per pattern, the observation scan 

chains can do that repeatedly in a per-cycle mode. As a result, a single X value may invalidate 

several faulty effects on its way to the serial output of a scan chain. This is illustrated in Fig. 

3.12 for a 4-bit observation chain.  

The left-hand part of the figure lists variables representing a circuit response that enters 

the observation scan either during regular capture cycle Ck (single-index variables ak, bk, ...), 

where k = 0, 1, 2, ..., or during scan shift cycle Skj (double-index variables akj, bkj, ...), where 

j = 0, 1, 2, 3. The variables are gradually XOR-ed, as indicated by the diagonals, to yield the 

final responses shown on the right-hand side of Fig. 3.12. Each variable represents either an 

X state (red circle) or a fault ID (blue circle). It is ignored if nothing has been injected into 

the observation scan at a particular location and time. Clearly, XOR-ing an X with another 

combination of variables yields X. Adding several fault IDs produces a list of faults being 

observed at the corresponding stage of the observation scan unless two fault IDs are identi-

calðthey cancel each other as a result of aliasing. Successive responses, corresponding to a 

given segment of test patterns, are then superposed, as shown in the figure, using the same 

rules as stated above (except of having the same ID fault several times; such a fault is counted 

only once as there is no error aliasing in the superposition process). 

 

Figure 3.11 Control setting selection flow. 
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Now the superposed test responses become the subject of the scan chain selection pro-

cess that partially resembles the approach presented earlier for the regular scan chains. First, 

we identify X-free observation chains and exclude them from further analysis altogether with 

faults propagating to these chains. They will be unconditionally observed by asserting the 

respective bits of the register B-on so as to reduce the encoding burden on the CF-decom-

pressor. For the remaining faults, using their propagation site counts c, every cell that cap-

tures a given fault is assigned a weight w = 1/c, as shown in Chapter 3.3 (a fault propagating 

multiple times to the same cell is counted once within a given segment of patterns). Recall 

that X-cells receive the value of 0. Moreover, cells that capture neither X nor an error are 

assigned a small, nonzero weight. The actual encoding phase begins by sorting a list L  of the 

nonzero observation scan cells such that they are in order by largest weights. As with the 

regular scan chains, all per-cycle gating signals are represented by linear functions of mask 

variables injected into the CF-decompressor. Initially, the set of gating equations is com-

prised of expressions corresponding to all X-cells. Clearly, the right-hand sides of these equa-

tions are assigned the logic value of 0. The main loop of the encoding procedure expands the 

set of equations by adding an expression corresponding to the first element on the list L ; then, 

it tries to solve the current set of equations and removes the first item from the list, continuing 

until the list is empty. If, at any stage, the equations are not solvable, then the newly added 

equation is deleted and the corresponding gating signal is discarded. Note that the right-hand 

sides of all equations taken from the list L  are always assigned the logic value of 1. It is 

crucial to observe that equations representing both Xs and errors are not necessarily 

 

Figure 3.12 Superposition of signals in a 4-bit observation scan chain. 
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associated with their actual propagation sites. This is because of how the CF-decompressor 

hold register is updated. 

The encoding procedure partitions a superposed test response into several blocks com-

prising certain number of consecutive clock cycles in such a way that there are no observation 

scan chains that capture both Xs and errors inside the blocks. It allows one to repeat the same 

gating signal many times in succession by using the hold register storing a state that the ring 

generator entered at the beginning of a block. Hence, one can cost-effectively encode identi-

cal data such as clustered Xs or multiple errors. The block size is determined by the ability 

to encode data within its boundaries. The encoding process begins with a block and the cor-

responding state of a ring generator which should be applied first, and it gradually moves 

toward the end of a test response. As long as the gating signals can be encoded, the algorithm 

works by repeatedly increasing the size of the block, and by including successive equations. 

At some point, a solution may not exist anymore. This particular time frame is then assigned 

a new block (a reload point), and the procedure continues. It is worth noting that observation 

scan chains that capture exclusively X states are unconditionally blocked, as shown in Table 

3.1. The same rule applies to those observation chains that capture errors, but none of them 

have been eventually added to the set of gating equations. Finally, observation cells with 

small weights can also be taken into account, the encoding capacity permitting. It is possible 

to include unmodeled faults that may propagate to the observation scan chains, as well. 

3.5  Experimental results 

A. Regular scan chains  

This chapter reports several experiments with eight large industrial designs having all com-

ponents of the solution on a chip. In this section, the benchmark designs do not use the ob-

servation scan technology. The experimental results addressing the presence of the observa-

tion chains are presented in Section 3.5B. Table 3.2 lists major characteristics of test cases 

used in the experiments: the number of gates, the number of scan cells, and the scan archi-

tecture. Moreover, Table 3.2 contains the following metrics: 

1) the number of control and observation points used in each design, and the number of 

stuck-at faults;  

2) the error-fill rate, i.e., the fraction of scan cells that capture faulty effects, averaged over 

all test patterns;  

3) the total number of scan cells (X-cells) that capture, at least once, X states across all test 

patterns;  

4) the total number of scan chains (X-chains) that capture, at least once, X states across all 

test patterns;  
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5) the reference TC of 10 K pseudorandom patterns, recorded at the scan cell outputs, i.e., 

assuming that there is no test response compaction;  

6) the reference TC of 10 K pseudorandom patterns, recorded at the output of a compactor 

masking individually X-chains for a duration of their entire unload;  

7) the pseudorandom PC necessary to comply with the functional safety standard ISO 26262 

and its Automotive Safety Integrity Level D (ASIL D) ratings that call for the 90% TC 

target [79] (again, assuming no test response compaction). 

It is worth noting that errors may occur in clusters; local error-fill rates can be therefore 

higher than the average values. In particular, it applies to the first groups of patterns that have 

much higher error fill rates than the remaining responses. 

Table 3.3 summarizes the results of the experiments with the proposed scan selection 

logic enabled. For each circuit, the following information is provided: 

1) the TC of 10 K pseudorandom test patterns;  

2) the PC of tests needed to regain the 90% TC target;  

3) the total number of control bits (CB) per segment necessary to operate maXpress; CB 

multiplied by the number of segments gives the total number of control bits;  

4) the second (real) metric ɟ in the column CB is the number of segments that maXpress 

can deploy, if the total number of maXpress-used control bits was the same as that of a 

reference scheme masking individually s scan chains for a duration of their unload, i.e., 

ɟ = s/CB;  

5) average observability (OB+) of scan cells which capture neither X states nor errors; this 

figure of merit can be used to assess fortuitous TC, i.e., the odds that an unmodeled fault 

can be detected if it propagates to scan cells which are not observed on purpose. 

Table 3.2 Circuit characteristics. 

  Gates 
Scan 
cells 

Scan 
Test points 

Stuck-at faults 
Error-fill 

rate 
X-cells X-chains 

Test cov-
erage 

Test cov-

erage 

w/Xs 

Pattern 

count 

ISO CP OP 

D1 1.30M 76.9K 1,200 ³ 65 1,029 2,362 3,925,255 4.94% 82 60 91.00% 89.41% 5,120 

D2 1.34M 78.1K 1,200 ³ 66 976 2,479 3,876,452 5.15% 83 48 91.17% 89.57% 4,608 

D3 1.12M 86.9K 528 ³ 169 952 1,818 2,425,160 2.34% 96 11 91.80% 89.77% 4,928 

D4 1.75M 119.3K 729 ³ 175 1,229 1,183 3,176,430 2.54% 126 51 91.79% 87.43% 3,456 

D5 2.57M 194.2K 817 ³ 242 1,365 2,608 4,831,590 2.14% 102 16 92.71% 91.00% 2,112 

D6 6.66M 294.8K 1,236 ³ 242 2,329 3,603 8,967,807 2.51% 105 49 91.66% 89.45% 2,624 

D7 3.73M 207.4K 900 ³ 237 2,771 3,731 8,480,378 5.77% 107 54 91.40% 89.61% 5,184 

D8 14.2M 899K 3,163 ³ 291 2,418 1,600 30,513,081 5.41% 317 63 90.83% 89.92% 6,848 
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In all experiments but one, maXpress deploys a 32-bit SR-decompressor with a 32-bit 

template. The presented results vary in the number of segments which implies different rates 

of control reloads. It also determines the amount of test data represented by the number CB 

of control bits. Recall that CB comprises the content of the following storage elements: the 

g-bit CR, the registers B-off and B-on, the SR-decompressor seed and the test template, plus 

bit E. Given the number s of scan chains, one needs to store a total of g + 2s/g + Seed + 

Template + 1 bits per load. To minimize the number of flip-flops, one should find a value of 

g for which the above formula assumes its minimum. As can be easily verified, the desired 

number of groups is given by g = Ѝ2s. Consequently, the experiments are run for the number 

of groups being equal to Ѝ2s . Because of its size, design D8 uses a 64-bit SR-decompressor 

and doubles the number of groups. 

Table 3.3 Experimental results ï the group size Ѝ2s . 

   The number of segments   

    1 2 4 8 10 CB 

  TC % 70.99 75.93 84.69 90.24 90.54 162 

D1 PC 82,048 51,264 20,544 9,024 7,232 ɟ  = 7.4 

  OB+ % 44.68 43.88 47.19 52.08 51.35   

  TC % 73.76 77.66 83.45 90.51 90.77 162 

D2 PC 92,224 46,144 23,104 8,320 7,232 ɟ  = 7.4 

  OB+ % 51.16 51.50 46.90 57.54 60.86   

  TC %  86.12 87.48 90.42 91.82 91.89 131 

D3 PC 30,784 20,544 8,448 5,952 5,184 ɟ  = 4 

  OB+ % 88.95 89.42 90.72 92.93 93.83   

  TC % 69.51 74.46 86.90 90.58 91.00 141 

D4 PC 92,288 61,568 18,368 8,448 6,912 ɟ  = 5.2 

  OB+ % 62.83 62.28 67.22 65.99 72.91   

  TC % 82.73 85.60 90.76 92.49 92.56 145 

D5 PC 71,744 30,784 7,744 3,904 3,136 ɟ  = 5.6 

  OB+ % 83.99 83.46 84.63 78.97 86.18   

  TC % 64.24 71.01 83.39 90.98 91.19 165 

D6 PC > 100K 66,752 20,544 7,744 6,208 ɟ  = 7.5 

  OB+ % 56.38 56.76 58.22 66.93 68.70   

  TC % 72.88 78.57 85.14 90.45 90.58 149 

D7 PC 72,128 43,200 20,544 9,024 8,256 ɟ  = 6 

  OB+ % 62.73 61.01 55.08 69.24 66.48   

  TC % 71.93 75.02 84.92 89.37 90.00 225 

D8 PC > 100K > 100K 35,200 12,224 10,240 ɟ  = 14.1 

  OB+ % 64.72 63.88 66.11 72.19 72.89  
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The number of X-cells in designs of Table 3.2 ranges from 82 (D1) up to 126 (D4). 

Clearly, sites that capture X states as well as the likelihood of this occurring may shape the 

final results. For example, X states populate quite a few scan chains in almost all designs in 

a uniform manner across all test patterns, whereas there are only a few X-chains in design 

D3 where the vast majority of scans has no unknown states at all. It appears that the ability 

of the scheme to work with different sets of groups (scan gaters) allows maXpress to address 

these challenges in an efficient way; see results collected in Table 3.3. In particular, with the 

increasing number of X-chains, the new scheme appears to be much more robust and flexible 

than conventional solutions (compare the coverage numbers in the last but one column of 

Table 3.2 and the corresponding results in Table 3.3). Data reported in Table 3.3 indicate that 

test coverage increases with the increasing number of segments, whereas the corresponding 

number of test patterns systematically decreases. As a result, one can trade-off these factors 

against a test data volume (the number CB of bits) necessary to control maXpress with the 

varying number of segments. It is also worth noting that the over-masking has low impact on 

the test quality, as shown in rows OB+. Indeed, the average observability of scan cells, in-

cluding those not directly protected by the X-masking scheme, remains very high and, in 

particular, guarantees detection of several unmodeled faults. 

Fig. 3.13 plots more detailed outcomes for design D4 while observing test coverage 

and sweeping the number of applied test patterns. The experimental results consist of five 

curves: 

 

Figure 3.13 Test coverage for design D4. 
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¶ the reference test coverage recorded at the outputs of scan cells (a blue curve), 

¶ test coverage observed on the output of a compactor se-cured by maXpress while 

partitioning test patterns into 4, 8, and 10 segments (a yellow, green, and red curve, 

respecively) of equal size; recall that the number of segments corresponds directly to 

the number of maXpress configurations, 

¶ the reference test coverage seen at the output of a com-pactor disabling individually 

scan chains for the entire period of their unload (a black curve; see also Table 3.2). 

Clearly, significant parts of curves representing the reference coverage and that of 10 

segments lie close to each other. Given a minor (or in some cases negligible) difference be-

tween these two cases, one may conclude that the new scheme offers very good observability 

of scan errors even in the presence of a gross number of X states. In other words, maXpress 

does not compromise test quality, and this is accomplished in a very cost-effective manner ï 

see the amount of test data needed to control the scheme for each test case. This trend occurs 

systematically across all designs, including those not reported here. 

For the sake of summary, Table 3.4 brings back the key results presented in this chapter. 

Besides two reference test coverage metrics of Table 3.2, it lists three maXpress-produced 

outcomes: (1) test coverage achievable for the same amount of control data (TCCD) as that 

of the scheme masking individually s scan chains for a duration of unload (it needs s control 

bits), (2) the best test coverage (BTC) achieved (typically for 10 segments), (3) a difference 

D between BTC and the second reference. Clearly, maXpress outperforms the conventional 

X-masking scheme and comes close to the upper bound results of an approach (column ñno 

compactionò) where test coverage is recorded without a compactor. 

B. Observation scan chains  

Essentially, experiments described in the following section are parallel to those of the previ-

ous section. This time, however, the same designs as before (industrial cores) deploy a certain 

number of observation scan chains replacing a similar number of the regular chains. As 

Table 3.4 Test coverage [%] summary. 

  References maXpress 

  
no  

compaction 
w/Xs TCCD BTC  D 

D1 91.00 89.41 90.24 90.54 1.13 

D2 91.17 89.57 90.51 90.77 1.20 

D3 91.80 89.77 90.42 91.89 2.12 

D4 91.79 87.43 86.90 91.00 3.57 

D5 92.71 91.00 90.76 92.56 1.56 

D6 91.66 89.45 90.98 91.19 1.74 

D7 91.40 89.61 85.14 90.58 0.97 

D8 90.83 89.92 90.00 90.00 0.08 
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adding the observation scan to an original core changes its test-related functionality, in par-

ticular locations and breakdown of test points (note that almost all observation points are now 

feeding exclusively respective flip-flops of the observation chains), Table 3.5 lists all relevant 

characteristics again. Note that the reference TC metrics reported in Table 3.5 have the same 

definition as that of Table 3.2, including observation scan cells. The number of faults is in-

creased due to additional logic associated with every observation scan cell. The basic data of 

test cores are already available in Table 3.2. Table 3.5 contains, though, additional charac-

teristics d/v of the CF-decompressor, where d is its size, and v gives the number of input 

channels (it accounts for a separate input feeding the hold register). Furthermore, labels ñX-

cellsò and ñX-chainsò refer exclusively to the observation scan chains. 

The results of experiments involving regular and observation scan chains are summa-

rized in Table 3.6. The entries regarding TC, the PC, and the average observability of scan 

cells have the same definition as those of Table 3.3. Recall that the table reports TC of 10 K 

pseudorandom test patterns and the number of tests needed to regain the 90% TC target. The 

column CB of Table 3.6 provides the total number of test data used to operate selection logic 

of maXpress per segment, including bits received by CF-decompressor. The latter number is 

equal to the product of the number of input channels and the number of scan shift cycles plus 

the size of the decompressor, i.e., variables uploaded during the decompressor initialization. 

As can be seen, the TC of 10K pseudorandom test patterns is elevated in a very sys-

tematic fashion, whereas tests needed to regain the 90% TC target are shorter than those listed 

in Table 3.3. Also, the average observability of scan cells, including those not targeted by the 

X-masking scheme, remains very high. As a result, one may conclude that maXpress is ca-

pable of successfully working with the observation scan chains in such a way that their basic 

functionality is preserved despite of X states, and, as might be expected, given a PC, the use 

of observation scan increases the resultant TC, or alternatively it reduces PCs given a target 

coverage. 

Table 3.5 Circuit characteristics with observation scan. 

  
Observation 

scan 

CF decom-

pressor 

Test points 
Stuck-at 

faults 

Error-fill 

rate 
X-cells X-chains 

Test 
Test 

coverage 

w/Xs 

Pattern 

count ISO 
CP OP coverage 

D1 34 x 63 32 / 3 1,278 2,113 3,943,552 54.92% 1194 32 93.82% 89.20% 512 

D2 39 x 64 32 / 3 1,367 2,088 3,953,440 44.41% 1201 33 92.66% 89.27% 1024 

D3 6 x 174 32 / 2 1,726 1,044 2,452,660 26.45% 534 4 93.80% 89.81% 1344 

D4 3 x 162 32 / 2 1,823 589 3,190,925 42.19% 261 3 92.02% 86.28% 2688 

D5 4 x 233 32 / 2 3,041 932 4,861,675 30.84% 302 4 94.31% 89.55% 640 

D6 8 x 262 32 / 2 3,839 2,093 9,084,951 35.52% 615 6 91.84% 89.58% 2496 

D7 7 x 238 32 / 2 4,838 1,664 8,634,398 35.15% 1403 7 95.52% 88.72% 706 

D8 3 x 236 32 / 2 3,310 708 30,581,516 46.37% 644 3 92.60% 89.64% 3136 
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Table 3.6 Observation scan results ï the group size Ѝ2s . 

   The number of segments 

    1 2 4 8 10 CB 

  TC % 74.15 77.14 87.04 92.95 93.13 

455 D1 PC > 16K > 16K 15,360 6,400 5,120 

  OB+ % 38.37 35.69 41.58 43.79 50.05 

  TC % 78.60 82.42 87.51 92.31 92.56 

470 D2 PC > 16K >16K 12,864 6,144 4,416 

  OB+ % 52.04 52.90 54.08 52.56 58.87 

  TC % 88.55 90.00 92.28 93.53 93.60 

535 D3 PC 10,688 10,240 5,120 3,264 3,072 

  OB+ % 85.10 84.82 85.93 88.39 89.26 

  TC % 73.47 77.32 87.79 90.75 91.31 

501 D4 PC > 16K > 16K 15,744 7,744 6,464 

  OB+ % 57.5 57.27 61.30 60.75 55.16 

  TC % 83.45 87.58 91.03 92.07 92.14 

681 D5 PC > 16K 15,424 7,680 3,456 3,072 

  OB+ % 79.27 81.81 76.54 79.66 84.40 

  TC % 67.23 72.44 84.05 91.10 91.33 

737 D6 PC > 16K > 16K 15,488 5,952 4,416 

  OB+ % 52.01 51.24 53.62 60.89 58.49 

  TC % 70.28 76.49 87.29 93.52 93.83 

671 D7 PC > 16K > 16K 11,328 5,120 4,160 

  OB+ % 55.82 56.13 41.08 58.43 60.37 

  TC % 73.16 75.78 85.51 91.23 92.09 

735 D8 PC > 16K > 16K > 16K 8,192 6,272 

  OB+ % 55.2 53.51 58.47 65.65 67.96 

 



.2                                   INTERNATIONAL TEST CONFERENCE  

                                                                                  

                                                    

49 

4. Masking unknown values in deterministic in-system test 

The following chapter introduces another user-tunable X-masking scheme [103], [122]. It 

works synergistically with an on-chip test compression logic by employing encoded test data 

to completely filter out unknown values that otherwise might reach a test response compactor 

such as a MISR or test result sticky-bits used by the on-chip compare framework. Moreover, 

methods to select control settings employed by the X-masking scheme to suppress X states 

in both per pattern and per cycle modes are discussed.  

4.1  New scheme vs. maXpress 

Although X-masking is regarded a mature area of research and development, the Mooreôs 

Law coupled with ever-increasing complexity in architectural design creates a need for new 

methods that could be used to handle X states in a cost-effective manner, especially with 

respect to the resultant hardware and optimal place and route. In response to these challenges, 

a new X-masking scheme, called maXpress, has been proposed in the previous chapter. It 

was designed to mask-out X values in logic BIST while (1) preserving the around 90% fault 

coverage (2) with the relatively small amount of test data. Consequently, maXpress works 

with relatively large clusters of pseudorandom patterns that share a reasonable amount of 

controls suppressing Xs per pattern and per cycle. A user-defined tunable structure of maX-

press allows grouping of scan chains. As a result, it offers trade-offs between test logic com-

plexity, the collateral damage caused by unpreventable masking of non-X values, the result-

ant test coverage, the test time, as well as test data needed to control X-masking itself. 

However, as mentioned in Chapter 2.5, DIST requirements are much higher than those 

of logic BIST, and have a non-negligible footprint on any X-masking scheme serving DIST. 

This is confirmed here, as this chapter introduces a technique to filter X states out of re-

sponses produced within a DIST environment. It builds on certain architectural principles of 

maXpress to let the new scheme become reusable in the LBIST mode. Still, the new scheme 

is tightly integrated with the EDT technology [146] so that masking of Xs is controlled by 

EDT-encoded test data, i.e., data shared with test compression logic; this is done for each test 

pattern individually. Accordingly, it makes the entire approach compatible with sequential 

test data decompressors acting as PRPGs in test compression/LBIST hybrids. However, it 

implies changes in maXpress scan gaters and requires novel algorithms to select scan chains, 

pick the corresponding masks, integrate ATPG, reduce the amount of control data, and run 

fault crediting. 
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4.2  Compactorôs circuitry 

Fig. 4.1 shows a new test response compactor design. A modular X-masking logic (the grey 

area in the figure) outputs scan chain gating signals to block Xs originating at scan cells. The 

usual ATE input interface is replaced (if needed) with an on-chip memory storing compressed 

test patterns and control data, while test responses are channeled to a MISR through a group 

of XOR trees (spatial compactors).  

The actual blocking of test responses, captured by the scan chains, is carried out by 

scan gaters. These devices are located between the scan chain outputs and the MISR. One of 

the key structural features of the scheme is its equal grouping of scan chains such that each 

group is served by a dedicated scan gater. Let n be the number of scan chains served by a 

single scan gater. As can be seen (Fig. 4.2), it is comprised of 2n 2-input AND gates and n 

 

Figure 4.1 Test response compactor overview. 

 

Figure 4.2 Scan gater serving n = 8 scan chains. 
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3-input OR gates. If s is the total number of scan chains, then the number of scan groups (and 

thus scan gaters) is given by g = ès / nø. 

Scan gaters are individually controlled by the corresponding segments of a g-bit con-

figuration register (CR) and a g-bit group register (GR). The first register enables ï per pat-

tern ï a desired combination of scan gaters. The second one aims to increase observability of 

X-free groups, as detailed in Chapter 4.3. There is also an n-bit index register (IR) that is 

shared by all scan gaters, as shown in Fig. 4.1. This control allows deactivation of masking 

of kth scan chain from every group by setting a kth bit of IR to 1. Clearly, this should be done 

only if kth scan chain of every group is X-free. All registers described so far are daisy-chained 

with a 2n-bit register B (Fig. 4.3) to allow test data upload. As can be seen, all registers come 

with shadow counterparts to ensure updates at a proper time. As a result, reloads of the reg-

isters with new content can occur in parallel with a shift-in of data for the next pattern. 

Scan gaters enabled by CR receive masking data from a selector through a single bus 

S (in Fig. 4.2 the bus width is equal to 8). The selector consists of two n-bit registers B-off 

and B-on, and a simple combinational circuit that intakes primary inputs denoted as C (Fig. 

4.4). Signals C are intended to filter test responses of corresponding scan chains in a per 

cycle mode unless values stored in registers B-off and B-on decide otherwise. These registers 

are reloaded once per pattern. Each scan chain is assigned two blockage bits. If kth bits of 

registers B-on and B-off are both set to 0, then scan chain k is blocked during the entire scan 

unload (the selector output Sk is set to 0). Setting the kth bit of B-on to 1 makes scan chain k 

fully observable. Finally, deasserting the very same bit while asserting the corresponding bit 

of B-off allows us to mask scan chain k per cycle by means of C inputs. It is worth recalling 

here that all enabled scan gaters receive exactly the same controls. All control signals used 

by the proposed scheme are summarized in Table 4.1. 

 

Figure 4.3 Feeding daisy-chained control registers. 
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There is a large body of experimental evidence that per-cycle control settings are usu-

ally used for just a few scan chains. Therefore, data occurring on inputs C can be EDT-

encoded and delivered to the selector by the EDT on-chip decompressor. This is a key finding 

for the modus operandi of the test response compactor shown in Fig. 4.1. For further details 

on how to master steps needed to make EDT-based compression part of the X-masking see 

the next chapters. 

4.3  Mask generation 

Selection of masking (or gating) signals plays a key role in the proposed test scheme. With 

three levels of masking, finding values used to either block or observe groups of scan chains, 

individual chains, and finally individual scan cells, is a nontrivial process. This chapter pre-

sents an automated method that aims at assuring observability of scan cells which are unique 

fault propagation sites while reducing an overmasking of non-X values. 

We begin by setting the group register GR, and then, orthogonally, the index register 

IR. These registers are dominators of the entire masking logic, as can be seen in Fig. 4.2. The 

Table 4.1 Control signals. 

Name Purpose Update 

GR Select groups of scan chains to be observed 

Per pattern 
IR Select indexed scan chains to be observed 

CR Select groups of scan chains to be masked by S 

B Mask/observe indexed scan chains in CR-selected groups 

C Mask/observe scan cells in CR-selected groups 

Per cycle 
S Controls shared by CR-selected groups 

 
 

 

Figure 4.4 The selector block. 
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group register GR allows one to observe those bundles of scan chains that are entirely X-free. 

Furthermore, if there are X-free scan chains in all groups, and these chains have the same 

index, then the index register IR unlocks them by sharing the corresponding bit with all 

groups. Faults that propagate to scan chains GR- or IR-unlocked are detected by default (ex-

cept an unlikely event of aliasing), and therefore they are not processed any further. In par-

ticular, they do not play a part in generation of weights, as described below, thus raising the 

chances of other faults to be observed and detected. Moreover, the use of GR and IR increases 

the observability of cells that do not capture target faults. This, in turn, may increase the 

likelihood of detecting unmodeled faults propagating to scan cells that are not observed on 

purpose. 

The next paragraphs will use the following notion. A fault detected by q test patterns 

will be designated as q-D, e.g., 1-D, 2-D, 3-D, etc. In particular, faults detected by just a 

single test pattern (1-D) are often referred to as essential faults, and they are the most crucial 

ATPG targets. 

Scan chains not served by GR and IR are put through an additional mask generation 

process that resembles the approach presented in Chapter 3, although masks are determined 

individually per pattern rather than a group of patterns. Consider the example shown in Fig. 

4.5. Here, there are ten scan chains, each comprising eight scan cells. These scan chains are 

split into two groups. Let us also assume that there are three test patterns P1, P2, and P3. The 

following description will demonstrate how to obtain weights for a test response correspond-

ing to the first pattern (P1). Propagation sites of Xs (X-cells) and faults are indicated by red 

and labeled circles, respectively. While certain faults are detected (and thus observed) more 

than once, special attention should be paid to faults detected by just a single test pattern, 

further referred to as 1D faults. In principle, such faults are the most important ATPG targets, 

and hence to guarantee their observability is of primary concern. As faults from A to G belong 

to the class of 1D faults (they are only detected by P1), all their propagation sites are assigned 

a weight equal to 1, even if some of them propagate to multiple sites, such as faults B and F. 

Following this convention, X cells get the 0 weight. Faults H, J, K, and L (blue circles) are 

 

Figure 4.5 Generation of weights for 1D faults. 
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also detected by patterns P2 and P3. Hence, their propagation sites are not assigned any weight 

as far as the response corresponding to pattern P1 is concerned. However, if they cannot be 

observed after applying masking signals for pattern P1, faults L and H will become 1D faults 

in a test response corresponding to P2, while faults K and J will get the same status in a test 

response obtained after applying pattern P3. The same rule applies to all q-D faults, q > 1: in 

the worst case (they are masked due to Xs in q ī 1 test responses) each of them will eventually 

get the status 1-D and will be subjected to the weight generation process. 

The weights associated with successive observation sites are subsequently used to su-

perpose groups of test responses, as illustrated in Fig. 4.6. X-free scan chains with fault ob-

servation sites as well as chains with no observation sites (D-free) but having Xs are ena-

bled/disabled using a proper combination of B-on/B-off values. Back to Fig. 4.6, the first 

scan chain of every group is to be observed by asserting the first bit of the B-on register, 

whereas the last scan chain of every group will be blocked after de-asserting the last bits of 

B-off and B-on registers. The remaining scan chains receive per-cycle data from the selector 

(see the next chapter): Xs are masked with the value of 0, and faults are observed with the 

masking values set to 1. It is worth noting that some fault observation sites may overlap  with 

certain X-cells when superposing groups of test responses. As masking of X-cells is manda-

tory, it will inevitably result in over-masking of faults. The mask selection has to take account 

of this phenomenon.  

Selection of controls is an iterative greedy process as outlined in Fig. 4.7 for a single 

pattern. It uses a g-bit binary vector H = [hg-1 é h1 h0] representing the configuration register 

CR, i.e., hk = 1, if kth stage of the register is set to 1 (recall that g is the number of groups). 

Essentially, after random initialization of H, the method inverts successive bits of H and 

check the resultant masking solution, keeping the best one, i.e., a group selection that yields 

the largest population of 1D faults which are observed. It then becomes a starting point for 

the next iteration. Typically, N = 3 repetitions of the outer loop (including random initializa-

tion of H) suffice to find the best masking configuration. If there are several masking 

 

Figure 4.6 Superposition of groups. 
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configurations with the same number of observable 1D faults, the number of other faults 

observed fortuitously is used to break a tie. Having determined the group selection for a given 

pattern, a list of 1D faults can be updated. Furthermore, faults whose observability could not 

be secured have their status changed from qD to (qï1)D, with 1D faults becoming new addi-

tions to their list. 

4.4  Encoding of masking cubes 

It has been demonstrated earlier how to determine the per-pattern content of the configura-

tion, group, index as well as B-off and B-on registers. The control signals that can be con-

trasted with these settings are masking values provided through the selector inputs C in a per-

cycle regime (Fig. 4.4). As shown in Chapter 4.2, these masking signals are to be EDT-en-

coded and delivered by the main EDT decompressor. Hence, encoding of a given test pattern 

p is preceded by an attempt to encode a masking cube associated with the previous pattern p 

ï 1. This process can be characterized as follows. 

In principle, a two-dimensional masking cube consists of as many cycles as the scan 

chains length while the number of rows matches the number of scan chains per group. Its 

entries are set to 0 or 1, if one needs to mask Xs or enable fault observation sites, respectively. 

These rules do not apply to the entries that are observed or blocked by B-on and B-off regis-

ters. All the remaining entries are considered donôt cares (ï). Back to Fig. 4.6, a masking 

cube corresponding to the superposed pattern (the right-hand side of the figure) would have 

the following form:  
ï  ï  ï  ï  ï  ï  ï  ï 

0  1  0  ï  0  ï  ï  ï 

ï  0  0  1  ï  0  0  ï 

ï  ï  1  0  0  0  0  ï 

ï  ï  ï  ï  ï  ï  ï  ï 

    Maximum sum M « 0 

    while the number of iterations is less than N 

          select randomly initial state of H 

          Temporary maximum sum T « 0 

          do 

                for each bit in H 

                      set a given bit to its opposite value 

                      compute sum S of weights 

                      if S > T then T « S 

                set H to the value of the best vector resulting in T  

          while T changes its value 

          if T > M then M «T 

    update list of 1D faults 

Figure 4.7 Finding masks. 
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Starting with q = 1, the process of forming a masking cube (see also Fig. 4.8) begins 

with the creation of a list L  comprising all sites observing qD faults. Recall that they were 

obtained as a result of group superposition (Fig. 4.6). The list is sorted in descending order, 

i.e., an entry with the largest count of qD faults comes first. After filling a masking cube with 

0s corresponding to all X-cells (this initial step is mandatory to ensure that all X states will 

be blocked), we iteratively pick the first item on list L , set the corresponding entry of the 

masking cube to 1, delete that item from the list, and try to encode the resultant cube. If the 

encoding try fails, then a newly added 1 is removed from the masking cube. It is worth noting 

that it need not necessarily preclude detection of certain faults provided they propagate to 

other observation sites. Moreover, assuring observation of a given site results in dropping all 

faults that propagate to it. The above steps are carried out until list L  becomes empty. Once 

all test patterns have their masks encoded with respect to qD faults, the process repeats for 

the next (incremented) value of q until all faults are processed. This iterative approach opti-

mizes the usage of masking variables with 1D faults being targeted in the first round. Clearly, 

other sites that have been successfully encoded in every step may enable fortuitus observa-

bility of other faults that remain to be tackled.  

Borrowing input variables to encode masking data may reduce the EDT-based encod-

ing capabilities, but typically the X-masking process requires a very small fraction of the 

total number of variables, and hence it does not compromise the quality of compression of 

the actual test patterns. This is clearly confirmed in Fig. 4.9. It plots experimental data show-

ing how masking cubes consume EDT input variables as a function of test application time 

(these curves represent a moving average to smooth out the actual data points). The experi-

ments were run for four industrial designs (for further details regarding these designs see 

Chapter 4.5). As can be seen, the use of EDT variables tends to decrease as tests proceed. At 

the end, design D9 needed only 5% of the total test data budget, whereas designs D1 and D4 

used just a few bits to encode per-cycle masking signals. More importantly, however, what 

was needed in all experiments to encode masking data at any time was just a small fraction 

of input variables injected through a single EDT input channel.  

  q « 1 

  while there are any target faults  

        create list L  of sites observing qD faults 

        sort L  in descending order of the number of qD faults 

        pick the first item S from L  

        add S to the masking cube 

        if encoding fails then remove S from the masking cube 

        else drop all faults in S from the fault list 

        remove S from L  

     q « q + 1 

Figure 4.8 Encoding of a masking cube. 
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   In the unlikely event of a decreased degree of test cube merging due to X-masking, 

one will just observe a slight increase in a pattern count. It appears that securing observability 

of a given 1D fault in the first place is less expensive in terms of test data usage than encoding 

a new test cube targeting that fault again. It is also worth recalling that faults propagating to 

scan chains selected by either IR or GR registers are not subject to mask encoding. It may 

substantially reduce demands for seed variables. Table 4.2 presents how many faults, out of 

all faults detected so far and reported in the column ñTotalò, are captured in scan chains 

selected by IR and GR registers during the first 64 and then 640 test patterns deployed in ten 

industrial designs. In fact, more than 50% of faults can be detected this way when applying 

the very first test patterns. Typically, these are qD faults, where q > 1. In other words, a 

majority of faults that require a per-cycle mask encoding and are detected by tail-end test 

patterns are 1D faults.  

 

Figure 4.9 Test data usage by masking cubes. 

Table 4.2 Faults observed in scan chains selected by IR and GR. 

 After 64 patterns After 640 patterns 

 Total IR&GR % Total IR&GR % 

D1 792846 699982 88.29% 1181133 973500 82.42% 

D2 2021033 2016535 99.78% 2647322 2613605 98.73% 

D3 2165261 2160930 99.80% 2591442 2577347 99.46% 

D4 1531689 1072445 70.02% 2113270 1368517 64.76% 

D5 1593889 1401699 87.94% 2658616 2128851 80.07% 

D6 1207023 1198191 99.27% 1376839 1335092 96.97% 

D7 5212999 4960110 95.15% 7363481 6769248 91.93% 

D8 157352 138739 88.17% 188675 153555 81.39% 

D9 2672367 2137507 79.99% 3383130 2357365 69.68% 

D10 2318705 1737063 74.92% 3084714 2074486 67.25% 
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4.5  Experimental results 

Several experiments outlined below were performed with 10 large industrial cores having all 

components of the proposed compactor on a chip. Table 4.3 lists major characteristics of the 

examined test cases: the number of gates, the number of scan cells, and the scan architecture. 

Furthermore, Table 4.3 reports the following metrics: 

¶ the number of stuck-at faults,  

¶ the number of EDT input channels and the size of the EDT decompressor, 

¶ the total number of scan cells that capture X states (X-cells) across all test patterns,  

¶ the total number of scan chains that capture X states (X-chains) across all test patterns,  

¶ the reference test coverage recorded for a test setup deploying the EDT default X-

tolerant test response compactor X-Press [149]. 

The number of groups (Fig. 4.1) used in the experiments is equal to Ѝ2s , where s is 

the number of scan chains; such grouping minimizes the number of memory elements used 

to store the control data, as shown in Chapter 3.3. Designs reported in Table 4.3 feature a 

certain spectrum of X-fill rates represented by the number of X-cells ranging from 223 (D3) 

ï it corresponds to 0.12% of the entire population of scan cells ï up to 9,668 (6.52%) for 

D10. Furthermore, the amount of scan chains that capture any unknown values may also 

impact the final results. For example, X states propagate to a few scan chains in several de-

signs in a uniform manner across all test patterns reaching over 54% of all scan chains (D10), 

whereas there are only a few percent of scan chains with some accumulation of X states in 

design D2, D3, and D7 where the vast majority of scans (more than 96%) have no unknown 

states at all. 

Table 4.3 Circuit characteristics. 

  Gates 
Scan 

Scan 
Stuck-at 

faults 

EDT 
X-cells X-chains 

Test 

cells inputs / size coverage [%] 

D1 1.02M 35.6K 144 ³ 249 2,721,968 8 / 32 2,213 56 97.89 

D2 2.47M 149.4K 1,400 ³ 374 5,933,388 2 / 46 837 36 99.71 

D3 2.43M 185K 500 ³ 371 6,354,467 2 / 60 223 16 99.84 

D4 1.21M 72.3K 381 ³ 190 3,812,564 16 / 64 7,185 148 96.40 

D5 2.09M 145.1K 420 ³ 346 5,610,954 4 / 46 6,906 101 98.54 

D6 1.18M 97.8K 300 ³ 327 4,251,354 2 / 37 472 22 97.65 

D7 7.86M 428.7K 857 ³ 502 8,357,022 8 / 32 1,981 10 92.65 

D8 0.22M 12.6K 122 ³ 138 188,486 4 / 32 375 9 98.97 

D9 2.49M 173.7K 114 x 1964 3,688,965 4 / 32 5,708 39 91.23 

D10 2.14M 148.1K 70 x 2579 6,898,121 4 / 32 9,668 38 98.20 
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Table 4.4 summarizes the key experimental results. It lists the following outcomes:  

¶ the total amount of (static) control data used to feed (per pattern) the configuration, 

group, index as well as B-off and B-on registers; as can be seen, the static control data 

is a small fraction of the overall data volume (see the last but one column of the table) 

used by the proposed solution, i.e., it takes a bit more than 2% for design D6, it 

reaches 15% for D3, while the average value over the reported designs equals 7.54%, 

¶ the fraction of EDT seed variables needed per pattern to encode the masking cubes; 

this figure of merit is further represented by three numbers: lower (different than 0) 

and upper extremes, as well as the average value; for example, the value of 3.49 in 

the column average indicates that only 3.49% of all seed variables deployed by the 

EDT-based compression were used, on the average, to encode the masking cubes 

handling test responses in the per-cycle mode; as one may expect, the number of EDT 

seed variables needed to encode the masking cubes is typically a negligible fraction 

of the total number of variables employed to encode successive test patterns with only 

one exception of design D10 (here the ratio is above 9%), 

¶ the effective test coverage achievable with the proposed scheme based on a MISR-

produced signature. 

In addition to the metrics listed above, the last section of Table 4.4 provides a compar-

ison between a reference EDT-based on-chip compare scheme and the solution presented in 

this chapter. The reference scheme deploys the X-Press test response compactor of [149] with 

the same number of outputs as the number of EDT inputs shown in Table 4.3. The total 

Table 4.4 Experimental results. 

  

Static con-

trol data 

[Mb] 

Dynamic control data per pattern 

Test cov-
erage [%] 

Pattern count Data volume [Mb] 
Reduction 

ratio 
[% of EDT seed variables] 

min max average X-Press DIST X-Press DIST 

D1 0.145 0.05 16.30 0.88 97.89 3,040 2,112 17.5806 4.1572 4.23x 

D2 1.6885 0.13 40.13 0.57 99.71 15,797 15,232 34.7705 12.4927 2.78x 

D3 1.3438 0.13 43.92 0.09 99.84 11,897 11,008 26.0047 9.1333 2.85x 

D4 0.2051 0.03 76.32 2.07 96.40 1,920 1,920 17.0801 5.7715 2.96x 

D5 0.9841 0.02 65.35 1.06 98.54 11,328 8,896 45.7625 12.7258 3.60x 

D6 2.4225 0.14 54.66 0.15 97.65 22,976 22,680 354.793 115.5872 3.07x 

D7 0.8738 0.02 25.52 3.49 92.65 5,888 5,454 68.416 21.7624 3.14x 

D8 0.0459 0.17 9.76 0.03 98.97 764 752 1.2299 0.4418 2.78x 

D9 0.375 0.01 81.11 9.68 91.23 6,015 6,144 135.3779 46.4063 2.92x 

D10 0.5619 0.01 61.74 0.62 98.20 3,903 3,876 22.5416 7.9843 2.82x 
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volume of data used by X-Press contains its own control settings and the reference data. The 

reference volume V is equal to  

 V = 2 ³ o ³ p ³ L, (4.1) 

where o is the number of X-Press outputs, p is the number of patterns, and L is the size of the 

longest scan chain. This quantity has to be doubled to account for extra bits needed to differ-

entiate between X and non-X results. Consequently, the last five columns of the table display 

respectively:  

¶ the X-Press-based pattern count,  

¶ the new pattern count,  

¶ the X-Press data volume, including the EDT seed variables (in megabits),  

¶ the new data volume; this quantity includes primarily the number of seed variables 

obtained by multiplying the number of test patterns, the number of EDT input chan-

nels, and the size of scan chains plus initialization cycles, the remaining tiny part is 

shown in the first column reporting the static control data, 

¶ a ratio between the total volume of test data used by the reference X-Press-based on-

chip compare technique and the method introduced in this chapter. 

 As can be easily verified, the proposed X-masking scheme does not compromise the 

test quality ï test coverage remains unaffected in all test cases. Similarly, the resultant pattern 

counts of the new scheme remain virtually the same as those of the X-Press based approach. 

It is worth recalling that X-Press [149] treated here as the reference is not even required to 

mask all unknown states as opposed to the proposed scheme. In fact, the pattern counts get 

even decreased for three examined circuits. Other designs observe a slight increase in their 

pattern counts. This phenomenon is attributed to a distribution of X states which in order to 

be masked intercept (occasionally) a non-negligible fraction of EDT seed variables. This, in 

turn, reduces the EDT-based encoding capacity and thus elevates the pattern counts. Never-

theless, the new scheme reduces the total test data volume in all test cases by the average 

factor of 3.12x relative to the on-chip compare solution.  

Another pragmatic metric used to characterize a new DFT solution is its test logic sili-

con real estate. As shown in Chapter 4.2, the new X-masking scheme requires three logic 

gates per scan chain. Additional gates are used to implement the selector; here two logic gates 

are needed per the selector output ï their total number is equal to the number of scan chains 

placed in a single group. The total gate count equals 3 s + g å 3 s. Also, two flips-flops (CR 

and GR) are employed per group (or a scan gater) altogether with their shadow counterparts. 

Furthermore, the index register, registers B-off, B-on, and their shadows require, in total, 6 n 

flip -flops, where n is the number of scan chains served by a single scan gater. Eventually, the 

total number of flip-flops is given by 4 g + 6 n å 7g. It can be verified that if the number s of 

scan chains is greater than or equal to 100, then the flip-flop count becomes smaller than s. 



.2                                   INTERNATIONAL TEST CONFERENCE  

                                                                                  

                                                    

61 

Consider, as an example, design D5 that features 2.09M gates and s = 420 scan chains, with 

the longest chain comprising 346 memory elements (see Table 4.3). In total, this design em-

ploys 145,177 scan cells. Its scan chains are evenly divided into 29 groups, with almost all 

groups comprising 15 chains. D5 requires additional 206 flip-flops and 1290 gates to imple-

ment the proposed X-masking logic. Hence, the fraction of extra flip-flops is equal to 0.14%, 

while the total area overhead incurred by the new scheme (assuming that a single flip-flop is 

equivalent to 6 gates) amounts to 0.12%. Similar results can be obtained for the remaining 

designs, and they are listed in Table 4.5. 

 

  

Table 4.5 Hardware footprint of a new scheme. 

 
#Groups 

#chains per 

groups 
Extra gates 

Extra flip-

flops 

Total area 

[%]  

D1 17 9 449 122 0.116 

D2 53 27 4253 374 0.263 

D3 32 16 1532 224 0.118 

D4 28 14 1171 196 0.194 

D5 29 15 1289 206 0.121 

D6 25 13 925 178 0.169 

D7 42 21 2613 294 0.056 

D8 16 8 382 112 0.479 

D9 16 8 358 112 0.041 

D10 12 6 222 84 0.034 
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5. Hardware security and IC tests 

As shown in the previous chapters, DIST applying deterministic test patterns and using test 

response compaction protected by the new X-masking schemes is well positioned to deliver 

high quality manufacturing tests for large SoC designs. However, the very same test frame-

work may provide unrestricted access to internal states of a device-under-test. Thus, it opens 

a backdoor for security threats such as IP theft/piracy, reverse engineering, counterfeiting, 

tampering, or IC overproduction. This scenario is similar to other scan-based test schemes 

that can make a circuit-under-test potentially vulnerable to various forms of attacks trying to 

retrieve or modify sensitive data and assets [181]. Although the presence of on-chip test com-

pression and encoded test data make a circuit more resistant to scan attacks, test compression 

facilities are not as effective countermeasures to scan-launched attacks [46] as one might 

expect. Notwithstanding the fact that an SSN forms yet another defense line, it remains es-

sential to apply access restrictions and to secure test infrastructure to prevent leakage of any 

secret information while tests are carried out. Consequently, the second part of the thesis is 

devoted to design and analysis of several new security primitives that can eventually establish 

a lightweight hardware root of trust guarding a variety of DFT ecosystems. It begins with a 

brief review of a large volume of published studies describing techniques that address secu-

rity issues caused by IC testing, and then move on with the presentation of new security 

solutions. 

5.1  Design for test vs. security concerns 

A wide range of solutions have been proposed so far to secure test circuitry and test access 

ports in general, and scan chains in particular, with the aim of making it more difficult to 

launch scan-based attacks. One of the first countermeasures was randomly inserting inverters 

between scan cells [164]. As a result, test patterns and test responses are transformed during 

the shift-in and shift-out test phases, respectively. This simple approach, however, can be 

easily broken by resetting a chip and shifting data out in the test mode. Positions of 1s in the 

resultant response reveal locations of the corresponding inverters. A solution immune to such 

reset-based attacks was presented in [8]. As shown in Fig. 5.1a, 3-input XOR gates are used 

to combine a given scan cell input with the outputs of two successive flip-flops. As shown in 

[7], this approach is not secure, either. In addition to a method unveiling locations of XOR 

gates, the authors of [7] presented another technique to secure scan chains. To eliminate 

purely deterministic approach and to add randomness to the XOR-based security mechanism, 

they used a physical unclonable function (PUF). Fig 5.1b shows a PUF serving as a source 

of multiplexer controls. As a result, signals from either the preceding scan cell or the XOR 

gate are selected in a pseudorandom fashion. While this change increases the overall security 

of DFT logic, changes made to scan chains are still static ï modifications are test independent 
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as they are based on a known PUF response. A secure scan architecture where scan data is 

changed dynamically was presented in [5]. To achieve this functionality, randomly selected 

scan cells are converted into state-dependent scan flip-flops (SDSFF). With the addition of a 

latch and an XOR gate, the SDSFF value is determined by both flip-flop and latch values. As 

shown in Fig. 5.1.c, an update of the latch value depends on the load signal. The authors 

recommended asserting the load signal every n clock cycles, with n set individually for every 

circuit to further reduce chances of a successful attack.  

Other secure scan architectures deployed key-based scrambling mechanisms [30], [78], 

[97], [153], or additional registers to separate critical and regular data [201], regrouped scan 

chains into sets of smaller sub-chains [98], or took advantage of a combinational ATPG with 

a secure partial scan [32], [84]. However, a secure scan architecture cannot be considered 

safe when an attacker can get design netlists through reverse engineering which has to be, 

therefore, considered a real threat [19], [90]. Knowing the locations of additional logic like 

XOR feedbacks or latches, one can easily access scan data by virtue of, for example, a Bool-

ean satisfiability based [170] attack. Therefore, to increase chip security, it is mandatory to 

employ techniques that guarantee access to a test infrastructure only to authorized users. One 

of the techniques presented in [129] introduces two additional instructions to the JTAG TAP 

controller. By invoking one of these instructions, one can either block or gain access to the 

test infrastructure, provided a correct password is used. Similarly, the solution presented in 

[36] modifies the IEEE 1500 test wrapper by employing an additional LFSR. Users can un-

lock the test wrapper with the proper combination of an LFSRôs seed and a golden key. The 

key corresponds to the final state of the LFSR; thus the seed/key combination can only be 

generated, if one knows an LFSR characteristic polynomial. Clearly, this knowledge is only 

granted to legitimate users. 

 

Figure 5.1 (a) Double feedback XOR scan [8], 

(b) Secure scan with PUF-based feedback selection [7], 

(c) Dynamically modified scan structure employing state dependent scan flip flop [5]. 
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The password-based solutions presented in [36] and [129] relies on the fact that a secret 

password or an LFSR polynomial is known only to authorized users. However, if attackers 

could obtain this data, all the countermeasures become ineffective. Fortunately, the security 

of test infrastructure can be improved by adapting challenge-response communication proto-

cols. Solutions based on symmetrical cryptography employ, for example, SHA-256-based 

protection [37]. Here, a device generates a unique, random challenge and sends it to a user. 

The challenge is then combined with the secret key and hashed with the SHA-256. Both hash 

values are then compared on the chip ï they can only match if the user and the design store 

the same secret key. In the PUF-based protection [45], the user must store a PUF challenge-

response pairs (CRPs) instead of a secret key. Here, the challenge sent by a device is a de-

sired, random distance between two PUF responses. The user looks through all the stored 

CRPs to find a proper pair of challenges and sends it back to the device. Finally, access to a 

test infrastructure is granted only if the obtained distance is the same as the expected one. 

However, the PUF-based approach may also need to store individual CRP databases for each 

design and to read out PUF responses during the manufacturing phase. What is more, a SHA-

256 hardware implementation may be problematic, especially within small devices with lim-

ited silicon area resources. Consequently, the challenge-response authentication is typically 

carried out by a device implementing lightweight crypto hash functions. 

5.2  Lightweight cryptographic hash functions 

In recent years, the number of publications devoted to lightweight crypto hashing has been 

increasing steadily in volume and importance as hash functions became key hardware secu-

rity primitives. The existing lightweight cryptographic hash functions can be classified into 

a few groups determined by a construction method [191]. These constructions include (a) the 

Merkle-Damg¬rd scheme [44], [113], (b) the sponge construction [15] with the Keccak hash 

function [16] ï its most prominent, although not lightweight, instance and the winner of the 

NIST SHA-3 secure hash standard competition, (c) block-cipher-based solutions such as the 

DaviesïMeyer hash functions [138] or functions deploying nonbinary error-correcting codes 

[94], and finally (d) methods which are based on cellular automata [75] or (e) deterministic 

chaotic finite state machines [2].  

Lightweight cryptographic hash function, while designed to be compact, fast, and self-

testable within resource-constrained devices, must be still relatively immune to brute force 

and cryptanalytic attacks. Typically, it is expected that a cryptographic hash function H has 

the following properties related to the brute force attacks:  

¶ preimage resistance (one way): for virtually every output z, it is computationally in-

feasible to determine input x hashing to that output, i.e., H(x) = z,  

¶ second-preimage resistance: it is computationally infeasible to determine another 

(distinct) input y hashing to the same output as any given input x, i.e., H(x) = H(y), 
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¶ collision resistance: it is computationally infeasible to find two colliding inputs x and 

y Í x such that H(x) = H(y). 

Each resistance is evaluated as an n-bit security, meaning that to conduct a successful brute 

force attack, one should perform (on average) 2n operations. For a hash function of a size m, 

the best possible preimage resistance and second-preimage resistance n = m. For example, a 

successful preimage and second-preimage attack on a 256-bit hash output would require a 

2256 hash generations (assuming highest possible resistances). On the other hand, an ideal 

collision resistance n = m/2, as is indicated by a birthday paradox. Table 5.1 presents the 

resistance of the selected lightweight cryptographic hash functions, where column ñSizeò 

reports the hash value length. 

 Metrics shown above describe the resistance to attacks based on brute-force methods. 

More sophisticated techniques are based on the cryptanalytical approach, i.e., identifying 

weak points of hash functions in their structures and algorithms. Cryptanalytical attacks cur-

rently known are based on differential, integral, algebraic, or linear analysis. Other popular 

methods include cube, slide, or rebound attacks as well as zero-sum, rotational, or meet-in-

the-middle distinguishers and truncated or impossible differentials. Due to architectural dif-

ferences between targeted functions, each cryptanalysis is usually dedicated to a single hash-

ing algorithm. An overview and references to the cryptanalytical methods for lightweight 

cryptographic hash functions can be found in [191]. 

It is widely agreeable that a proper hash function matching desired hardware and safety 

requirements is an indispensable component required to implement a secure challenge-re-

sponse procedure. However, to increase the overall security, the authentication phase may be 

combined with the encryption/decryption of test data by using stream ciphers. 

Table 5.1 Security parameters of selected lightweight cryptographic hash functions. 

Hash function Resistance 

Name Size Preimage 2nd Preimage Collision 

ARMADILLO  160 160 160 80 

  256 256 256 128 

ASCON 256 128 128 128 

PHOTON 160 124 64 64 

  256 224 128 128 

DM-PRESENT 64 64 none none 

H-PRESENT 128 128 none none 

QUARK 256 224 112 112 

SLISCP 160 128 80 80 

SPONGENT 128 120 64 64 

SPONGENT 256 240 128 128 
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5.3  Hardware stream ciphers 

Stream ciphers (SCs) are other key security primitives that can be successfully used in the 

area of VLSI test. Their mission is to encrypt and decrypt streams of test data by combining 

them with the secret, cipher-produced, cryptographically secure pseudorandom keystreams. 

Since the role of a combiner is typically assumed by the exclusive-or operations, binary ad-

ditive ciphers [93] make up the vast majority of actually implemented SCs.  

As documented by a large volume of scholarly literature on hardware SCs, many SC 

designs are based on nonlinearly filtered sequences produced by LFSRs. Generators that were 

proposed by Geffe, Jennings, Beth and Piper, Rueppel, Rao, Briier, Massey and Rueppel, or 

Chambers and Gollmann belong to this category; the corresponding details can be found in 

[161]. Other schemes include the shrinking generator [39], WG [61], [70], the self-shrinking 

generator [112], the reconfigurable feedback shift register [207], the Toeplitz-hash-based ci-

phers [48], SNOW [60], as well as XPD, Nanoteq, Rambutan, M, and Giffordôs algorithms 

[161]. Some are based on congruential additive generators (Fish, Pike, Mush [161]), or, like 

the Blum-Blum-Shub generator [17], reuse certain concepts employed in public key cryptog-

raphy. More recent schemes integrate LFSRs with sequential circuits having nonlinear feed-

back networks. Such solutions can be found among the finalists of the eSTREAM competi-

tion funded by the European Union. Their list includes Decim, Edon80, F-FCSR, Grain, 

Mickey, Moustique, Pomaranch, and Trivium. Detailed descriptions of those significant 

milestones are available in [154]. It is worth noting that the Grain cipher has evolved into a 

family of solutions including small-state SCs such as Sprout, Fruit, Plantlet, or Lizard [89]. 

The same has been observed for the Trivium-like designs.  

It appears that LFSRs can be replaced with nonlinear feedback shift registers 

(NLFSRs), as implemented in Achterbahn-128 [68]. Interestingly, some SCs have never been 

officially disclosed. Nevertheless, their details eventually became publicly available. The 

SCs E0 (developed for Bluetooth technology), A5/1 (used by GSM), and RC4 (deployed in 

the 802.11 wireless LAN standard) can serve here as examples. More advanced designs may 

use special forms of finite state machines, as done in Stanislaw [65]. Another group of SCs 

belonging to this category are designs deploying certain concepts used by cryptographic hash 

functions such as Keccak. For example, the Ascon family of SCs is based on a sponge frame-

work [55]. Since many SCs share similar building structures with hash functions, methods 

used for SCs cryptanalysis resemble those mentioned earlier. The comprehensive surveys of 

the most representative and state-of-the-art solutions in the SC domain can be found in the 

review papers such as [85], [135], [204], [205]. They also discuss SC resilience against var-

ious forms of attacks and highlight schemes that can be used even in compact devices with 

limited computing resources. 
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5.4  Hardware root of trust  

Cryptographic hash functions and SCs play a vital role in shaping high-end hardware roots 

of trust (RoT) ï foundations on which secure operations of digital IC depend [167]. Typi-

cally, they are integrated into silicon as customized security blocks that handle chip and de-

vice identities, manage cryptographic keys and functions, secure boot processes, attestation, 

authentication, firmware updates, etc. The hardware root of trust is expected to be capable of 

detecting an intrusion, disabling access pending further actions, and/or obfuscating logic op-

erations of the IC. What lays the foundations for a silicon-based fixed-function root of trust 

is its authentication protocol. As an initial part of the actual challenge-response procedure, 

an IC creates a truly random token, commonly known as a challenge or a nonce, and sends it 

over to a security processor that computes a hash of the nonce. This hash (or digest) is sub-

sequently returned to the IC to be compared with a hash value produced internally (by the 

IC). The latter is usually done by a device implementing a lightweight cryptographic hash 

function. Once the user is granted access to the test logic, SCs are used to yield encrypted or 

decrypted streams of test stimuli and test responses. 

The previous chapters have recalled lightweight cryptographic hash functions, general 

purpose SCs as well as solutions designed to secure on-chip DFT ecosystems. However, the 

complexity of these solutions may still be considered unacceptable by many IC vendors who 

often face the dilemma of using an SHA engine [72] or other IP security cores where com-

putations do not lend themselves to lightweight hardware implementations [37], [45]. Fur-

thermore, SoC integration flow, distinguished by the prevalence of design reuse, may gener-

ate extra iterations as pre-designed intellectual property (IP) security soft cores often need to 

be fine-tuned and incrementally optimized until the register-transfer-level (RTL) synthesis 

process reaches the best trade-off between performance, area footprint, security, power, and 

also testability.  

A hardware RoT that maintains both data integrity and hardware quality ensured by 

test should satisfy at least the following requirements: 

¶ a high degree of defense-in-depth against scan attacks, 

¶ the ability to scale by adopting cryptographic primitives of a wide range of sizes, 

¶ full compatibility with a design and DFT flow, 

¶ a low area overhead, 

¶ no performance degradation of at-speed test applications. 

To address the above concerns while fulfilling requirements of IC testing, lightweight, yet 

effective, suitable for implementation in an all-digital, standard-cell-synthesis flow, new se-

curity primitives that can be used to design a hardware RoT are proposed and analyzed in the 

next chapters, as summarized below. 
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 Chapter 6 introduces hybrid ring generators (HRG) ï a new class of lightweight linear 

finite state machines. While they are structurally similar to conventional ring generators, the 

new devices can circulate test data faster. This improves the performance of linear circuits 

used in test and security realms. Several applications of HRG such as MISRs or programable 

PRPGs are also discussed along with data providing architectural details of HRGs for sizes 

up to 1184 bits. 

 HRGs, working in tandem with a nonlinear sequential circuitry whose feedback net-

work employs Boolean functions that are based on bent functions, are used to build a scalable, 

lightweight cryptographic family of hash functions H2B presented in Chapter 7. Two groups 

of tests, including the NIST test suite, confirm that the scheme can fulfill requirements for a 

trustworthy and cryptographically secure hash function. Furthermore, resilience against 

brute-force, cryptanalytic, and side-channel attacks, as well as the self-testing capabilities of 

the presented design is described. 

 Chapter 8 presents lightweight SCs that can work as standalone units or be destined 

for the root of trust applications. High-speed HRGs and NLFSRs work synergistically to 

yield output keystreams. Desired features of the ciphers were comprehensively examined 

using several statistical tests. It is also shown that the proposed SCs can resist various types 

of cryptographic attacks. 

 The last presented item is a lightweight true random number generator producing a 

nonce, as shown in Chapter 9. The scheme performance was studied with the help of hard-

ware and simulation platforms. The randomness of the raw binary sequences without any 

postprocessing was tested with NIST and AIS-31 test suites. The performance of the new 

scheme is compared with six state-of-the-art solutions. 

Finally, a hardware root of trust (RoT) is presented in Chapter 10. It works with just 

a few blocks whose architectural details are discussed earlier in Chapters 6, 7, 8, and 9. It 

easily integrates with SSN technology by taking advantage of its inherent data scrambling 

and packetized test data distribution. In addition to SSN-based designs, the proposed RoT 

can improve security of other test interfaces that employ a challenge-response authentication 

protocol. 
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6. Hybrid ring generators 

Test compression introduced ring generators ï high speed devices formed by transforming 

the structure of conventional LFSRs while preserving their transition functions. Ring gener-

ators feature a reduced number of levels of XOR logic, minimized internal fan-outs, and 

simplified layout and routing. This chapter presents hybrid ring generators (HRGs) [140] 

which take linear finite state machines to the next evolutionary level in the development of 

their ecosystems. While using the principal design rules of ring generators, the new devices 

are structurally improved with enhanced overall performance. 

6.1  Ring generators 

On-chip test data decompressors are the very first devices that had deployed ring generators 

[120], [121], [125], [146], [147] ï high performance LFSRs ï that quickly started carving 

out a reputation for themselves as versatile solutions capable of outperforming traditional 

schemes through an unmatched speed of operations and layout-friendly structures. Given a 

characteristic (feedback) polynomial, ring generators feature smaller internal fan-outs, 

shorter propagation paths, and simpler circuit layout and routing than popular and commonly 

used Fibonacci or Galois LFSRs [71], [99] whose long irregular feedback paths may limit 

the operating speed, cause severe frequency degradation, and may take up a considerable 

silicon area, especially for polynomials with a large number of terms. Fig. 6.1 recalls a basic 

architecture of a 32-bit ring generator with a primitive polynomial h(x) = x32 + x28 + x23 + x20 

+ x17 + x12 + x8 + x4 + 1, which causes this ring generator to go through all possible 232 ï 1 

nonzero values before entering a seed state. Typically, its structure can be created by forming 

a ring counter, and then by adding feedback taps which correspond to successive terms of a 

characteristic polynomial. A feedback loop associated with tap xk is made up from k adjacent 

flip -flops, beginning with the leftmost ones (see Fig. 6.1). Note that two feedback nets cannot 

cross each other [121]. If one uses an appropriate characteristic polynomial, then a ring gen-

erator may assume a regular ladder-like shape. An extensive collection of such primitive 

polynomials is available in [144]. Since a subset of k adjacent flip-flops can be chosen in 

different ways as long as the resultant feedback line does not cross any other feedback line, 

the ring generators offer an appreciable degree of flexibility in forming their structures.  

 

Figure 6.1 Ring generator implementing a primitive polynomial  

h(x) = x32 + x28 + x23 + x20 + x17 + x12 + x8 + x4 + 1. 
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In addition to nanometer test, ring generators can perform more quickly and reliably 

than their conventional predecessors on a wide range of problems in such areas of engineer-

ing as communications, digital broadcasting, data transmission, mobile telephony, security 

and cryptography, white noise generation, error detection and correction, data compression, 

or event counting [124]. In this thesis, new schemes have been proposed to protect scan-

based designs against unauthorized usage of their test logic. These hardware roots of trust 

may use ring generators (or their hybrid versions) to hash proprietary data (Chapter 7), en-

crypt/decrypt test data streams (Chapter 8), or produce true random numbers (Chapter 9). 

Ring generators re-emerged as a research topic in 2011 [188] with the observation that 

conventional ring generators can be rearchitected in such a way that its XOR gate count is 

virtually halved provided a characteristic polynomial meets certain criteria. It has given rise 

to a new solution termed hybrid ring generators, similarly to hybrid LFSRs of [186]. 

6.2  Hybrid linear feedback shift registers 

Hybrid LFSRs reduce the number of XOR gates by combining both external-XOR and inter-

nal-XOR logic within the same register. It was shown [186] that if a characteristic polynomial 

can be rewritten as   

 h(x) = xk b(x) + b(x) + 1,  (6.1)  

where xk b(x) and b(x) have no terms in common but b(x), then a hybrid top-bottom LFSR 

can be set up using the following feedback:    

 F(x) = xk b(x) ï xk + 1.  (6.2)  

Note that symbol ñïò indicates a top-tap connection back to the first stage, whereas symbol 

ñ+ò indicates a bottom-tap connection to the next stage. Similarly, if a characteristic polyno-

mial can be rewritten as   

 h(x) = xn + xk b(x) + b(x),  (6.3)  

then a hybrid bottom-top LFSR can be constructed using the following feedback:   

 F(x) = xn ï xn-k + b(x).  (6.4)  

Again, symbols ñïò and ñ+ò are used to indicate respective tap connections.  Touba and Wang 

have proved that if a given LFSR can be converted into a hybrid one, then the same can be 

done with the corresponding ring generator [187], [188]. This is illustrated in Fig. 6.2 for the 

8-bit ring generator implementing a primitive polynomial   

 h(x) = x8 + x6 + x5 + x3 + 1,  (6.5)  

which can be rewritten as 

 h(x) = x3(x5 + x3) + (x5 + x3) + 1.  (6.6)  

The above formula indicates that a HRG can be constructed based on the following feedback:   

 F(x) = x3(x5 + x3) ï x3 + 1 = x8 + x6 ï x3 + 1.  (6.7)  
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In fact, the same result can be obtained by applying transformations moving feedback con-

nections around LFSRs with the possibility of adding or cancelling certain XOR gates [121] 

should a source tap cross a destination tap (XOR gate) or vice versa. Fig. 6.2 illustrates suc-

cessive steps of such a transformation. The grey arrows indicate a tap and a direction it is 

moved to rearrange the LFSR while preserving its characteristic polynomial. For example, 

the first step rotates feedback tap 6 Ÿ 2 counter-clockwise by three flip-flops. Then, feedback 

tap 7 Ÿ 1 is moved by two flip-flops. After step 4 two feedback taps cancel each other leading 

finally to an HRG with just two feedback taps as anticipated by formula (6.7). It is also worth 

noting that a hybrid ring defined by its feedback function F(x) can be easily arranged in the 

same way as it is done for conventional ring generators, i.e., by encompassing a given number 

k of flip-flops to form a given feedback loop corresponding to coefficient xk. 

By virtue of the above methods, the number g of 2-input XOR gates employed by a 

conventional ring generator (similarly to conventional LFSRs) can be reduced to (g + 1)/2 

provided a suitable feedback polynomial is used. In particular, an HRG with a primitive pen-

tanomial will feature two 2-input XOR gates instead of three ones. The reference [188] offers 

a list of primitive pentanomials of degree up to 800 that can be employed to get HRGs having 

two 2-input XOR gates. No primitive polynomials, however, have been reported with more 

than 5 terms that meet the requirements (6.1) or (6.3). Moreover, HRGs with more aggres-

sively reduced XOR gate counts have not been thoroughly examined yet, including those 

with a varying number of top-bottom and bottom-top feedback nets. The results presented in 

the next chapters are the first steps in this direction.   

6.3  Basic design scheme  

The HRGs of [187] have an intrinsic component: a single feedback connection going in the 

opposite direction than all the remaining feedback wires ï compare Fig. 6.3 showing a 24-

bit HRG implementing the primitive polynomial   

 

Figure 6.2 Ring generator and its hybrid version (after transformations). 
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h(x) = x24 + x22 + x19 + x14 + x12 + x10 + x7 + x2 + 1  

that satisfies (6.1) since   

h(x) = x12 (x12 + x10 + x7 + x2) + x12 + x10 + x7 + x2 + 1.  

As a result, the only advantage of that hybrid ring is its reduced XOR gate count from 7 to 4, 

as otherwise it offers similar performance to that of the conventional ring generators. It ap-

pears, however, that the maximum length HRGs may have much more diversified layouts 

and may offer more substantial area savings. Consider a 32-bit maximum length HRG shown 

in Fig. 6.4a with the following feedback function:   

F(x) = x32 ï x28 + x24 ï x18 + x12 ï x5 +1.  

It was found in O(n2) time, where n is the HRG size, by using the fast LFSR simulation 

technique of [125]. As can be seen, this HRG features five feedback connections selected in 

such a way that they run alternately up and down to form two groups of oppositely disposed 

nets whose mutual spatial separations are roughly the same making the feedback lines 

 

Figure 6.3  Hybrid ring generator with h(x) = x24 + x22 + x19 + x14 + x12 + x10 + x7 + x2 + 1 

obtained by using a method of [187]. 

 

Figure 6.4 Primitive hybrid ring generators with  

      a) h(x) = x32 + x28 + x26 + x25 + x22 + x21 + x20 + x19 + x18 + x16 + x15 +  

x14 + x13 + x11 +x10 + x9 + x8 + x6 + x5 + x4 + 1, 

and b) h(x) = x32 + x26 + x24 + x23 + x21 + x19 + x18 + x17 + x16 + x13 + x12 + x10 + x6 + x4 + 1. 
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(approximately) uniformly distributed. Interestingly, the HRG of Fig. 6.4a implements the 

following primitive polynomial: 

h(x) = x32 + x28 + x26 + x25 + x22 + x21 + x20 + x19 + x18 + x16 + x15 + x14 + x13 + x11 + 

                     x10 + x9 + x8 + x6 + x5 + x4 + 1.   

This result can be easily verified by taking an output sequence of 2n bits observed on any 

stage of the register, and then by running the Berlekamp-Massey algorithm [110] to find the 

minimal polynomial of that linearly recurrent sequence. In contrast to a conventional ring 

generator that would need 19 XOR gates (each having two inputs), the HRG of Fig. 6.4a 

employs just five such gates, thus achieving a 19/5 = 3.8 times reduction of the XOR gate 

count. Another example is illustrated in Fig. 6.4b with the enlarged number of feedback taps. 

This HRG uses the feedback function   

F(x) = x32 + x28 ï x24 + x19 ï x13 + x8 ï x6 + x4 ï x2 + 1. 

This is equivalent to the following primitive polynomial:  

h(x) = x32 + x26 + x24 + x23 + x21 + x19 + x18 + x17 + x16 + x13 + x12 + x10 + x6 + x4 + 1.   

Given the high computational efficacy of the primitiveness test [125], one can select a 

suitable HRG by means of the following procedure. Every iteration it works with a candidate 

HRG topology rather than a candidate feedback polynomial. It allows designers to pick the 

most preferable structure characterized by its size, a desired number of feedback taps, their 

orientation (up or down), their mutual separation (minimal or maximal), and other constraints 

that can be easily added. Given an n-bit HRG, the appropriate test is used to see if the exam-

ined structure can yield an m-sequence. Recall that this task can be accomplished in O(n2) 

time. If the test fails, we pick another HRG by relaxing some of the constraints, primarily 

locations of one or more feedback taps. Having found a maximum-length HRG, one can 

retrieve the corresponding characteristic polynomial by virtue of the Berlekamp-Massey al-

gorithm, as shown earlier. It is worth noting that seeking an appropriate primitive polynomial 

to set up the corresponding HRG would take CPU time proportional to O(n2) as well. Unfor-

tunately, there are no known criteria under which one could decide if a given primitive pol-

ynomial can be used to form a desired HRG. Back to Fig. 6.4, it remains to devise how to 

arrive with the HRGs of this figure based only on the primitive polynomials (listed in the 

caption) in an algebraic manner similar to that of [186].  

Using this structural approach, HRGs have been identified for all degrees up to 1184. 

Selected results are gathered in Table 6.1. All HRGs listed there are optimal in the sense of 

having feedback connections distributed as uniformly as possible. They are, therefore, ame-

nable to be highly modular structures. Furthermore, feedback taps have been selected such 

that they alternately go up and down to accelerate internal circulation of data (see Chapter 

6.5). Note that only the exponents of nonzero terms are represented, and terms corresponding 

to feedback taps ñgoing upò are underlined.  
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Table 6.1 Primitive hybrid ring generators, n ¢ 1184 

8 5 2 0 280 249 217 185 154 123 92 61 30 0 728 648 566 484 402 321 240 158 79 0 

13 8 3 0 288 256 224 191 158 126 94 62 31 0 736 654 573 490 408 325 244 161 80 0 

16 14 11 7 4 0 296 263 230 197 163 130 96 62 31 0 744 661 578 495 411 329 246 162 81 0 

17 13 9 6 2 0 304 270 235 202 167 134 99 64 32 0 752 667 583 498 413 328 246 164 82 0 

19 17 12 8 4 0 312 278 242 207 172 136 102 66 33 0 760 676 591 506 421 337 252 167 82 0 

 24 19 13 8 3 0 320 285 249 213 177 141 107 72 36 0 768 671 572 472 372 276 207 138 69 0 

 31 25 18 13 6 0 328 292 255 218 183 146 110 73 36 0 776 690 604 517 431 345 258 171 84 0 

32 26 20 13 7 0 336 299 264 227 189 152 114 76 38 0 784 699 611 523 435 347 259 172 85 0 

36 31 26 19 12 7 0 344 307 268 231 193 155 116 77 38 0 792 704 617 528 439 351 263 175 87 0 

40 32 23 17 9 0 352 313 275 235 195 156 117 77 38 0 800 712 623 533 444 354 266 177 87 0 

44 37 28 18 10 0 360 321 280 239 198 157 116 78 38 0 808 719 629 538 447 358 268 177 88 0 

48 41 32 23 14 7 0 368 328 286 244 202 162 120 78 39 0 816 725 634 543 452 361 270 180 89 0 

52 43 35 27 17 7 0 376 335 293 252 209 166 123 81 40 0 824 732 641 548 457 365 272 180 90 0 

56 47 37 30 20 10 0 384 341 298 254 211 167 124 82 41 0 832 727 619 511 407 304 228 152 76 0 

60 51 42 33 22 11 0 392 349 304 261 217 173 128 85 42 0 840 748 654 562 469 375 281 187 93 0 

61 52 42 31 22 11 0 400 356 311 268 223 179 134 89 44 0 848 755 661 566 471 376 281 186 93 0 

64 56 49 40 32 23 15 7 0 408 351 293 233 172 116 87 58 29 0 856 761 666 572 476 380 285 189 93 0 

68 61 52 44 35 27 18 9 0 416 371 325 278 231 184 137 90 45 0 864 769 672 575 480 383 287 191 95 0 

72 64 55 45 37 28 18 8 0 424 377 331 284 236 188 141 94 46 0 872 776 678 580 484 387 289 191 95 0 

76 67 57 47 37 28 18 9 0 432 386 337 289 240 191 142 94 46 0 880 784 685 586 488 389 290 192 96 0 

80 70 59 50 39 29 18 9 0 440 392 342 292 244 194 145 95 47 0 888 789 691 592 494 394 294 196 97 0 

84 73 63 52 41 30 19 9 0 448 398 347 296 246 195 145 96 48 0 896 796 698 599 498 398 299 199 99 0 

88 78 66 54 43 32 20 10 0 456 406 354 302 250 198 147 98 49 0 904 806 705 604 503 402 301 202 101 0 

89 79 68 58 47 35 24 12 0 464 413 360 307 254 203 152 100 50 0 912 796 679 562 446 340 255 170 85 0 

92 80 69 57 45 33 21 10 0 472 420 367 314 263 210 157 105 53 0 920 819 716 615 513 411 308 205 102 0 

96 87 76 65 55 44 33 22 11 0 480 420 359 300 241 180 119 58 0 928 825 722 618 515 411 308 205 101 0 

100 90 78 66 56 45 33 21 10 0 488 434 379 326 271 217 163 108 54 0 936 832 728 623 518 413 309 206 102 0 

104 92 81 69 57 45 33 21 10 0 496 442 388 332 276 220 166 111 55 0 944 840 735 629 523 417 313 207 103 0 

107 96 84 72 59 46 34 21 10 0 504 449 393 338 282 225 168 112 55 0 952 846 739 633 527 421 316 209 104 0 

108 96 85 72 60 47 35 23 11 0 512 455 397 339 281 225 169 111 55 0 960 853 745 638 532 424 316 210 105 0 

112 102 91 80 70 60 49 38 28 18 9 0 520 462 406 348 289 230 171 112 56 0 968 860 752 645 537 429 320 212 106 0 

116 107 97 87 76 66 55 44 33 22 11 0 521 464 405 346 288 230 171 113 56 0 976 857 734 612 489 368 276 184 92 0 

120 109 97 85 74 62 50 38 27 18 9 0 528 470 411 351 291 233 173 114 57 0 984 860 737 619 495 372 279 186 93 0 

124 113 101 91 80 68 56 44 32 20 10 0 536 477 416 356 295 234 174 116 58 0 992 882 771 663 552 441 330 219 109 0 

127 116 104 93 81 69 57 45 33 22 11 0 544 472 398 323 250 176 132 88 44 0 1000 874 747 623 496 380 285 190 95 0 

128 115 100 85 71 57 42 28 13 0 552 476 399 322 250 180 135 90 45 0 1008 897 785 672 560 448 335 222 110 0 

132 118 102 86 71 56 40 26 13 0 560 498 435 373 310 247 185 122 61 0 1016 904 790 676 563 450 337 224 111 0 

136 121 106 90 75 59 44 28 14 0 568 506 442 380 316 253 189 125 62 0 1024 910 796 682 567 453 340 226 112 0 

140 125 109 93 76 60 44 28 14 0 576 513 448 386 323 258 194 129 64 0 1032 917 803 687 571 455 340 226 113 0 

144 128 112 96 79 63 46 30 15 0 584 519 453 387 322 257 191 126 63 0 1040 926 809 692 577 461 345 228 114 0 

148 132 115 100 84 67 50 33 16 0 592 525 458 391 325 258 192 128 64 0 1048 917 786 662 531 400 300 200 100 0 

152 135 117 99 82 64 47 30 15 0 600 533 465 398 330 264 197 130 65 0 1056 939 823 705 588 470 352 234 116 0 

156 140 122 104 87 70 52 34 16 0 607 540 472 404 336 270 203 135 68 0 1064 948 829 711 593 474 357 238 119 0 

160 142 123 104 87 68 51 32 16 0 608 540 471 402 334 267 199 132 66 0 1072 953 833 713 594 474 355 236 118 0 

168 149 131 111 92 72 53 34 17 0 616 533 451 370 286 208 156 104 52 0 1080 960 841 721 600 479 358 238 118 0 

176 157 138 119 100 80 60 40 20 0 624 555 485 415 347 277 207 138 69 0 1088 968 846 724 603 483 361 239 119 0 

184 164 143 123 103 82 62 41 20 0 632 562 491 422 351 281 210 140 69 0 1096 975 852 730 607 485 363 242 120 0 

192 171 150 128 107 85 64 43 22 0 640 569 499 427 356 285 213 142 70 0 1104 981 858 735 612 488 366 242 121 0 

200 178 155 132 109 87 65 42 21 0 648 576 504 431 359 286 213 142 71 0 1112 988 863 740 617 493 369 245 122 0 

208 186 162 140 117 94 71 47 24 0 656 585 512 438 364 290 216 142 71 0 1120 982 847 708 570 432 324 216 108 0 

216 193 170 145 120 95 72 48 24 0 664 590 515 441 367 294 219 144 72 0 1128 1004 878 752 629 503 378 252 126 0 

224 199 173 147 122 98 72 48 23 0 672 598 524 448 372 297 222 147 73 0 1136 1010 886 759 633 506 379 254 127 0 

232 206 180 154 128 101 74 48 24 0 680 605 528 451 375 299 224 149 74 0 1144 1017 891 764 636 509 382 254 126 0 

240 214 187 160 134 107 80 53 27 0 688 598 506 416 325 240 180 120 60 0 1152 1024 895 766 637 508 382 255 127 0 

248 221 194 167 139 111 83 55 27 0 696 605 514 421 329 244 183 122 61 0 1160 1031 901 774 644 516 386 256 127 0 

256 228 199 170 142 113 85 57 29 0 704 627 550 471 392 313 234 155 76 0 1168 1038 908 777 646 517 386 257 128 0 

264 235 205 175 146 118 88 58 30 0 712 633 554 475 395 315 235 155 77 0 1176 1047 917 785 653 522 390 258 129 0 

272 242 212 182 151 121 91 60 29 0 720 640 562 481 400 319 238 159 79 0 1184 1053 921 790 657 524 392 261 130 0 
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For example, 32 28 24 18 12 5 0 stands for the feedback function F(x) = x32 ï x28 + x24 

ï x18 + x12 ï x5 + 1 of HRG in Fig. 6.4a. Note that in addition to sizes which are multiplicities 

of 4 and 8, the table also includes primitive HRGs with a period equal to a Mersenne prime 

number, i.e., for n = 13, 17, 19, 31, 61, 89, 107, 127, 521, and 607. Dividing the number of 

polynomial terms by the number of the corresponding HRG feedback function terms (with 

the exception of terms n and 0) gives the XOR count reduction. It appears that this reduction 

can be strikingly as high as 7.57x, for n Ò 1184. This is for HRG  

F(x) = x168 ï x148 + x128 ï x106 + x82 ï x59 + x36 ï x18 + 1, 

whose feedback polynomial is   

168 150 148 145 144 130 128 127 126 125 124 121 110 109 107 106 105 104 103 102 101 

98 89 87 86 85 84 83 82 81 80 79 78 69 65 64 63 62 61 60 59 58 56 45 43 42 41 40 38 36 23 

22 20 18 0.  

The approach presented in this chapter can be easily used to obtain HRGs of many 

other architectures that may be required, for example, due to space, layout, or routing con-

straints. 

6.4  Reciprocal and dual HRGs  

This chapter briefly discusses two important aspects of deploying HRGs in applications 

where one needs to produce a pseudorandom sequence or its derivatives. In many instances, 

instead of the original pseudorandom sequence, it is necessary to employ a sequence which 

is exactly the reverse of the original vector. Typically, this is achieved by using LFSRs or 

ring generators implementing a reciprocal polynomial h*(x) of a given polynomial h(x), 

where h*(x) = xn h(1/x). As could be expected, given an n-bit HRG, one can obtain its recip-

rocal by converting the feedback function of the HRG the same way it is done for conven-

tional rings. Note that all feedback connections will maintain their original directions. Con-

sider, for example, a 32-bit maximum-length HRG shown in Fig. 6.5a. Its feedback function 

is given by 

F(x) = x32 + x31 ï x30 + x27 ï x22 + x17 ï x12 + x11 ï x7 + x3 + 1, 

where the corresponding primitive polynomial is  

h(x) =  x32 + x31 + x30 + x29 + x26 + x25 + x24 + x23 + x20 + x18 + x17 + x14 + x13 + x8 +  

                      x6 + x5 + x3 + x + 1.  

If another HRG is constructed with  

F*(x) = x32 + x29 ï x25 + x21 ï x20 + x15 ï x10 + x5 ï x2 + x1 + 1 
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as its feedback function (Fig. 6.5b), it will generate a sequence which is the exact reversal of 

the sequence produced by the circuit of Fig. 6.5a. A key point here is that a reciprocal of a 

given HRG is obtained as its exact mirror image (compare Fig. 6.5a and 6.5b). Consider the 

following two feedback taps in Fig. 6.5a: ïx12 and x11. Their reciprocals are ïx20 and x21. Tap 

x21, however, is not driven directly by flip-flop 26 (as it might be implied by a formula used 

to compute a reciprocal). Instead, its stem is fed by an XOR gate placed on the output of flip-

flop 26 due to tap ïx20. This arrangement preserves the HRG mirror image and assures cor-

rectness of the reciprocal form. The same phenomenon occurs for taps ïx30 and x31, and their 

reciprocals ïx2 and x1.  

Similarly to reciprocal structures, every HRG has its own dual counterpart. Given a 

conventional ring generator, its dual form has the direction of all feedback connections re-

versed. Hence, a dual ring generator features XOR gates placed on the outputs of those flip-

flops that have been used to drive feedback taps in the original circuit, while the feedback 

lines originate now at the former locations of the respective XOR gates. Dual ring generators 

are instrumental in the process of phase shifter synthesis, as shown in [145]. A phase shifter 

consists of an XOR network driven by a maximum-length LFSR, and is employed to spread 

apart shifted replicas of the same data in various outputs. Every output is driven by a linear 

combination of LFSR stages. It generates an m-sequence with a desired separation from other 

m-sequences by employing the "shift-and-add" property according to which a bitwise sum of 

any two shifts of an m-sequence is a shift of the same m-sequence. The actual phase shifter 

synthesis follows the steps presented in [145]. It appears that the same procedure can be used 

for any HRG. A phase shifter can be obtained by using a dual HRG the same way it is done 

for the conventional rings. For example, a dual HRG for a 32-bit HRG of the upper part of 

Fig. 6.6 is shown in the lower part of the same figure. Assuming an initial state of a dual 

HRG with a single logic 1, the state of the dual HRG after q clock cycles is of interest as 

locations of logic 1s in this vector identify the outputs of the original HRG to be XOR-ed to 

 

Figure 6.5 32-bit HRG (a) and its reciprocal form (b). 
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produce a sequence spaced q shifts up a reference, i.e., a sequence originating from a stage 

pointed out by the logic 1 in the initial state of the dual circuit. The validity proof of this 

technique is analogous to that of [145]. Back to Fig. 6.6, logic simulation of the dual HRG 

for as many as 13,154 clock cycles reveals locations of four 1s in (blue) flip-flops 10, 11, 12, 

and 16. Hence, a sum of bits stored in these four flip-flops yields an m-sequence shifted by 

13,154 steps relative to a reference m-sequence observed on flip-flop 0.   

6.5  Multiple -input signature registers 

A multiple-input signature register is one of the most straightforward applications of HRGs. 

MISR-based test response compaction schemes received a lot of attention in scholarly liter-

ature in the past [136]. One of the prominent results was the observation that the transient 

behavior of the aliasing error probability depends on architectural details of a compactor, and 

it can be shortened by proper selection of how injected test data circulate within a MISR. 

Clearly, this internal circulation can be accelerated in many cases provided an HRG is used 

to implement a MISR rather than a conventional ring generator. Consider a MISR of Fig. 6.7. 

It is built on a maximum-length 24-bit HRG with 4 input channels delivering test results 

through 2 injectors each. If a single error is injected through one of those channels, then one  

 

Figure 6.6 32-bit primitive HRG and its dual form used to obtain a phase shifter. 

 

Figure 6.7 24-bit MISR driven by 4 input channels. 






























































































































